Application of DAS Statewide Enterprise Model to Business Continuity Planning (BCP)
Business Case
[image: image2.png]




Created by: Shannon S. Mecham and Ron Miles
Date:  June 12, 2007
Approved by: John Koreski, Stan Czerniak and DOC Policy Group



Document Revision History

	Version Number
	Date
	Description

	1
	5/25/07
	Rough Draft 

	2
	06/07/07
	Ron Draft

	3
	06/11/07
	Draft with flow chart

	4
	07/2/07
	Comments by Mary Philp & Debra Slater

	5
	7/16/2007
	Final

	
	
	


Business Continuity Planning 

Business Case



1.  Executive Summary

· The need for a Business Continuity Plan (BCP) is established by the Oregon Department of Administrative Services (DAS).  DAS policy number 107-01-010, Statewide Business Continuity Planning, requires the Oregon Department of Corrections (ODOC), as well as eleven other state agencies, to have a BCP in place by the end of the 2007-2009 biennium.
· The BCP encompasses the ODOC’s need to have a contingency plan in the event of catastrophic emergency.  Currently, ODOC does not have a statewide recovery and restoration plan.  
· The plan must provide for the continuation of the public safety service provided by the ODOC, which includes Community Corrections and reporting field offices.

· Plan objectives: 
· Identify advanced arrangements and procedures that will enable ODOC to respond to an event in such a manner that critical business functions continue with planned levels of interruption.

· Reduce employee injury or loss of life and minimize damage and losses.

· Protect essential facilities, equipment, vital records, and other assets.

· Reduce or mitigate disruption to operations.

· Identify managers and supporting staff that would be relocated during an event.

· Identify response teams and responsibilities.

· Provide support to employees and employee families during an event, in order to maximize personnel availability.

· Provide alternative courses of action to minimize or mitigate the effects of the crisis and shorten ODOC response time.

· Achieve a timely and orderly recovery from an emergency and resumption of full service to customers.

· Reestablish communication and interaction with vendors and all state agencies. 
· Provide BCP implementation training for all staff members to practice their designated functions. 
· Establish designated personnel to monitor, test, and update the BCP on a continuous basis.

· Involve all aspects of the department including the non-institutional areas and properties.

· Quantify the impact of any kind of statewide emergency within the ODOC in terms of dollars, time, services, and work force.

· Identify acceptable potential losses to the ODOC as well as acceptable one-time and annual costs due to a statewide emergency.
To accomplish the directive set forth in DAS policy, the ODOC will need to invest personnel, physical resources, and Information Technology (IT) resources into research, development, implementation, testing and maintenance of the BCP.   
2.   Background and Needs Assessment
Business Environment:
· At this time, ODOC has no comprehensive BCP that provides for restoration of statewide internal services or interactions with other state agencies.
· Current business practice assumes: 
· A limited number of institutions will be affected by an event; 
· Unaffected institutions will be available to assist affected institutions.  
· Local police, fire, ambulance, and hospital will be available to assist in restoration process of normal ODOC operations at the institution level.
· If a regional or statewide disaster including the capitol and surrounding area were to occur, all critical functions of the department could be affected. Those functions include ODOC Policy Group and Executive Management Team; Central Distribution Center, Information Services, inmate work, education and treatment program, Human Resources (e.g., Payroll and Professional Development Unit); Fiscal Services, and Offender Information and Sentencing Computation (OISC) all located in the Salem/Willamette Valley area.
· Critical functional units within ODOC have developed or are developing preliminary Disaster Recovery plans. These units include Information Systems Pharmacy, Payroll and Benefits, Fiscal Services, Victim Information Notification Everyday (VINE), Health Services, Offender Information and Sentence Computation (OISC), Community Corrections and Oregon Board of Parole and Post Prison Supervision. 
Business Needs:

The DAS policy requires the BCP to: 

· Quantify the impact of any kind of statewide emergency within the ODOC in terms of dollars, time, services, and work force.
· Identify acceptable potential losses to the ODOC as well as acceptable one-time and annual costs due to a statewide emergency.

· Address the ODOC’s ability to prioritize and maintain statewide services in the event of emergencies that result in loss of workforce, loss of utilities, loss of property/buildings, and loss of IT.
· Identify, prioritize and provide for the restoration of critical business functions provided by the department within 1 hour, 24 hours, 72 hours, 7 days, and 30 days.

· Establish alternative statewide command and business centers if current centers such as the Dome building or the Central Distribution Center are disabled or destroyed.

· Remain dynamic; can be implemented, maintained, tested and adapted to changes in the status quo of the department and the state.

· Secure commitment from ODOC labor and management to implement the plan.

· Gain commitment from ODOC to dedicate the necessary resources - physical and financial - to research, design and implement the plan.
Business opportunities: 
· The research of the BCP will identify operational efficiencies in many areas of the ODOC.
· Develop stronger intergovernmental agreements and interagency relationships.

· Future intergovernmental business opportunities may be identified through better relationships, and understanding of other agency operations and responsibilities.
Business service goals:
· The primary product and service provided by ODOC is public safety.  Current business practices achieve the short-term goal of maintaining safe and secure operation of the institutions.  The BCP identifies advanced arrangements and procedures that will enable ODOC to respond to an event in such a manner that critical business functions continue with planned levels of interruption or essential change. 
· The impact of the ODOC is much greater than public safety.  ODOC is a large organization providing approximately 4500 jobs to Oregonians.  ODOC purchases a variety of goods and services from local, national, and international companies and provides many services to state and local communities where ODOC offices, institutions and other properties are located.  The BCP will allow the ODOC to resume its role in the economy of the state and the nation. 
Statutory requirements:
· Compliance with DAS Policy #107-001-010, Statewide Business Continuity Plan.
· Certain Federal laws such as the Health Insurance Portability and Accountability Act (HIPAA) of 1996 require health care industries to have data backup plans, Disaster Recovery (DR) plans and emergency mode operation plans.  Impact is to one segment of the ODOC.
3.  Objectives 
· The creation of a plan that will enable ODOC to respond to an event in a manner that allows critical business to continue with planned levels of interruption.

· Financial savings through the development of cost efficiencies identified while researching the BCP.
· Identify equipment and personnel needs that can be planned and prioritized for purchase.
· Safeguard the department’s ability to maintain its high standards of providing for public safety.
· Building a reputation as a safe place for inmates and staff; prepared to respond to any situation.
· Strengthen relationships among internal divisions and institutions by identifying and supporting interdependencies.
· Strengthen relationships with other agencies and communities by identifying and supporting external dependencies.
Response to statutory requirements
The BCP will meet the requirements of DAS policy number 107-01-010, Statewide Business Continuity Planning.
4. Organizational Impacts (as applicable) 
Interagency:
· Department of Administrative Services and State Data Center – Provides shared information technology infrastructure services to ODOC. 

· Department of Human Services – Due to the significant involvement of DHS with former inmates and inmate families, the services provided by DHS will be influenced by the ODOC BCP.  Depending upon the nature of the emergency DHS is potentially an impacted party.

· Department of Forestry – Due to significant statewide interaction and agreements for ODOC inmate work crews and wild land fire support, the operations of the ODF will be influenced by the BCP.  Depending upon the nature of the emergency ODF is potentially an impacted party.

· City and County Jails, Law Enforcement Agencies – Depending upon the nature of the emergency the BCP may influence or impact these parties.  ODOC’s ability to receive or transport inmates, and the strain placed upon these agencies during an emergency response within their community will determine the degree of the impact or influence.

· Vendors – Depending upon the nature of the emergency, the BCP will influence or impact these parties.  ODOC’s ability to purchase and receive goods and the strain placed upon these companies during an emergency response to their community will determine the degree of the impact or influence.
Intra-agency:
· Champions, John Koreski and Stan Czerniak – As the EMT representatives for this concept, they are directly impacted by the project as a whole.

· Central Distribution Center – As the primary provider of supplies for the department any business continuity plan will directly impact CDC and all other ODOC warehouses.

· Dome Building – As the central brain trust of the department, the Dome and everyone who works there will be directly impacted by the implementation of the BCP.

· Institutions – All institutions will be directly impacted as the BCP will enhance and support emergency response plans already in place at all institutions. 
· Brentwood, other ODOC offices or properties – All locations within ODOC will be impacted by the BCP, including the possibility that the site could be used for an alternate purpose.

· Inmates – The BCP will impact inmates as security and inmate health and welfare are affected.

· Inmate Families – The BCP will impact inmate families through personal concerns for inmate welfare during an emergency.  

· Staff – The health and safety of all staff will be a primary concern and focus of the BCP.

· EMT – All aspects of the operations of ODOC will be involved in the BCP, therefore all of the executive management team members will be impacted by the BCP.

· Local Communities – Communities surrounding each institution may assume that the institutions will be a resource for them in a time of emergency.  This assumption may not prove to be true in an actual emergency.
5. Process/Procedural Impacts
The development and implementation of the BCP will allow the ODOC to resume normal operations following an emergency in the shortest possible amount of time thereby having the least negative impact on work progress. The development of the BCP will also: 

· Identify areas where additional staff and training are needed.

· Identify staff positions that require trained back-ups to implement and maintain the plan.
· Identify equipment needs and the training necessary to make the equipment operational.
· Identify which staffing positions (if any) need to be altered, reorganized or responsibilities changed to meet the needs of the plan.
6.  Project Management and Organization 
· DAS 

· ODOC Executive Management Team/Policy Group
· Project Manager

· Assistant Project Managers (if needed)
· ODOC Office of Project Management
[image: image1.wmf]Oregon Department of

Administrative Services

ODOC Executive

Management Team/

Policy Group

Project Manager

Concept

Analysts

Other State

Agencies

Outside Vendors,

Service Providers

and Communities

Operations

Division

Public

Services

Division

General

Services

Division

Human

Resources

Division

Transitional

Services

Division

Business Continuity Plan Development Flow Chart

ODOC Institutions


7. Estimated Financial Plan
    Cost-Benefit Analysis
· Tangible Cost 
· eBRP data storage software; DAS $15,000 assessment
· Project Staff

· Concept Analyst

· Project Manager

· Core Team/s (8-12 hrs/wks)
·     ODOC Office of Project Management
·     Training, travel and administration
·     Facilities and Utilities

· Alternate hardware and software

· Alternate telecommunication connections
· Procurement Contracts

· Food

· Pharmaceuticals

· Emergency supplies

·     Workforce

· Staff position for management of ongoing maintenance (monitor and update) and validation (regularly scheduled exercises and tests) of BCP

- 1.0 FTE 
· Department-wide support duties for ongoing maintenance and validation

- 8-16 hrs/month of institutional staff multiplied by number of facilities

·    IT Services

· 2-8% of IT budget

·    Intangible costs 
·    ODOC reputation

· Public safety

· ODOC staff safety

· Offender safety
Benefits to the Organization
This gives ODOC the ability to function and fulfill the DOC mission during a time of crisis when local emergency services may not be available to the corrections portion of the public sector.
8. Estimated Work plan
· ODOC resources are currently involved.  The eBRP solution-training tool has been provided to eBRP Business Lead Tami Dohrman and BCP Project Manager Debra Slater.
	ODOC Resources Involved in BCP

	Title/Name
	Process Involvement
	Completion Status Yes/No
In Progress

	Director 

Max Williams
	Identifying mission critical business functions
	Yes

	Deputy Director
Mitch Morrow 
	Identifying mission critical business functions
	Yes

	Assistant Director, Operations
Stan Czerniak
	Concept Champion
	In Progress

	Assistant Director, General Services
John G. Koreski
	Concept Champion
	In Progress

	Fiscal Services Administrator
Tami Dohrman
	eBRP Business Lead

Learning and implementing eBRP solution tool
	In Progress

	Project Manager

Debra Slater
	Manage all components of the BCP project.
	In Progress

	Concept Analysts

Shannon Mecham & Ron Miles
	Business case development 
	In Progress


DAS has established the following time frame for completion. 
ODOC Business Continuity Planning Goals
	Task
	Date
	Completed

	Agency will assign individuals to the role of Department’s BCP Sponsor (Mitch Morrow) and BCP Coordinator (Randy Geer).

	Jan. 31, 2006
	          (

	BCP Sponsor and/or BCP Coordinator will designate individuals to participate in the BCP Academy 

(Optional, but strongly encouraged)


	Feb. 28, 2006
	          (

	Critical Business Function (CBF) Worksheets due to the Enterprise BCP Program


	June 30, 2006
	          (

	· Business impact analysis
· Essential functions exercises and RTO applications


	Nov. 30, 2007
	           FORMCHECKBOX 


	BCP development

	Nov. 30, 2008
	           FORMCHECKBOX 


	Disaster recovery team training and testing


	June 30, 2009
	           FORMCHECKBOX 


	Plan maintenance policy and procedure

	Dec. 31, 2009
	           FORMCHECKBOX 



Schedule reviewed by DAS representative July 2007.
























� April 07, 2004 � HYPERLINK "http://www.computerworld.com" \t "_blank" �(Computerworld)� – “The events of Sept. 11, 2001, resulted in CIOs scrambling to implement business continuity planning (BCP). Companies such as Snap-on Inc. and Commerzbank AG invested large sums of money in BCP after 9/11. However, today's numbers show that business continuity investments are 1% to 2% of total IT budgets, a fraction of the 2% to 8% they should be, according to various sources.”





