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ADOPTION

State agencies have the ethical responsibility for the safety of their employees and the legal obligation to the people of Oregon to be able to continue to operate in a prudent and efficient manner even in the circumstance of an impending or existing threat.

The President has emphasized the need for Continuity of Operations Plans by Presidential Decision Directive (PDD) 67
.  This capability…[requires] the emergency delegation of authority…the safekeeping of vital resources, facilities and records; …emergency acquisition of the resources necessary for business resumption; and the capability to perform work at alternate work sites until normal operations can be resumed.”

This Plan provides guidance for the Oregon State Marine Board to ensure the continuity of its essential functions across a wide range of potential emergencies.

This Plan is formally adopted as of the signing of this document, noted below, until superseded.   It is applicable to all agency staff.

Recommended changes to this document should be addressed to the Director, Oregon State Marine Board.
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Oregon State Marine Board
I.
GENERAL
1-1.
Introduction

The Oregon State Marine Board’s (Marine Board or OSMB) Business Continuity Plan provides a document that organizes the functions, tasks and staff into an organized response effort in the event of a technology failure, man made or natural disaster. It transforms the confusion of disaster situations into a well-managed response by recognizing “people” as the primary assets and providing them with the critical answers to “Who’s in Charge?” and “What’s my Job?”  In addition, it is crucial that personnel who are not directly involved with the Plan understand their roles and responsibilities.
The Marine Board is a small agency, comprised of one main office, located in Salem, OR with approximately 40 employees.  This Business Continuity Plan is written for the whole agency as one, with four (4) identified critical business functions (CBF).
1-2.
Purpose
The purpose of the Business Continuity Plan ("the Plan") is to provide a road map of predetermined actions that will streamline decision-making during a disaster situation.  The Plan will enable resumption of mission critical operations and support functions at the earliest possible time.

1-3. Scope
The primary scope of the Plan is to establish, organize, and document priority risk assessments and mitigation, responsibilities, policies, and procedures as well as agreements and understandings for all internal entities relative to supporting the statutory mission critical functions that must be addressed following a declared emergency. 
1-4. Supersession

None; this is the first Plan of this nature for the Marine Board.

1-5. Authority
State:

a. DAS Statewide Policy #107-001-010 requires each executive branch agency to develop and implement a Business Continuity Plan.  This policy was signed by the director of DAS in March, 2006 and requires agencies to have developed and tested business continuity plans by June 30, 2009.  

a. Oregon Revised Statute (ORS) Chapter 401, Emergency Services; Search and Rescue; Emergency Telephone Systems; Communications Districts, 2003 Edition.
b.
Executive Order (EO) 04-05, Office of Homeland Security dated May 11, 2004 by Governor Kulongoski.

1-6.
Distribution List

Staff addresses are kept separate from the BCP.  Only the director and personnel officer will have the completed list, kept in a secured area.
	Copy Number
	Title
	Location

	1
	BCP Coordinator
	OSMB Office

Coordinator’s Office

	2
	BCP Coordinator
	Home 

	3
	Agency Director 
	OSMB Office

Director’s Office

	4
	Agency Director
	Home

	5
	Deputy Director


	OSMB Office

Deputy Director’s Facilities Office

	6
	Deputy Director
	Home

	7
	Operations Policy Analyst
	OSMB Office

OPA’s Office

	8
	Operations Policy Analyst
	Home

	9
	Public Information Specialist
	OSMB Office

PIO’s Office

	10
	Public Information Specialist
	Home


1-7.
References and Related Documents

	Document Title
	Owner and contact details
	Location

	Building Evacuation Plan for Headquarters
	Public Information Specialist
	OSMB Office

On the walls, next to major doorways
E/I & LE Section, Hallway, Facilities Section, Registration Section

	Emergency Management Plan
	Oregon Emergency Management
	http://www.oregon.gov/OMD/OEM/plans_train/docs/or_emp_vol2.pdf


	Information Technology Security Manual
	DAS
	http://www.oregon.gov/DAS/OP/docs/pdf/10701080.pdf


	DigitalCare Inc Business Continuity Training Academy Desk Reference
	DAS
	www.oregon.gov/DAS/EISPD/BCP/activities /academy/index.shtml


1-8.
Planning Responsibilities

A. Marine Board Director 

1. Maintain and identify the Agency’s essential functions and the individuals to support them.

B. Marine Board BCP Coordinator 

1. Responsible for scheduling and conducting periodic training and exercises relating to the execution of this Plan.

2. Responsible for the annual review/update of this Plan.

3.
Responsible for the development and annual review of the Oregon State Marine Board Site Support Procedures Plan.

C. Information Systems Manager 
1. Responsible for the development and annual review of the Oregon State Marine Board Information Technology Plan.

D. Operations Policy Analyst
1.
Responsible for updating the Policy and Procedures Manual to reflect definitions for “emergency conditions.”

2. Responsible for the development of a Plan or Policy to monitor the status and well-being of Marine Board personnel and their families.

E. Executive Assistant
1. Coordinate the development of plans and procedures that will enable identified State Agency(ies) to temporarily assume Marine Board duties.

1-9.
Tests, Training, and Exercises

To ensure that all personnel are familiar with and prepared for Plan operations, the following activities should be conducted:

a. Quarterly testing of the notification process.

b. Annual training for the staff on their respective Plan responsibilities.

c. Annual testing and exercising of the Marine Board Plan to ensure the ability to perform essential functions and operations from the Alternate Site.

d. Refresher orientation for staff upon deployment and arrival at the Alternate Site.

 XE "1-10." 1-10.
Definitions

See Appendix A

II.  
AGENCY OPERATIONS
2-1. Agency Background, Mission and Key Activities
The Oregon State Marine Board (Marine Board) was created in 1959 by the Oregon Legislature (ORS 830.105) in response to the growing popularity of recreational boating and the federal Boating Safety Act of 1958. The governing board consists of five members appointed by the governor and confirmed by the senate. The Marine Board sets state boating policy and has the authority to enact rules for boat operation.  

The Marine Board is dedicated to making the 'state's waterways safe and enjoyable for a wide range of users, and serving recreational boaters through facility improvements, law enforcement, education and registration.  
The Agency is comprised of one main office, located in Salem, OR with approximately 40 employees.  (See Appendix B: Oregon State Marine Board organizational chart.)
Key agency activities include:
Registration Section:
· titles and registers recreational vessels and registers outfitters and guides and licenses ocean charter boats; 
· return user fees (marine fuel tax and title and registration fees) to boaters in the form of boating safety education programs, marine law enforcement and improved boating facilities.

Law Enforcement Section:
· contracts with county sheriffs and the Oregon State Police to enforce marine laws, provides technical training to marine patrol officers and supplies their equipment. 

Education/Information Section:
· actively promotes safe and sustainable boating through several programs. The Mandatory Boater Education program, when fully phased in, will require powerboat operators to complete a boating safety course. 
· actively create boating campaigns and provide numerous safety publications and access information.

Boating Facilities Section:

· provides grants and engineering services to local state and federal governments to develop and maintain accessible boating facilities and protect water quality. 
Agency Funding Sources:
The Marine Board is a self-supporting agency.  There are three major sources of revenue for the Oregon State Marine Board:

1. Boat registration and title fees provide the mainstay of agency revenue,   

2. Motorboat fuel tax revenue provides the majority of other fund revenue, and   

3. Federal funds in the form of U.S. Coast Guard grants, Clean Vessel Act and Boating Infrastructure Project grants contribute a significant amount for boating safety, law enforcement, education and facility projects.  

Minor additional sources include outfitters and guides registration, charter boat licenses, and miscellaneous receipts.  There are no General Funds in the agency budget.  

2-2.
Team Roles & Responsibilities

BCP Sponsor:

Agency Director

BCP Coordinator:
Mandatory Boater Education Coordinator

The agency has created two teams:

· Safety Committee Team

· BCP Response Team
For emergency contact information for the BCP Response Team, see Appendix C.  The list includes cell phone numbers, home phone numbers, and pager numbers, as applicable.  The Marine Board will also assign other staff as necessary to complete projects.
Safety Committee Team

This team is responsible for assisting the BCP Coordinator to ensure that all personnel are familiar with and prepared for Plan operations, quarterly testing of the notification process, annual training for staff on their respective Plan responsibilities, annual testing and exercising of the Marine Board Plan to ensure the ability to perform essential functions and operations from the Alternate Site and refresher orientation for staff upon deployment and arrival at the Alternate Site.
	
	Team Members
	Role / Responsibilities
	Contact Information

	1. 
	BCP Coordinator


	Draft work plan necessary to develop the BCP.  Draft BIA questions for staff to answer.  Conduct interviews with all staff members.  Compile information and draft BCP.
	

	2. 
	Public Information Specialist
	Assist BCP Coordinator with planning and scheduling drills.  Assists in reviewing drills and improving Plan.
	

	3. 
	Operations Policy Analyst
	Assist BCP Coordinator and Public Information Specialist with planning and scheduling drills.  Assists in reviewing drills and improving Plan.
	

	4. 
	Facilities Engineer
	Assist BCP Coordinator and Public Information Analyst with planning drills.  Assists in reviewing drills and improving Plan.
	

	5. 
	LE Program Training Coordinator
	Assist BCP Coordinator and Public Information Analyst with planning drills.  Assists in reviewing drills and improving Plan.
	

	6. 
	Registration Specialist
	Assist BCP Coordinator and Public Information Analyst with planning drills.  Assists in reviewing drills and improving Plan.
	


BCP Response Team
This team is responsible for responding in the event of a disaster.  This includes assessing potential damage to the agency facility and taking lead responsibility for ensuring that the agency can function effectively during a crisis and can resume business operations as quickly as possible.

	
	Team Members
	Role / Responsibilities
	Contact Information

	1
	Agency Director
	Determine if event is severe enough that BCP should be enacted.  Initiates call tree process of contacting all agency staff. 
	

	2
	Deputy Director
	Conduct initial assessment of agency facility(ies) following an event.  Has lead responsibility for setting up alternate facility, if necessary.   Has lead responsibility for implementing sections of plan dealing with facilities and power elements. 
Acts as back-up to agency director if director is unavailable.
	

	3
	Operations Policy Analyst
	Acts as a back-up to agency director and deputy director if unavailable.
	

	4
	Public Information Specialist
	Has lead responsibility for implementing communications strategy contained in this plan and responds to the Joint Information Center to represent the Marine Board.
	

	5
	BCP Coordinator
	Has lead responsibility for ensuring that BCP is properly enacted and steps are followed as appropriate.
	

	6
	IS Manager
	Conducts initial assessment of information technology for agency following event.  Has lead responsibility for implementing sections of plan dealing with IT and network elements. 
	

	7
	Human Resources Manager
	Has lead responsibility for implementing sections of plan dealing with staffing elements.
	

	8
	Fiscal Program Manager
	Has lead responsibility for dealing directly with vendors and suppliers.
	


2-3.
Situation and Assumptions

Emergencies, or potential emergencies, may affect the ability of the Marine Board to carry out essential functions.  
Warning Conditions

With warning:


It is expected that in some cases, the agency will receive a warning at least a few hours prior to an event.  This will normally enable the plan to be enacted with an orderly notification and evacuation of personnel.
Without warning: 
The ability to execute this plan following an event with little or no warning will depend on the severity of the emergency and the number of agency personnel who have been affected by the event. 

· Non-Duty Hours:  Although the agency office buildings may be rendered inoperable, it is likely that the majority of personnel could be alerted and deployed to the alternate site.

· Duty Hours:  If possible, this plan will be activated and available staff will be deployed.

Identification of Potential Disaster Status
Criteria for determining whether a particular emergency situation requires that emergency actions be taken or the BCP be enacted include:

· Is there an actual or potential threat to human safety?

· Is there likely to be a need to involve emergency services?

· Is there an actual or potential serious threat to buildings or equipment?

· Is there an actual or potential loss of IT/network?

· Is there an actual or potential loss of workforce?

2-4. Concept of Execution

a. Marine Board personnel will be contacted and asked if they would like to report to the alternate site.  Staff must be able to continue operations and the performance of essential functions for up to 30 days or longer.

b. Alternate Site space and support capabilities will be limited; therefore staff reporting to the Alternate Site must be restricted to only those personnel who possess the skills and experience needed for the execution of critical and essential functions.

c. It is anticipated that an Alternate Site will be located within commuting distance of the Salem area, and prepared to accept staff within one week.

d. Marine Board personnel who are not reporting to the Alternate Site, may be directed to move to some other state facility or duty station, or may be advised to remain at or return home pending further instructions.  

e. A Marine Board Plan activation will not, in most circumstances, result in a change of duty location affecting the pay and benefits of Marine Board personnel.
Direction and Control

· Lines of succession will be maintained by all managers reporting to the agency director to ensure continuity of essential functions.  
· The agency director or designated back-up (successor) may order activation of the agency business continuity plan.

· See Appendix B for the agency organizational chart.

Below is the chain of command and authority that will exist during an event:

	
	Managers
	Lines of Succession

	1
	Agency Director
	Deputy Director

Operations Policy Analyst

	2
	Deputy Director
	Operations Policy Analyst

Registration Section Analyst-Manager

	3
	Operations Policy Analyst
	Fiscal Program Manager

Law Enforcement Program Manager

	4
	Registration Section Analyst-Manager 
	Registration Team Leader

Education/Info Program Analyst-Manager 

	5
	Fiscal Program Manager
	Accountant

Registration Section Analyst-Manager

	6
	Law Enforcement Program Manager
	Education/Info Program Analyst-Manager

Law Enforcement Program Training Coordinator 

	7
	Education/Info Program Analyst-Manager 
	Law Enforcement Program Manager

Mandatory Boater Education Coordinator

	8
	Facilities Program Manager
	Senior Facilities Engineer
Senior Facilities Engineer

	9
	Public Information Analyst
	Operations Policy Analyst


2-5. Agency Operations Center & Alternate Site
Depending upon the condition of the building located at 435 Commercial St. NE Suite# 400, the Director must determine if the Marine Board can function appropriately at its present location or must re-establish at another location.

Since the Marine Board leases space from HIS Properties, HIS personnel will coordinate all work related items to recover the building facilities.

BCP Operations Center – Primary 

Address:


Oregon State Marine Board Office



435 Commercial St. NE Suite #400



Salem, OR 97301


Contact:



Director


Back-up:  Executive Assistant 

Directions:

The Marine Board office is located in downtown Salem on Commercial St. in the block between Marion and Center Streets, directly across from the Rite-Aid parking lot. The building is cream and green in color.  

Heading south on I-5:

· Take the SALEM PARKWAY EXIT

· Merge onto SALEM PKWY (go approximately 3.0 miles).  

· Turn SLIGHT LEFT onto COMMERCIAL ST NE.   (go another 1.5 miles).  

· The Marine Board is a cream and green building on your right, directly after you pass/cross over Marion Street (and the bridge entrance).

Heading north on I-5:
· Take the OR-22/N. SANTIAM HWY exit, exit number 253, towards STAYTON/DETROIT LAKE/OR-99E BUSINESS (0.2 miles).  

· Turn LEFT onto OR-22 (2.3 miles).  

· Take the OR-22 ramp (0.2 miles).  

· Keep LEFT at the fork in the ramp.  

· Keep LEFT at the fork to go on BELLEVUE ST SE/OR-22 (0.3 miles)  

· BELLEVUE ST SE/OR-22 becomes PRINGLE PKWY SE/OR-22 (0.3 miles).  

· Turn SLIGHT LEFT onto FERRY ST SE/OR-22 W (0.3 miles).  

· Turn RIGHT onto OR-22.   

· Turn SLIGHT RIGHT onto FRONT ST SE/OR-22 W (0.3 miles).  

· Stay straight to go onto FRONT ST NE (0.2 miles).  

· Stay straight to go onto OR 99E BR N (0.1 miles).  

· Turn SLIGHT RIGHT.   

· Turn SLIGHT RIGHT onto COMMERCIAL ST NE (0.2 miles). 

· Marine Board is on your right directly after you pass/cross Marion Street (and the bridge entrance).

Alternate Site

The Oregon Department of Fish and Wildlife (ODFW) have been designated as the alternate worksite.  We have put into place an agreement with the Oregon Department of Fish and Wildlife to allow up to 10 agency personnel work space for up to 30 days.  
Address:
ODFW Headquarters
3406 Cherry Avenue N.E.
Salem, OR 97303-4924


Contact: 
Roy Elicker



Directions: 


From the north:

· Head south on Interstate 5 toward Salem. 

· Take Exit #260A and follow the signs to Salem Parkway/Oregon 99E Business Route. 

· Travel southwest for about 2.5 miles. 

· Turn right (north) at the second stoplight onto Cherry Avenue N.E. 

· Turn right at the first driveway entrance. 

· The building is on the right. 

From the south:

· Head north on Interstate 5 toward Salem/Portland. 

· Take Exit 260 (Chemawa/Keizer Exit). 

· Turn left at the end of the exit ramp, and then left at the next light. 

· Follow the signs to Salem Parkway/Oregon 99E Business Route. 

· Travel southwest for about 2.5 miles. 

· Turn right (north) at the second stoplight onto Cherry Avenue N.E. 

· Turn right at the first driveway entrance. 

· The building is on the right. 

From the west via Highway 22: 

· Head east on Highway 22 until you reach the Salem city limits. 

· Take the exit for Highway 22W on your left. 

· Turn right onto Front Street NE/Oregon 99E Business Route and follow it about 1.5 miles. 

· Take a right onto the Salem Parkway/Oregon 99E Business Route and follow it for about 0.5 miles. 

· Turn left (north) onto Cherry Avenue N.E. 

· Turn right at the first driveway entrance. 

· The building is on the right. 

From the east via Highway 22:

· Head west on Highway 22 and take the exit onto Interstate 5 north. 

· Take Exit 260 (Chemawa/Keizer Exit). 

· Turn left at the end of the exit ramp, and then left at the next light. 

· Follow the signs to Salem Parkway/Oregon 99E Business Route. 

· Turn southwest for about 2.5 miles. 

· Turn right (north) at the second stoplight onto Cherry Avenue N.E. 

· Turn right at the first driveway entrance. 

· The building is on the right. 

At that point, if our building is still unavailable, we will use the DAS Alternate Site request Form (See Appendix F: DAS Alternate Site Request Form) to find other accommodations.
2-6.
Agency’s Travel Authorization and Temporary Duty Entitlements

Travel authorizations will defer to current Department of Administrative Service, Human Resources Statewide Policies and the Oregon Accounting Manual, Statewide Travel Policy (OAM #40.10.00.PO). 

2-7.
Communication Plan

The Marine Board’s Public Information Specialist has created a Crisis Communication Plan 2007 -2009 (See Appendix D).
2-8.
Information Technology Disaster Recovery Plan
The Marine Board IS Manager and BCP Coordinator has created an IS Disaster Recovery Plan 2009 – 2011 (See Appendix G).
2-9.
Agency’s Emergency Management Obligations

Emergency Management:  In the state’s Emergency Management Plan, the Oregon State Marine Board falls under “Other Agency” and is not required to send a representative to the Oregon Emergency Coordination Center (ECC) as required by the State’s response.

http://www.oregon.gov/OHS/OEM/archive/library_resource.shtml  

The Oregon State Marine Board is required to respond as required by the situation and by the Governor's Executive Order.  The Marine Board may be involved in an emergency response or in an emergency management operation. 
2-10.
Facilities Requirement
Depending on the amount of time the plan might continue, the Director or designee will determine whether the alternative site will be sufficient for a period longer than 2 weeks.  The Director may then determine if a new site is necessary.  This will be coordinated between the Director or designee and DAS. 
In order to execute the Marine Boards critical business functions, the following minimum facility is required:
	Critical Business Function
	Description
	Where
	Contact

	CBF #1 – One (1) week
	Meeting space to accommodate members of the BCP Response Team
	OSMB Office or Alternate Site
	Fiscal Program Manager



	
	Mailroom facilities for three employees
	OSMB Office or Alternate Site


	

	
	Warehouse space for supplies – must be at least 400 sq. feet
	OSMB Office or Alternate Site
	

	
	Workstations for 10 employees
	OSMB Office or Alternate Site
	

	
	Office space for 10 employees
	OSMB Office or Alternate Site
	

	CBF #2 – Two (2) weeks
	Office space for an additional four (4) employees
	OSMB Office or Alternate Site
	

	
	Four (4) additional workstations for  employees
	OSMB Office or Alternate Site
	

	CBF #3 – Two (2) weeks
	Office space for an additional five (5) employees
	OSMB Office or Alternate Site
	

	
	Five (5) additional workstations for employees
	OSMB Office or Alternate Site
	

	CBF #4 – One (1) month
	Office space for an additional nine (9) employees
	OSMB Office or Alternate Site
	

	
	Nine (9) additional workstations for employees
	OSMB Office or Alternate Site
	

	Full force
	Office space for an additional 12 employees
	OSMB Office or Alternate Site
	

	
	Twelve (12) additional workstations for employees
	OSMB Office or Alternate Site
	


III: 
CRITICAL BUSINESS FUNCTIONS
3-1. CBF #1 :
Titling, Registration & Licensing

1. Description of Business Function
The Registration section services generate 42% of the agencies funding.  Registration section programs include:

· Boats titling and registration

· Floating Home/Boathouse titling

· Ocean Charter Vessel licenses

· Outfitter & Guide registrations

It is important to ensure that titles are verified for insurance claims and ownership and to ensure licenses and registrations are current and valid.
2. 
Recovery Time Objective (RTO)
One week – this plan is based on the assumption that any potential disruption occurs in the middle of receiving registration renewals, outfitter & guide registration renewals and charter vessel renewals critical timeframes during peak volume (November – December of each year).  Working with this assumption, 75% of business processes must be recovered within one week, 85% within two weeks, and 100% of business processes must be recovered within one month.

The timing of this disruption, more than anything else, will determine the RTO for specific processes.  A disruption during non-peak timeframes will allow RTOs to be more lenient.

3. 
Priority Level (relative to other business functions) - 1

4.
Key Staff
Registration Section Operations Analyst/Registration Manager:
· Role/responsibilities:  oversight of functions of Registration Section

· Work phone number:  503

· Emergency/evening contact information:  Each manager has their sections specific Call Tree List


Registration Team Leader:
· Role/responsibilities:  assists Registration Section Analyst/Registration Manager

· Work phone number:  503

· Emergency/evening contact information:  see managers Call Tree List

5.
Key processes 

	#
	Business Processes
	Point of contact and contact information
	Recovery priority and rationale 

	1
	Business office functions
	Fiscal Program Manager

503-
	Within 72 hours – Business Office functions support all registration functions and all Sections through purchasing, invoicing, web site administration, word processing, and personnel management, etc.  This process must be functioning to support this CBF and all remaining CBF processes.

	2
	Computer support/ helpdesk
	IS Manager

503-
	Within 72 hours – it is essential that registration specialist’s have access to computer support and helpdesk processes.  This process may become even more important in situations where the Oregon State Marine Board Office is disabled.  This process must be functioning to support this CBF and all remaining CBF processes.

	3
	Database management and info/security network
	State Data Center Services

503-
	Within one (1) week – the ability to secure the databases and network is critical, as is the ability to grant and/or revoke access to these systems in a timely fashion.  This process must be functioning to support this CBF and all remaining CBF processes.

	4
	Transaction Reports
	State Controller’s Division

K

503-
	Within one (1) week – the ability balance the revenue.

	5
	DAS – E-government Online Registration 
	E-government help desk

503-
	Within one (1) week – The network and databases must be secured within this timeframe.

	6
	DAS P&D Mail Services
	DAS – Printing & Distribution

503-
	Within one (1) week – the ability to print, fold, insert and post titling documents is critical.  Printing, folding, inserting and posting registration documents could be done temporarily by hand by Marine Board staff.  

	7
	Online Registration 
	S 
Help Desk Coordinator 
Oregon E-government Program - An EDS Company 503-
	Within two (2) weeks – the ability to renew existing boat registrations is not as critical as titles which are legal ownership documents.


6.
Key Dependencies

	#
	Upon which activities is this business process dependent? 
	Point of contact and contact information
	Recovery Time Objective for the dependency

	1
	Purchasing and procurement capability
	Fiscal Program Manager
503-

	Within 72 hours

	2
	Computer systems 
	IS Manager

503-
	Within 72 hours

	3
	DAS – E-government Online Registration 
	E-government help desk

503-
	Within one (1) week 

	4
	EDS Online Registration Vendor
	E-government help desk

503-
	Within two (2) weeks 


7.
Vital Records 

	Description
	Where
	Contact

	Boat Titles
	DAS SDC (e-data)

DAS P&D (forms)

OSMB Files – paper & microfilm; filing cabinets in copy room and work areas
	Registration Manager

503-

	Floating Home Titles
	DAS SDC (e-data)

OSMB Locked Storage (forms)
OSMB Files – paper & microfilm; filing cabinets in copy room and work areas
	Registration Manager

503-

	Boat Registrations
	DAS SDC (e-data)

OSMB Locked Storage & DAS Surplus Storage (forms)
OSMB Files – paper & microfilm; filing cabinets in copy room & work areas

State Archives (archived paper)
	Registration Manager

503-

	Outfitter & Guide Registrations
	DAS SDC (e-data)

OSMB Files – paper; filing cabinets in work area
	Registration Manager

503-

	Charter Vessel Licensing
	DAS SDC (e-data)

OSMB Files – paper; filing cabinets in work area
	Registration Manager

503-


8.  Equipment and Office Supplies

In order to execute this business function, the following equipment and office supplies must be accessible.

	Description
	Where
	Contact

	14 computers or terminals that can access the network and our databases
	OSMB Office or alternate site
	IS Manager

503-

	Registration documents – specifically a Konica 7155
	OSMB Office or alternate site
	IS Manager

503-

	Boat Title documents – DAS printer


	DAS P&D 

503-
	Registration Manager

503-

	Floating Property Titles

HP Laserjet / Special Software (IS Manager)
	OSMB Office or alternate site
	Registration Manager

503-


9.
Regular Suppliers and Vendors
(See separate vendor contact list for additional contact information, including emergency contact information.) 

	Name of Supplier/ Vendor
	Key Goods or Services Provided
	Normal Contact Details

	DAS P&D
	Boat Title Printing & secure form storage
	B

503-

	DAS E-government (EDS Vendor)
	Online Registration
	DAS EDS personnel

503-


3-2. CBF #2 – Contract for and support Marine Patrol Services
1. Description of Business Function
The Law Enforcement section administers and manages the statewide Recreational Boating Safety program through contracts with county sheriff offices and state police offices – Division of Fish and Wildlife.  The Marine Board contracts with 32 counties out of 36.  The Law Enforcement Section programs include:

· Law Enforcement Marine Certification Academy
· Drift Boat/River Rescue Training
· White Water Jet Boat Training
· Boating Under the Influence of Intoxicants Training

· Program Manager Training

It is important to ensure that support is given to the county sheriff offices and state police offices according to their contracts.
2. 
Recovery Time Objective (RTO)
Two weeks – this plan is based on the assumption that any potential disruption occurs during normal business hours and days.  Working with this assumption, 25% of business processes must be recovered within two weeks, 50% within three weeks, and 100% of business processes must be recovered within one month.

The timing of this disruption, more than anything else, will determine the RTO for specific processes.  A disruption during non-peak timeframes will allow RTOs to be more lenient.

3. 
Priority Level (relative to other business functions) - 2
4.
Key Staff
Law Enforcement Program Manager:
· Role/responsibilities:  oversight of functions of Law Enforcement Section
· Work phone number:  503-
· Emergency/evening contact information:  Each manager has their sections specific Call Tree List

Law Enforcement Program Training Coordinator:
· Role/responsibilities:  assists Law Enforcement Program Manager
· Work phone number:  503-
· Emergency/evening contact information:  see managers Call Tree List
5.
Key processes 

	#
	Business Processes
	Point of contact and contact information
	Recovery priority and rationale 

	1
	Business office functions
	Fiscal Program Manager

503-
	See CBF #1  

	2
	Computer support/ helpdesk
	IS Manager

503-
	See CBF #1  

	3
	LE Reporting Database/security network 
	Web Doctor
503-
	Within one (1) week - the ability to secure the databases and network is critical, as is the ability to grant and/or revoke access to this system in a timely fashion

	4
	Contract Services
	Contract Coordinator

503-
	Within two (2) weeks - Depending on the scale of the disruption, we must be able to purchase systems and equipment according to the contracts with the Counties and OSP.


6.
Key Dependencies

	#
	Upon which activities is this business process dependent? 
	Point of contact and contact information
	Recovery Time Objective for the dependency

	1
	Purchasing and procurement capability
	Fiscal Program Manager
503-

	See CBF #1  

	2
	Computer systems 
	IS Manager

503-
	See CBF #1  

	3
	LE Reporting Database/security network 
	Web Doctor

503-
	Within one (1) week 

	4
	Contract Services
	Contract Coordinator
503-
	Within two (2) weeks 


7.
Vital Records 

	Description
	Where
	Contact

	All County Sheriff and OSP Contracts
	OSMB Files – paper; filing cabinets in LE Program Analyst office and in storage (American Storage)
IS back-up 
	LE Program Manager
503-


8.
Equipment and Office Supplies

In order to execute this business function, the following equipment and office supplies must be accessible.

	Description
	Where
	Contact

	Five (5) computers or terminals that can access the network and the LE databases
	OSMB Office or alternate site
	IS Manager

503-

	One printer
	OSMB Office or alternate site
	IS Manager

503-


9.
Regular Suppliers and Vendors
(See separate vendor contact list for additional contact information, including emergency contact information.) 

	Name of Supplier/ Vendor
	Key Goods or Services Provided
	Normal Contact Details

	Web Doctor
	Law Enforcement Reporting Database
	B
503-


3-3. CBF #3:
Mandatory Boater Education Card & Communications
1. Description of Business Function
The Education/Information section administers and manages the statewide Mandatory Boater Education Program and all communication to the boating public regarding Marine Board essential functions.  The mandatory boater education card is required by law to be carried by boaters operating a motorboat with an engine greater than 10 hp.  It is important to ensure that boaters can replace or get their card to be in compliance with the law.
It is also important to ensure that boaters are updated regarding dangers in Oregon waterways, closures, and any other important information. 
2. 
Recovery Time Objective (RTO)
Two weeks – this plan is based on the assumption that any potential disruption occurs during normal business hours and days.  Working with this assumption, 25% of business processes must be recovered within two weeks, 50% within three weeks, and 100% of business processes must be recovered within one month.

The timing of this disruption, more than anything else, will determine the RTO for specific processes.  A disruption during non-peak timeframes will allow RTOs to be more lenient.

3. 
Priority Level (relative to other business functions) - 3
4.
Key Staff
Education/Information Program Analyst-Manager:
· Role/responsibilities:  oversight of functions of Education/Info Section

· Work phone number:  503-

· Emergency/evening contact information:  Each manager has their sections specific Call Tree List


Mandatory Boater Education Coordinator:
· Role/responsibilities:  assists Education/Info Program Analyst-Manager 

· Work phone number:  503-

· Emergency/evening contact information:  see managers Call Tree List
5.
Key processes 

	#
	Business Processes
	Point of contact and contact information
	Recovery priority and rationale 

	1
	Business office functions
	Fiscal Program Manager

503-
	See CBF #1  

	2
	Computer support/ helpdesk
	IS Manager

503-
	See CBF #1  

	3
	Database management and info/security network
	IS Manager

503-
	See CBF #1  

	4
	Scanning Software
	AnyDoc Software
888-
	Within two (2) weeks - the ability to scan documents.

	5
	Team Site website
	DAS Public Affairs

Anna Richter Taylor

503-
	Within one (1) week – Team Site must be functional within this timeframe in order for us to post messages and information on our website 

	6
	Internet system programming
	Helion Software, Inc.
503-
	Within two (2) weeks - the ability to secure the data into the database and network.

	7
	Scanner
	Eastman Kodak Co.

800-
	Within two (2) weeks - the ability to scan documents.

	8
	DAS P&D
	K

503-
k 


	Within two (2) weeks – P&D printing functions support the mandatory boating education program by printing and mailing boaters education cards.  This process is critical to the Program.


6.
Key Dependencies
	#
	Upon which activities is this business process dependent? 
	Point of contact and contact information
	Recovery Time Objective for the dependency

	1
	Purchasing and procurement capability
	Fiscal Program Manager

503-


	See CBF #1  

	2
	Computer systems 
	IS Manager

503-
	See CBF #1  

	3
	Team Site website
	DAS Public Affairs

A

503-
	Within one (1) week 

	4
	Scanning Software
	AnyDoc Software

888-
	Within two (2) weeks 

	5
	Internet system programming
	Helion Software, Inc.

503-
	Within two (2) weeks 

	6
	Scanner
	Eastman Kodak Co.

800-
	Within two (2) weeks 

	7
	DAS P&D
	K

503-
k 
	Within two (2) weeks 


7.
Vital Records 

	Description
	Where
	Contact

	Boaters Card Database
	IS Backup off-site
OSMB Files – paper (three (3) months)  filing cabinets in Data Entry cubicle
	IS Manager

503-


8.
Equipment and Office Supplies

In order to execute this business function, the following equipment and office supplies must be accessible.

	Description
	Where
	Contact

	Six (6) computers or terminals that can access the network and our databases
	OSMB Office or alternate site
	IS Manager

503-

	One printer
	OSMB Office or alternate site
	IS Manager

503-

	Kodak Scanner

	OSMB Office or alternate site
	IS Manager

503-


9.
Regular Suppliers and Vendors
(See separate vendor contact list for additional contact information, including emergency contact information.) 

	Name of Supplier/ Vendor
	Key Goods or Services Provided
	Normal Contact Details

	DAS P&D
	Boater Education Cards
Mail Services
	K

503-
503-

	AnyDoc Software
	Scanning Software
	Support Staff

888-

	Helion Software, Inc
	Internet system programming
	M

503-

	Eastman Kodak Co.


	Scanner – Kodak 2500D
	D

800-


3-4. CBF #4:
Facility Grants
1. Description of Business Function
The Boating Facilities section administers and manages the statewide Boating Facilities Grant Program, Boating Infrastructure Grant, and Clean Vessel Act Federal funds.  
It is important to ensure that grant recipients receive grant funds in order to pay contractors in a timely manner.  If boating facilities are not completed in a timely manner, it could compromise small contractors and result in public access to Oregon’s water being hindered or prevented for a period of time.
2. 
Recovery Time Objective (RTO)
One (1) month – this plan is based on the assumption that any potential disruption occurs in the middle of a grant period.  Working with this assumption, 25% of business processes must be recovered within two weeks, 50% within three weeks, and 100% of business processes must be recovered within one month.

The timing of this disruption, more than anything else, will determine the RTO for specific processes.  A disruption during non-peak timeframes will allow RTOs to be more lenient.

3. 
Priority Level (relative to other business functions) - 3
4.
Key Staff
Facilities Program Manager/Deputy Director:
· Role/responsibilities:  oversight of functions of Boating Facilities Section

· Work phone number:  503-
· Emergency/evening contact information:  Each manager has their sections specific Call Tree List

Senior Facilities Engineers:
· Role/responsibilities:  assists Facilities Program Manager
· Work phone number:  503-

· Emergency/evening contact information:  see managers Call Tree List
Grants and Contracts Coordinator
· Role/responsibilities:  oversight of fiscal aspects of grants and records

· Work phone number:  503-

· Emergency/evening contact information:  see managers Call Tree List
5.
Key processes 
	#
	Business Processes
	Point of contact and contact information
	Recovery priority and rationale 

	1
	Business office functions
	Fiscal Program Manager

503-
	See CBF #1  

	2
	Computer support/ helpdesk
	IS Manager

503-
	See CBF #1  

	3
	Database management and info/security network
	State Data Center Services

503-
	See CBF #1  


6.
Key Dependencies

	#
	Upon which activities is this business process dependent? 
	Point of contact and contact information
	Recovery Time Objective for the dependency

	1
	Purchasing and procurement capability
	Fiscal Program Manager

503-


	See CBF #1  

	2
	Computer systems 
	IS Manager

503-
	See CBF #1  


7.
Vital Records 

	Description
	Where
	Contact

	Grant records 
	OSMB Files – paper, filing cabinets in work area

SOS Archives – paper, storage boxes, in archival storage
	Boating Facilities Program Manager

503-

	Federal grant records
	USFWS Portland Regional Office– electronic data and reports

USFWS – On line access to computer database
	Grants & Contracts Coordinator

503-


8.
Equipment and Office Supplies

In order to execute this business function, the following equipment and office supplies must be accessible.

	Description
	Where
	Contact

	11 computers or terminals that can access the network and our databases; two (2) laptop computers
	OSMB Office or alternate site
	IS Manager

503-

	Two (2)  printers
	OSMB Office or alternate site
	IS Manager

503-


	Survey equipment to assess damage to boating facilities for FEMA documentation


	OSMB Office
	Senior Engineers

503-

	HP Plotter

	OSMB Office or alternate site
	Senior Engineers
503-


9.
Regular Suppliers and Vendors
(See separate vendor contact list for additional contact information, including emergency contact information.) 

	Name of Supplier/ Vendor
	Key Goods or Services Provided
	Normal Contact Details

	USFWS – Portland Region
	Online access to data for grant and payment processing
	J
503-


IV.
RECOVERY PLAN 
This section includes the agency plan to ensure continuity of operations in any of the following situations:

· The facility is either temporarily or permanently unavailable.

Examples might include:

· The facility being destroyed by fire and smoke damage

· The facility being temporarily unavailable due to flooding

· The facility being temporarily unavailable due to contamination

· The facility is disabled by power loss.  



Examples might include:

· A generator being hit by lightning

· A car crashing into nearby electrical wires

· Severe flooding in the area

· The facility is disabled by loss of computer function.


Examples might include:

· A breech has occurred in the network and the server has been shut down due to a computer virus 

· The server gives out and must be replaced

· The facility is disabled by loss of workforce.

Examples might include:

· Several members of the staff are ill
· There is major disaster in the area, and staff members have taken time off to care for families and their homes

4-1.
Recovery Procedure

Loss of Facility
The recovery procedure consists of relocating critical staff to Oregon Department of Fish and Wildlife (ODFW) or another alternative site.  Relocation will depend largely upon how quickly access to computers can be restored.  Staff will be relocated using a phased approach determined by business process criticality rankings.  As space, workstations, and IT capability become available, more staff will be relocated until all critical business functions and business processes are functional.  Operations will continue at the alternate site until the OSMB office becomes available or until DAS finds a more permanent site. 
Loss of Power
The recovery procedure depends upon the length of time the power is anticipated to be out.  If we anticipate power will return in two (2) days or less, we will use the call tree to let employees know not to report to work until further notice.

If we anticipate the power will be out longer than one (1) week, the recovery procedure consists of implementing manual procedures at the alternate site.  Staff will be relocated using a phased approach determined by business process criticality rankings. Communication will be conducted by phone until computer systems are installed, or restored, to allow e-mail communication.  If computer systems will not be available at the alternate site for more than one (1) week, we will implement a paper process.  When computer systems are available, business functions will be completed at the alternate site until the office is again available.
Loss of IT/Network

The recovery procedure consists of working with the IS manager to restore normal systems. We will use the state contract vendor to order and receive new equipment within one (1) week.  If there is an emergency declaration we may purchase outside of the state contract if necessary to expedite recovery.  We may need temporary IT assistance to reconfigure and restore the system in a timely fashion.  There is a mirrored information processing site used for daily backup that will assist us in restoring the data that was lost.
The recovery procedure depends upon the length of time the computer system is anticipated to be out.  If we anticipate restoration in two (2) days or less, we will use the call tree to let employees know not to report to work until further notice.  
If we anticipate the network or computer failure will exceed one week, our plan consists of implementing manual procedures at the office until computer systems become available.  If we anticipate the IT/network will be out longer than one (1) week, we may purchase and/or rebuild critical servers.  When computer systems are available, all business processes will continue as normal, and all manual/paper work will need to be recorded in the computer systems retroactively.
Loss of Workforce

The recovery procedure is to work with available staff to resume operations.  Depending upon the extent of the workforce outage, we may need to use temporary staffing to assist us in operations.  In addition, we may need to notify our vendors to let them know that there may be service delays.
4-2.
Recovery Location
The Oregon Department of Fish and Wildlife (ODFW) has been designated as the alternate worksite.  We have put into place an agreement with the ODFW to allow up to 10 agency personnel work space for up to 30 days.  At this point, if our building is still unavailable, we will use the DAS Alternate Site Request Form (see Appendix F) to find other accommodations.

See pages 16-17 for directions to alternate site.
4-3.
Dependencies
Many of the Marine Boards business process are dependent on external state agencies and computer systems (i.e. DAS, Treasury, etc.).  This plan is dependent on those agencies and systems being operational.  If a wide scale disaster is the cause of the loss, it may not be possible to restore all business processes according to our Plan.

This plan is dependent upon having the designated alternate site available during the time that our facility is inaccessible.  If a wide-scale disaster is the cause of the loss, our alternate site may not be available.
This plan is dependent on the functionality of remote access to allow staff to work from remote sites.  This plan is dependent on the availability of new equipment and the timeliness of delivery.
4-4.
Other Considerations

If a wide scale disaster and/or power outage is the cause of the loss, we will revert to paper-based methods whenever possible.  A power outage may affect our ability to communicate with staff, facilities, field offices, partners, outside agencies, and vendors.  If possible, we will contact our customers to let them know of potential services delays.
If IT capability is lost, all staff will be affected.  If possible we will revert to paper-based methods whenever possible.  Depending upon the amount of downtime, we may need to use temporary staff to assist us in both the manual process and the process of entering all manual work into the computer system once access is restored.
This plan is dependent upon staff being available to resume business processes and having the knowledge to ensure continuity of all operations.

4-5.
Recovery Steps – Summary
· Step 1 – Contact BCP Response Team and arrange for a meeting.
· Step 2 – BCP Response Team meets and reviews plan. 

· Step 3 – Notify building owner & assess damage to agency facility.
· Step 4 – If needed, alert alternate site location to begin setting up for incoming staff.

· Step 5 – Contact DAS Phones to redirect phone lines.
· Step 6 – Contact utility services.  
· Step 7 – Meet with Alternate Site management to review operating procedure.

· Step 8 – Contact staff to explain situation and decisions.
· Step 9 – Determine when computer services will be available.
· Step 10 – Contact customers, vendors, etc. and inform them of possible delays and relocation
· Step 11 – Announce to media outlets the situation and plan.

· Step 12 – Establish communication with customers at Alternate Site.

· Step 13 – Complete priority business processes at Alternate Site.

· Step 14 – Relocate remaining staff as needed, as space and capability become available to complete the CBF function at the Alternate Site.

· Step 15 – Notify and update users as systems become available.

· Step 16 – Resume normal operations.

· Step 17 – If going to be longer than 30 days at alternate site, contact DAS for a long term alternate site.
Recovery Steps - Detail

	Step #
	Step
	Step Detail
	Additional Resources
	Responsibility
	Date Completed

	1
	Contact BCP Response Team members and arrange for a meeting
	Contact team members (see separate contacts list for contact information) or their alternates and arrange a meeting.
	Telephone

BCP Response Team contact information
	Director or designee
Back up:

- Exec. Assistance 
- BCP Coordinator
	

	2
	BCP Response Team meets and reviews plan steps; activates recovery process
	Meet with BCP Response Team members and assess the situation. Review the plan and determine whether or not all steps need to be taken.  Based on the situation, do other steps need to be implemented?  If so, document and assign responsibility. 
	Meeting location

Telephone
	Director or designee

Back up:

- Exec. Assistance 
- BCP Coordinator
	

	3
	Notify building owner & assess damage to agency’s facility
	Walk through agency facility, if possible.  Assess extent of damage to facility and equipment. 
	Telephone
	Director or designee

IS Manager

Back up:

- OP Policy Analyst 
- BCP Coordinator
	

	4
	If needed, alert alternate site location to begin setting up for incoming staff 
	Contact the alternate worksite and inform them that we are invoking our Business Continuity Plan. Arrange the details of how and when to relocate staff and equipment.
	Alternate site
	Director or designee

Back up:

- OP Policy Analyst 

- BCP Coordinator
	

	5
	Contact DAS phones to redirect phone lines.


	Contact DAS phones to alert them of relocation.  If possible, request that agency phones be redirected to the alternate site.
	Telephone

DAS contact information
	IS Manager
Fiscal Program Manager

Back up:

- OP Policy Analyst 

- BCP Coordinator

	

	6
	Contact utility services
	Contact utility services to assess damage and determine goals for restoring service. 
	Telephone

Utility service contact information list
	Director or designee

Back up:

- OP Policy Analyst 

- BCP Coordinator
	

	7
	Meet with alternate site management to review operating procedures
	Do an on-site inspection of the alternate worksite.  Ensure that all required equipment can be present and will be in working order.  Ensure all required support supplies are present.


	See lists “Primary Computer Systems Requirements,” “Vital Records,” “Equipment and Supplies”

Telephone, Pens

Paper
	Registration Manager

Fiscal Program Manager

IS Manager

Back up:

- Director or designee 

- BCP Coordinator
	

	8
	Contact staff to explain situation and decisions.
	Contact staff and explain the situation and what the plan is for deployment including where the alternate site is and when to report to work. 
	Telephone 

Staff list and contact information

	All Managers
Back up:

- Personnel Officer
- BCP Coordinator
	

	9
	Determine when computer services will be available
	Meet with Business Manager and IT Manager regarding available computers in alternate worksite.  Make sure that the computers have proper security and are able to access correct systems.
	Alternate worksite computers

Alternate worksite system access
	Fiscal Program Manager

IS Manager

Back up:

- Director or designee
- Accountant
	

	10
	Contact customers, vendors, etc. to inform them of possible delays and relocation 
	Contact customers and notify them of agency relocation.  Inform customers of possible service delays. 
	Telephone

Customer Contact Information


	All Managers

Back up:

- Director or designee

- BCP Coordinator
	

	11
	Announce to media outlets the situation and plan
	Create and distribute press release detailing agency status and relocation.  Include instructions for non-deployed staff.
	Telephone

Media contact information
Web access
Word processing system

Printer

Fax machine
	Public Information Specialist
Back up:

- OP Policy Analyst
- Director or designee 
	

	12
	Establish communication with customers at the alternate site.
	Once situated at alternate site, establish communication with customers and give further details about operational capability and changes to business processes.
	Telephone

Customer Contact Information

Email

Fax
	Public Information Specialist

Back up:

- OP Policy Analyst

- Director or designee

	

	13
	Complete priority business processes at alternate site
	Alternate site staff should be able to complete all critical business processes operations at the alternate site.
	Alternate worksite

Computers

System access

Vital records
	Registration Manager
IS Manager

Back up:

- Fiscal Program Manager
- Director or designee
	

	14
	Relocate remaining staff as needed, as space and capability become available, to complete the CBF at the alternate site.  
	Additional staff will be required to complete remaining business processes.  As space becomes available and as capability increases, the director, or his designee, will direct the human resources manager to contact and relocate staff as necessary. 
	Alternate worksite

Computers

System access

Staff contact information

Telephone
	Personnel Officer 
Back up:

- Director or designee(s) 


	

	15
	Notify and update users as systems become available.
	Maintain communication with outside users to update them of systems status.  Update staff and users as systems become available.
	Telephones Computers

system access


	Public Information Specialist

Back up:

- OP Policy Analyst

- BCP Coordinator
	

	16
	Resume Normal Operations  
	When all systems have been restored, resume normal operations.
	Computers

System access

Printer
	Director

All Managers

Back up:

- Exec. Assistant
- BCP Coordinator
	

	17
	If going to be longer than 30 days at alternate site, contact DAS for a longer term alternate site.
	Contact DAS, fill out Alternative Site Request Form to find OSMB a long term alternative site or permanent site.
	Telephone

Alternative Site Request Form
	Fiscal Program Manager

Back up:
- Director or designee
- BCP Coordinator

· -
	


SECTION V:  RECONSTITUTION/TERMINATION

5-1.
General

Within 48-72 hours of an emergency, the Marine Board Director or designee, will initiate operations to salvage, restore, and recover the Marine Board’s office building after the approval of the local and state law enforcement and emergency services involved.  Once the appropriate Marine Board’s representative has made this determination in coordination with other state officials, one or a combination of, the following options may be implemented, depending on the situation:

a. Begin an orderly return to the Marine Board office building and reconstitute a state office from remaining resources.

b. Begin an orderly move to the Alternate Site.

c. Begin to establish a reconstituted Marine Board office in some other facility in the local metropolitan commuting area of Salem.

5-2.
Procedures
a. The Marine Board Director, or designee, will determine:

1. The Marine Board office building can be reoccupied; or
2. That a different facility will be established as a new state office.

a. The Marine Board Director or designee will oversee the orderly transition of all Marine Board office functions, personnel, equipment, and records from the Alternate Site to the selected facility.

b. Prior to relocating to the selected facility, the Director or designee will conduct appropriate security, safety, and health assessments.

c. When the initial personnel contingent, necessary equipment, and documents are in place at the new or restored Marine Board’s office facility, the staff remaining at the Alternate Site will transfer essential functions, cease operations, and deploy to the Marine Board office.

SECTION VI: COORDINATING INSTRUCTIONS

6-1.
Personnel

a. Only personnel who are needed for the continuous execution of essential functions will be included on individual Plan relocation rosters.

6-2.
Vital Records and Databases

a. One of the Maine Board’s Plan objectives is to ensure the protection of vital records, regardless of media type, that are needed to support essential functions under all emergency conditions.

b. Categories of these types of vital records and databases may include:

(1) Emergency Operating Records:  Vital records, regardless of media, essential to the continued functioning or reconstitution of an organization during and after an emergency.  Included are emergency plans and directives; orders of succession; delegations of authority; staffing assignments; and related records of a policy or procedural nature that provide agency staff with guidance and information resources necessary for conducting operations during any emergency, and for resuming normal operations at its conclusion.

(2)
Legal and Financial Rights Records:  Vital records, regardless of media, critical to carrying out an organization’s essential legal and financial functions and activities, and protecting the legal and financial rights of individuals directly affected by its activities.  Included are records having such value that their loss would significantly impair the conduct of essential agency functions, to the detriment of the legal or financial rights or entitlements of the organization or of the affected individuals.  Examples of this category of vital records are accounts receivable; contracting and acquisition files; official personnel files; Social Security, payroll, retirement, and insurance records; and property management and inventory records.

6-3.
Pre-positioned Information

a. Without appropriate planning, essential data maintained at the Marine Board’s office might not be available to deployed Marine Board staff.  The IS Manager or all Managers will ensure that databases and other references supporting the Marine Board’s essential functions are pre-positioned at the Alternate Site or other offsite location, carried with deploying personnel, or are made available through an automated data backup process.

6-4. Telecommunications and Information Systems Support
a. It is imperative that Managers ensure that unique or critical information system requirements are considered in planning and, if appropriate, are identified as capabilities to be provided by support organizations at the Alternate Site.  The IS Manager and all Managers shall maintain all necessary and up-to-date files, documents, computer software, and databases required for carrying out essential functions.

6-5.
Emergency Notification


See Appendix C.  Each individual manager has their sectional employees calling tree.
6-6.
Transportation, Lodging, and Meals

Refer to the Department of Administrative Service, Human Resources Statewide Policies and the Oregon Accounting Manual, Statewide Travel Policy (OAM #40.10.00.PO) for entitlements related to local travel and temporary duty at the Alternate Site.  General information about transportation to the Alternate Site and on-site lodging, and meals is provided in the following subparagraphs.

a. Transportation: To the extent possible, staff, if activated, are encouraged to use their privately owned vehicles (POVs) to commute to the Alternate Site or as directed.

b. Lodging: If the Alternate site is less than 50 miles, staff is responsible for their own lodging.
c. Meals:  Staff will be responsible for their own meals.

6-7. Security

Security should be established for the Alternate Site in accordance with Security Procedures for the standard Marine Board facility.

6-8. Personal Items

Each staff member required to work at the Alternate Site should consider bringing appropriate personal items.

6-9. Clothing

Casual dress is appropriate for Marine Board operations at the Alternate Site.
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APPENDIX A:  DEFINITIONS and ACRONYMS
The following terms or phrases are found in this document:
Alternate Site:  An alternate facility to which pre-designated OSMB staff will move to in order to continue essential functions in the event the building is threatened or incapacitated.

Business Continuity Plan (BCP):  Process of developing and documenting arrangements and procedures that enable an organization to respond to an event that lasts for an unacceptable period of time and return to performing its critical functions after an interruption. Similar terms: business resumption plan, continuity plan, contingency plan, disaster recovery plan, recovery plan.
BCP Coordinator:  The designated person responsible for development, maintenance and other actions involving a specific plan.
CBF:  Critical Business Functions - Business activities or information that could not be interrupted or unavailable for several business days without significantly jeopardizing operation of the organization or impacting the revenue flow.  

DAS:  Department of Administrative Services is the central administrative agency of Oregon state government.

Disaster:  A sudden, unplanned catastrophic event causing unacceptable damage or loss. 1) An event that compromises an organization’s ability to provide critical functions, processes, or services for some unacceptable period of time 2) An event where an organization’s management invokes their recovery plans.

ECC:  Emergency Coordination Center - provides and maintains a broad range of communication systems used by the general public, the state, local government and other agencies for the purpose of public warning and emergency notification, and for general preparedness and emergency support as part of the Office of Oregon Emergency Management.
EDS:  Electronic Data Systems
Emergency:  As defined by ORS 401.025, "includes any man-made or natural event of circumstance causing or threatening loss of life, injury to person(s) or property, human suffering or financial loss; and includes, but is not limited to: fire, explosion, flood, severe weather, drought, earthquake, volcanic activity, spills or releases of oil or hazardous material as defined in ORS 466.605, contamination, utility or transportation emergencies, disease, blight, infestation, civil disturbance, riot, sabotage and war."
ICS:  Incident Command System (ICS) is used to manage the response to an emergency incident or a non-emergency event. ICS categorizes response into functional components to be performed by the agency with responsibility for the response.

IS:  Information Services – computer technology section of OSMB.
IT:  Information Technology
JIC:  Joint Information Center - is a collocated group of representatives from agencies and organizations involved in an event that are designated to handle public information needs.
JIS:  Joint Information System
OSMB:  Oregon State Marine Board – office is located in Salem OR.

OSP:  Oregon State Police – also operates the 911 Communication Center
OSPA:  Oregon State Payroll Application
P&D:  Printing and Distribution – a branch of DAS
Plan:  Business Continuity Plan that provides for the continuation of essential critical functions and mission of an organization in the event an emergency prevents occupancy of its primary office building. The Plan is an internal effort to ensure that a viable capability exists to continue essential functions across a wide range of potential emergencies through plans and procedures that delineate essential functions; specify succession to office and the emergency delegation of authority; provide for the safekeeping of vital records and databases; identify alternate operating facilities; provide for interoperable communications; and validate the capability through tests, training, and exercises.

Plan Maintenance:  The management process of keeping an organization’s Business continuity management plans up to date and effective. Maintenance procedures are a part of this process for the review and update of the BC plans on a defined schedule. Maintenance procedures are a part of this process.
PPDB:  Position and Personnel Database
RTO:  Recovery Time Objective - The tolerable maximum length of time that a business process can be unavailable.

SDC:  State Data Center – a branch of DAS
SFMA:  Statewide Financial Management Application – the statewide financial management and accounting system operated by Statewide Financial Management Services which is a department within DAS.

SOP:  Standard Operating Procedures
SOS:  Secretary of State

Table Top Exercise:  One method of exercising plans in which participants review and discuss the actions they would take without actually performing the actions. Representatives of a single team, or multiple teams, may participate in the exercise typically under the guidance of exercise facilitators.
USFWS:  United States Fish and Wildlife Services
APPENDIX B:  LEADERSHIP SUCCESSION AND DELEGATIONS OF AUTHORITY
PROVIDE A CHAIN OF COMMAND AT LEAST THREE DEEP, AND THE AUTHORITIES AND RESPONSIBILITIES ASSIGNED TO THE INDIVIDUAL.
	
	Managers
	Role / Responsibilities
	Lines of Succession

	1
	Agency Director
	Determine if event is severe enough that BCP should be enacted.  Operates from the Agency Coordination Center.  Initiates call tree process of contacting all agency staff.
	Deputy Director 

Operations Policy Analyst

	2
	Deputy Director/ Facilities Program Manager
	Conduct initial assessment of agency facility(ies) following an event.  Has lead responsibility for setting up alternate facility, if necessary.   Has lead responsibility for implementing sections of plan dealing with facilities and power elements.  Acts as back-up to agency director if director is unavailable.
	Operations Policy Analyst

Registration Section Analyst-Manager

Senior Facilities Engineer

Senior Facilities Engineer

	3
	Operations Policy Analyst
	Acts as a back-up to agency director and deputy director if unavailable.  Also acts as a back-up for the Public Information Specialist.
	Fiscal Program Manager

Law Enforcement Program Manager

	4
	Executive Assistant/Personnel Officer
	Assists where needed
	Agency Director
Operations Policy Analyst

	5
	Registration Section Analyst-Manager 
	Assists where needed
	Registration Team Leader

Education/Info Program Analyst-Manager

	6
	Fiscal Program Manager
	Has lead responsibility for dealing directly with vendors and suppliers.
	Accountant

Registration Section Analyst-Manager

	7
	Law Enforcement Program Manager
	Assists where needed
	Education/Info Program Analyst-Manager

Law Enforcement Program Training Coordinator

	8
	Education/Info Program Analyst-Manager 
	Assists where needed
	Law Enforcement Program Manager

Mandatory Boater Education Coordinator



	9
	Public Information Specialist
	Has lead responsibility for implementing communications strategy contained in this plan and responds to the Joint Information Center to represent the Marine Board.
	Operations Policy Analyst




Oregon State Marine Board Organizational Chart (see page 46):
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APPENDIX C: BCP RESPONSE TEAM EMERGENCY CALLING TREE
Contact Information for Essential Staff

This list will be attached to the plan document itself, but kept by key management team members in a secure location. 

Also, it will likely not be necessary for all members of the management team to have all of the contact information for all other personnel.  Instead, each management team member will have only the contact information that he or she might need.  

	Title
	Name
	Contact information

	Agency Director
	
	503-

503-

	Deputy Director/
Facilities Program Manager
	
	503-

503-

	Operations Policy Analyst
	
	503-
503-

	Registration Section Analyst-Manager 
	
	503-
503-

	Fiscal Program Manager
	
	503-
503-

	Law Enforcement Program Manager
	
	503-
503-

	Education/Info Program Analyst-Manager 
	
	503-
971-

	Public Information Specialist
	
	503-
503-

	Information Systems Manager
	
	503-


	Executive Assistant/Personnel Officer
	
	503-

	BCP Coordinator
	
	503-

503-


Information Security Issue:


Business continuity plans often have confidential information that must be properly protected - - this includes names, home telephone numbers and addresses, and any other sensitive information.  Privacy is an important consideration and whenever possible, documenting confidential information in the plan should be kept to an absolute minimum.  The plan and planning documents should be provided only to the individuals who have a right and need to access the information – whether in electronic or hardcopy formats -- and obsolete copies should be appropriately destroyed. 
Each agency is accountable for tracking copies of the plans in their organization.  Individuals with access to confidential plan information are responsible for the appropriate protection of that information.  Any breaches of confidentiality must be handled in accordance with state and federal privacy protection laws (Oregon ID Theft Protection Act – ORS 646A.600-628) and all applicable DAS enterprise policies.  In addition to protecting confidential information, integrity and availability also are critical components of information security.  Plans must contain current, accurate information and be updated on a regular basis so they are reliable and actionable.  Designated individuals must be able to access appropriate sections of the plans at any time so they can fulfill their responsibilities and maintain additional list providing all of the contact information for regular and alternate vendors, as well.
APPENDIX D: COMMUNICATION PLAN

Crisis Communications Plan

2007-2009



The Oregon State Marine Board is Oregon’s recreational boating agency, dedicated to safety, education and access in an enhanced environment. 
Crisis Communications Plan

OREGON STATE MARINE BOARD

______________________________________________________________________

During a crisis situation, communication with all affected persons – from staff, to customers, to the media – is vital.  The information provided to all audiences must be timely and accurate.  In particular, any estimate of when the agency might return to normal operations should be announced with care.  

One spokesperson 

Like many other city, county and state agencies, one spokesperson is preferred.  The Marine Board’s public affairs specialist must disseminate factual information, minimize misinformation, and communicate to the public as often as need, any updated facts.  

In addition to information about the Marine Board’s situation and how it might affect customers, the public deserves timely, accurate, credible and coordinated information, in order to react appropriately.  State agencies have a responsibility to issue information, achieving the following goals (as outlined in the state’s Emergency Management Plan):

A. Help prevent loss of life and property.

B. Warn and inform people in danger about the threat, and tell them what they can do to reduce their risk.

C. Improve appropriate public response to future emergencies and disasters through education.

It is important for all Marine Board staff to have a basic understanding of the agency’s emergency communications protocol, and to follow direction based on the procedures outlined in this document.  

Note:  This plan does not apply to the state’s Inclement Weather Policy.  
Communications Protocol

Marine Board Staff Communications

If a staff member learns of a potential crisis situation, the staff person should immediately contact the director or deputy director.  If the building structure is in question, staff should not enter the building.  

The director or designee is the primary building supervisor and is responsible for building-related decisions (such as activating the emergency evacuation plan and calling State Police).
Once a crisis has occurred, the following chart and plan section will be used to communicate with all parties:

	Groups of persons or organizations affected by disruption 
	Persons authorized to coordinate communication to affected persons and organizations

	
	Position
	Contact Details

	Customers
	Public Information Specialist
	503-

	Management and Staff
	Agency Director
	503-

	Suppliers
	Fiscal Program Manager
	503-

	Media
	Public Information Specialist
	503-

	Other Third Parties
	Public Information Specialist
	503-


The Business Continuity Plan Response Team will meet at a mutually agreed upon location (or via conference call) to discuss key messages, emergency plans (BCP activation) and communications strategies.  This team provides critical input into external communications.
The agency director or designee will develop an official statement for managers and staff.

If the event happens during work hours, and depending upon the severity of the event:

· Staff may be sent home

· Staff may be asked to assist in implementing work-around procedures

If the event happens after work hours, or becomes a multi-day event, staff will be contacted through:

· Employee call trees

· A call-in number for information about who needs to report to work

· Information posted to agency web site

· Through local media

In general, the employee call tree involves the following:

· Agency director or designee calls:
· Deputy Director/all section Managers

· Public Information Specialist

· Operations Policy Analyst 

· Executive Assistant/Human Resources Manager
· Information Systems Manager
· Section Managers call their staff.  If a section manager is unavailable, the successor calls the staff. 
See Appendix C in the business continuity plan for BCP Response Team and contact information.  Each manager has a copy of their own sectional call tree and maintains that list in a secure location separate from copies of the business continuity plan.

In addition, the agency director or designee shall leave a voice mail message at 503-XXX-XXXX instructing employees on the status of the agency’s offices and where to report.  The message will also direct staff to the Marine Board web site (if available) for additional information and updates.  Staff should be instructed to refer all media inquiries to the designated person (e.g., Public Information Specialist).
See Appendix A in this document for phone directions and sample messages.


External Communications
Building Owner

· The director (or designee) will call the building owner.

See Appendix E in the business continuity plan for list of agency vendor call list
Suppliers Contact  

The Fiscal Program Manager or designee will be the sole contact with suppliers during the business recovery phase.  The Fiscal Program Manager will use emergency procurement procedures and receive authorization for emergency purchases from the agency director or designee. (See Appendix E in the business continuity plan for list of agency vendor call list)
Customer contact
The Public Information Specialist or designee will develop an official statement for customers.  Depending upon the type and severity of the event, the statement may be issued in the following ways:

· Through local media

· Scheduled customers may be called or e-mailed

· Notice may be posted at the affected facility

The Public Information Specialist or designee will record a message on the agency’s main phone line (if available) briefly explaining the crisis and directing callers to the agency web site (if available) for additional information and updates.

Other Third Parties

The Public Information Specialist shall be primarily responsible for all contact with other third parties.  If appropriate, after consulting with the agency director, the Public Information Specialist will provide information to other staff to assist in responding to these requests for information.

Media Contact: 
 Once an event occurs:
· The public information specialist will develop official “public statements” to respond to questions frequently asked by the media and the public (see below).  The public information specialist will provide these statements to the agency director or designee for review and approval before providing the statements to any external parties.
Potential questions that might be asked:

· What happened?

· When did it happen?

· How were staff/others informed?

· How did it happen – what is the (suspected) source of the crisis?

· What is the impact?  

· Will this impact other agencies, state government as a whole or Oregon taxpayers?

· What is being done?

· Were people injured?  Who?  How many?  

· Who is affected by the situation?  How many workers are displaced?  Where will they go?

· Can we talk to the injured or their families?

· What is the damage to the building?  Cost?  

· What measures are being taken to insure this doesn’t happen again?

· Who is in charge?

· Has the Governor been notified?  Who else?

· When will you resume normal operations?
Depending on the nature of the crisis, determine if a technical expert or a public official with specific jurisdiction is required to provide clarity to the situation and/or disseminate information to the media.

· The Public Information Specialist prepares communication materials; including press releases, web postings and media kits containing the following information for distribution to various newspapers, television stations, and radio stations:

· Location of event

· General description of event (stated as positively as possible)

· Corrective measures being taken

· Description of impacts (non-monetary and stated positively)

· Media contact made

· If anyone other than the Public Information Specialist will communicate with the media (e.g., Section Managers, Operations Policy Analyst), the Public Information Specialist will provide those people with the following:

· Spokesperson guidelines

· List of potential questions

· Appropriate statements and responses

· Public Information Specialists cell phone and home phone number

If necessary, the Public Information Specialist shall also:

· Select and acquire a “media briefing center.”  Ensure that the briefing center is large enough for one-on-one interviews.

· Acquire updates regarding the event occurrence and status of injured employees.

· Arrange interviews and press conferences, as required.

· Coordinate with other agencies to disseminate information to external parties, if appropriate.

· Public Information Specialist sends news releases to the OSMB list serve and sends other email communications, as necessary (see Appendix B in this document for sample news releases); posts information on the Marine Board web site.  The public information specialist will also ensure that access is obtained to post information on the website from an alternate location, in the event the building is involved in the crisis event. 

· The Public Information Specialist coordinates all incoming media calls, arranges for interviews, etc.  Staff is required to refer all calls to the Public Information Specialist or Director.  No exceptions.  If a technical spokesperson is needed, the public information specialist or executive team will determine the appropriate person. 

· Public Information Specialist (or designee) will keep a log of media calls/responses for the duration of the recovery effort.  
· Longer-term:  If the crisis is extended, the executive team and the public information specialist determine how best to communicate directly with customers (email, direct mail, phone calls, etc.)

See Appendix B in this document for news release posting information and sample news release.  See Appendix C in this document for a sample press kit.

See Appendix D in this document for the media log template.


Marine Board’s State Obligations

Emergency Management:  In the state’s Emergency Management Plan, the Oregon State Marine Board falls under “Other Agency” and is not required to send a representative to the Oregon Emergency Coordination Center (ECC) as required by the State’s response.

http://www.oregon.gov/OHS/OEM/archive/library_resource.shtml  

The Oregon State Marine Board is required to respond as required by the situation and by the Governor's Executive Order.  The Marine Board may be involved in an emergency response or in an emergency management operation under the request by the Governor. 
State Crisis Communication Plan:  The Marine Board is part of the state-agency communications plan which provides for timely, accurate and coordinated public information during a multi-agency crisis.  The plan’s leadership team, composed of staff from DAS, the Governor’s Office, State Fire Marshal’s Office, ODOT, Emergency Management and others, has developed a communications chain of command and call tree which will be activated in the event of a major disaster or multi-agency crisis.  The Marine Board is included in the natural-resource agency category.  

Public Affairs Manager

Oregon Emergency Management

(503) 378-2911, ext. 22292

In addition, the public information specialist is a member of the public information officer’s (PIO) forum, a group comprised of communication specialists from city, county and state governments.  In crisis situations requiring a joint information center (JIC), the PIO forum has implemented standard operating procedures (SOP) with routine drills being conducted.

See Appendix E in this document for the SOP.


Tips for Dealing with the Media during a Crisis
· Get your facts straight – never speculate or guess on the status of the situation, or comment on unconfirmed facts.

· Keep your messages simple – one to three key points that could be communicated to a 12-year-old.

· Don’t lie, even if telling the truth is painful.  Accentuate positives where possible.

· If you cannot comment on a question, don’t – it’s ok to say “I don’t know” but always follow up with, “I’ll try to find out and get back to you” – and do.  
· Stay calm and keep focused on the key messages – it’s easy to get flustered when news media are firing off questions.  Answer slowly and deliberately.

· Never use technical jargon or acronyms – the public deserves to know what is going on in a simple, straightforward way.  

· Be empathetic and caring if there are injuries, or if the situation is life-threatening or involves casualties.

· Provide regular updates – let media know how to get updates.  

· Enhance media outreach with press packets, fact sheets and visuals whenever possible.  

· You are always on the record – this includes in-person or phone interviews, as well as email correspondence.  

· Remember that media are doing their job and the public is entitled to know what’s going on.  Work to translate the situation in an understandable way so misinformation will be kept to a minimum.

Facts Checklist:

Date of incident:


Time of incident:




Contact:







































What happened:











Location:






































Injuries:






































Impact on community/state:



































Hazardous materials, situation or injuries?

































Effects:






































Corrective action/next steps?
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Appendix A: PHONE SYSTEM DIRECTIONS AND SAMPLE MESSAGES
Phone System Directions:
Norstar Telephone Features

To record a message:

1) Press 
2) Enter

3) Press 

4) Press 

5) Press 

6) Press 

7) Press 

8) Press 
9) Note: 

10) Press 

11) Press 

12) Press

Sample Messages:
For Employee’s:

As the event occurs, the message will include what happened, what to do, where to go, how to contact lead for more information and what action OSMB is taking.

For Boating Public:

As the event occurs, the message will include what happened, what to do, where to go when office is relocated and operational, how to contact OSMB for more information and what action OSMB is taking.

Appendix B:  SAMPLE NEW RELEASES
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PO Box 14145 Salem, OR 97309-5065    
Phone: (503) 
 

Media Contacts: 
Fax: (503) 

http:// www.boatoregon.com/News/index.html
435 Commercial St. N.E., Salem, OR 97309
For Immediate Release
Date: 

Marine Board Temporarily Relocates Due to (incident)


On (date), the Marine Board office in Salem experienced (incident) that temporarily interrupts normal business operations.  In order to continue service to boaters, the Marine Board has temporarily relocated to (list location).


Boaters are encouraged to renew their registrations online, but if assistance is needed for titling or other registration issues, please contact (list phone number information).  For boater education card issues, please contact (list phone number information).


Boaters can still access education, law enforcement and facilities information from www.boatoregon.com.  


The Marine Board will resume operations at 435 Commercial St. NE Suite# 400, Salem as soon as officials determine the building is safe and able to be re-occupied.  

###
PROCEDURES FOR POSTING A NEWS RELEASE ON THE LIST SERVE & WEBSITE

There are a variety of media outlets, such as print, radio, TV and podcasting.  These media outlets have a similar distribution to print.: email, FTP website locations, telephone and other web applications. 

Print media is the most traditional, and viable method for getting the word out.  Thanks to technology, the Marine Board distributes print news via email and list serves.  The news releases are also formatted for the Marine Board’s website (www.boatoregon.com).

NEWS RELEASES:

After the news release is written and formatted into the News Release Template, ensure at least two other agency representatives reviews it before distribution.  

Also remember, that timing is everything!  It’s important to understand how news agencies work, when they like information, and the best method to get the word to them.  

WHERE TO GET THE DATA:

H://

An Access database houses all of the necessary information to get the word out.  We order the media database online each year from Kesten Media.

KestenMedia

The Oregon Media Directory: 

10430 SW 43rd Ave. 

Portland, OR 97219

www.kestenmedia.com

This database includes names, agencies, street addresses, email addresses, web addresses, phone numbers, and media types.  Queries are built into the database each year, with the most current information, to make distribution more efficient.  

For example, if you have a news release that is specific to the coast, you would go to the database and select the county you are targeting and the media outlet (print, -daily, weekly, or monthly).  Within the table, you can sort the media type to get a new list of just the daily print outlets.  Simply copy and past the email addresses into an email, and have your news release as the body. Queries are set up by county and by media outlet (print, radio and television).  For statewide releases, queries have been set up for print only, based on daily, weekly or monthly news print outlets.

In addition to the database, there is the KestenMedia Directory in paper form that breaks out the various media outlets into sections.



MARINE BOARD WEBSITE

After a news release is written and approved, it can be sent out directly to the target audience.  The next step is adding the release to the website.  

Go into TeamSite and make sure you are in the “xxxxxxx” tab.  Open the “xxxx” folder and go to the “xxxx” folder (or current folder for releases). Select “xxxxxxxxx” from the File menu.  The template will open.  Fill out the fields as shown below:

Once the template is filled out, put the new form through the “XXXX” tab.  Then, go back to the “XXXXXX” tab and go back to the “XXXX” folder and open the form called “XXXXX.shtml.”  Edit the form to include the new release, and hyperlink directly into the body of the Visual Format Editor (VFE).  Just like before, submit the form through the workflow.
The last print distribution is to the XXXXXX.  Copy the body of the news release and paste it into a new email.  Send the news release to the list serve:

In the email subject line, start off with “News Release –Title of Release here.”

Appendix C:  Press Kit Contents

A. OSMB Presentation Folder

B. News Releases

C. Fact Sheets, Brochures and Newsletters

D. Story Ideas

E. Pertinent News and Feature Articles 

F. Awards, recognitions, other material related to OSMB

G. Business Cards – spokesperson and Public Information Specialist
Press kit information will be posted on the OSMB Web site under “News.”  It is updated weekly and as needed with new information and links.

Appendix D: MEDIA LOG TEMPLATE
	UNIT LOG
	1. INCIDENT NAME
	2. DATE
	3. TIME

	4. NAME/DESIGNATORS
	5. UNIT LEADER

(NAME AND POSITION)
	6. OPERATIONAL PERIOD

	7. PERSONNEL ROSTER ASSIGNED

	NAME
	ICS POSITION
	HOME BASE

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	8. ACTIVITY LOG (CONTINUE ON REVERSE)

	TIME
	MAJOR EVENTS

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	
	

	ICS 214
	9. PREPARED BY:


Appendix E:  JIC STANDARDS OPERATING PROCEDURES
Reference the “Marion/Salem Joint Information Center (JIC) Standard Operating Procedures Manual” for further details.  Only the Standard Operating Procedures are listed below.
JIC Activation
The Marion County and the City of Salem Emergency Operations Plans both contain annexes for handling Public Information in emergencies.  Both of these annexes include formation of a JIS and JIC.
· If the decision is made to establish a formal JIC, the Incident Commander will inform the Lead PIO of the decision. 

· If a large or medium or media-intensive incident occurs in the Mid-Willamette Valley, PIOs from the responding agencies for an informal JIS.

· A JIS is formalized with the appointment of a Lead PIO.  The Lead PIO will normally be an employee of the lead agency or jurisdiction.  If under a Unified Command, the lead PIO will be designated by Command.

· The need to establish a JIC near the incident scene or at the Chemeketa may be put forward by the Lead PIO, local officials or Command.

· The Lead PIO will designate a particular PIO (with his/her IC’s or EOC’s approval) to activate the Chemeketa JIC.  This PIO then contacts Chemeketa Community College by calling the Chemeketa Public Safety Office at 503-399-5023 and requesting that Chemeketa permit the use of its facilities and equipment within 4 hours of the request as per the Agreement.

· After receiving approval from the Chemeketa President or designate, Chemeketa Staff will then make the necessary internal notifications (Chemeketa SOP) and designate a JIC Coordinator.  The JIC Coordinator will begin working with the designated PIO to set up the requested facility/equipment including room(s), phones, email, internet and videoconferencing and staff support.

· The designated PIO is the Lead PIO in the JIC until he/she hands it over to a different PIO.  Duties include working with Chemeketa’s JIC Coordinator to ensure adequate facilities and staffing.  The designated PIO may also request available support from other agencies as provided by the MOU.

Securing Additional Staffing

If additional PIOs are needed to staff the MSJIC, the lead PIO should designate a PIO to request help as follows:

1. The Willamette Region Association of Public Information Officers established a MOU to provide assistance to each other.  See appendix.  Organizations who have signed the MOU are highlighted.  

2. State and Federal or others listed in the Appendix

3. Submit a request to the Logistics Section of EOC
Media Releases

Each jurisdiction in the MS JIC-JIS produces its own media releases and other information about its response activities. 
The MSJIC produces media releases and other information about joint activities and messages.
A media release is a written document that is distributed via e-mail to news media within two hours of response activation and thereafter as needed. At the least, media releases should meet news cycles (10:30 to 11 a.m. and 3:30 to 4 p.m.) and provide the most up-to-date information possible. 

Keep the process streamlined by: 

· Limiting length to one page, or 250 – 300 words

· Using Arial or Times Roman fonts 

· Being judicious about using quotes. Deciding who is quoted and what they say can take considerable time, but quotes can be important statements of empathy. An early narrative news release is the best place for quotes. Ongoing releases are largely quantitative in content and don’t need quotes

· Avoiding logos or other layout flourishes that may complicate electronic transmittal 

· Summarizing quantitative information

· Using an asterisk to indicate new information when updating frequently. 

Procedures for Media Releases 
· Write, edit, spell-check, and proofread draft release. 

· Get review, approval from Unified Command or Incident Commander. (If significant changes are made, the media release must be re-approved by the In-cident Commander or Unified Command.) 

· Proofread and finish approved release. 

· Statements that include reporting on actions by other jurisdictions will normally be coordinated within the JIS with the subject organization(s) prior to release. This will be done by circulating the statements to each agency PIO, who will sign an accompanying Information Review Form.  Ten minutes will be allowed for this process, after which the releasing agency may disseminate its information.
· The media release should have “Joint Information Center” in the heading 

· Use media releases as key information sources when responding to calls and conducting JIC briefings/tours. 

Media Release Distribution 
Timely distribution is crucial. Electronic distribution can be handled by either the JIC or a response agency’s office – whichever is most expedient and up-to-date. Media releases and updates should be distributed to: 

· News media via Fax & Flashnews

· JIC staff and other interested personnel in the response organization

· Local EOCs

· State ECC/Governor’s Office

· Local officials and local emergency management departments

· Websites

News Conferences
News conferences should be held when there is new, important information. A news conference is generally held within the first 24 hours of response and there-after daily – even twice a day – for major incidents. The Incident Commander or Unified Command personnel are the main speakers for news conferences; how-ever, technical specialists from other sections may also be needed. Personnel from nearly all positions in the JIC will play some part in preparation. 

News conferences should not be held inside the incident command post due to privacy concerns and potential distractions to response personnel. Establish a consistent media news conference/interview area that will not impact response personnel. To hold a news conference: 

· Select the appropriate time – approximately two hours before news deadlines (10 a.m. or 3 p.m.), or as soon as possible after a major development; 

· Select and schedule a location that is easily accessible, has power and plenty of parking, minimal background noise, and a good backdrop, if possible; 

· Set up space (audiovisual, chairs, public address system, etc.); 

· Notify media about time and place, with a map or driving directions, for the news conference; 

· Produce briefing packets with news releases, fact sheets, FAQs, maps, etc.; 

· Identify speakers’ order of presentation; 

· Schedule and conduct speaker preparation in advance of the news conference. Speaker preparation is essential. Time spent will depend on incident circum-stances. Each speaker should have one or two main messages that contribute to a good overall picture; 

· Develop or rehearse Q&A for each speaker. (Not for distribution, but to think ahead about answers to questions that may be asked); 

· Appoint a news conference moderator who will: 

– Greet the assembly

– Set the agenda; discuss format 

– Explain the purpose of the news conference 

– Introduce the speakers

– Call on reporters

– Provide sources for additional information. 

– Control the amount of time spent on any given subject 

– End the conference on time. 

· Sign in attendees; 

· Call on local reporters first or early in the Q&A; 

· Assign a JIC staffer to record the event with a tape recorder or digital camera; 

· Assign a JIC staffer to take written notes of each question asked (and by whom), and answers given; and 

· Assist reporters with any additional needs immediately following the news conference. 

Media Briefings 

Media briefings are less formal than a news conference and are generally done by the Lead PIO or designee. A media briefing quickly provides certain types of information, such as where cleanup crews will be working or photographers can get photos. They are a good way to also give reporters the day’s general schedule and the time of the next news conference, public meeting, etc. Send an advisory to reporters or make calls at least an hour in advance of JIC media briefings.
Go Kits

Every PIO should be prepared to be self-sufficient and have a go-kit with the following items:

· Laptop computer, personal data assistant or Blackberry-like device for mobile computing and messaging

· Cell phone/pager

· Paper/Letterhead

· Tablet for taking notes

· Power strip/extension cord

· Pens and pencils

· Highlighters/markers

· Tape

· Sticky notes

· Blank CDs

· Stapler

· Media kits or folders

· Paper clips

· Battery-powered radio

· Personal items, such as toothbrush, prescription medications, snacks, extra clothing, toiletries, etc.
APPENDIX E: AGENCY VENDOR CONTACT LIST 
These vendors provide services to the agency.  In the event of a crisis situation, these vendors will be critical to the recovery of agency operations.  For section specific vendors, please see each critical business function.
Notification that OSMB has left their current office building needs to be given to companies that provide regular services to the office:

Property Owner:

HIS Properties
Managing Partner
7585 State St.
Salem OR 97301
503-

Fax: 503-
Alarm Company:

Security Alarm Corporation 

217 Main St. SE

Albany, OR 97321

541-

Fax: 541-

Garten Services, Inc.:
3334 Industrial Way NE

PO Box 7310

Salem, OR 97303-0088
503-

garten@garten.org
Vending Machine Delivery:

The Pepsi Bottling Group

Food Service Representative

3011 Silverton Rd. NE

Salem, OR 97301

503-

Fax: 503-

Warehouse Storage:

American Storage

Resident Managers

300 Musgrave Ln. NW

Salem, OR 97304

503-

Fax:  503-

Lile’s North American Storage

1957 Claxter Rd. NE

Salem, OR 97303

503-

Fax:  503-

DAS Surplus Property/Storage

Storage POC

1655 Salem Industrial Dr. NE

Salem, OR 97301-0375

503-

Fax: 503-

Data Storage:

XXXXXXX
Administrative Offices

XXXXXXX
XXXXXXXX
651-
XXXXXXXXXXX
XXXXXXXXXXXX

XXXXXXXXXXXXXX
888-
XXXXXXXXXXXXXXXXX
XXXXXXXXX.

XXXXXXXXXXX
800-

Fax: 503-
USPS (Mail) 
1050 25th St. SE

Salem, OR 97301

800-

503-

503-(fax)

www.usps.com
Postage Machine:
Hasler

478 Wheelers Farm Rd.

Milford, CT 06461

800-

www.haslerinc.com
UPS:
1685 Salem Industrial Dr. NE
Salem, OR 97305
800-
www.UPS.com
Phone:

Verizon

800-

pbxchange@das.state.or.us
Mail Services:

DAS P&D

Print Plant Building

550 Airport Rd. SE

Salem, OR 97301-6076

503-
PDInfo@das.state.or.us
APPENDIX F: DAS ALTERNATE SITE REQUEST FORM
	
DAS ALTERNATE SITE REQUEST FORM

	For each time period (Phase 1, 2 and 3), identify the space required and the equipment/accommodations that must be attached to the facility in order to provide critical business functions.  For a catastrophic event, you may want to have an Office Space Worksheet (DAS Form 125601) completed and ready to submit or on file with DAS Facilities.

	SPACE REQUEST GUIDELINE

	A.  Determine the time period the alternate site will be needed.  Choices are Phase 1, 2 or 3:

	         

	Phase 1 - Requires alternate site up to 30 days.  (Continually communicate with DAS during this period)

	Phase 2 - Requires alternate site from 1 month to 6 months.

	Phase 3 - Requires alternate site beyond 6 months.

	Estimated duration alternate facility will be required:
	 
	

	 

	If agency intends to satisfy their own alternate site needs within first 30 days, please provide comments:

	 

	 

	B.  Add additional space requirements and equipment needs under the appropriate listing.  Only list equipment that must be connected to the facility and provide connection requirements.  If equipment is unique, provide specifications such as weight and size.

	

	C.  If space is to be secure, put an "S" in the box and provide information in comments.

	D.  The following instructions correspond with the items in Section B:

	1.  The number of staff required to perform the work within the Recovery Time Objective (RTO).

	2.  How many of each Workstation Spaces needed.  If space must be secure, put check in Secure Column.

	3.  How many of each Support Spaces needed.  If space must be secure, put check in Secure Column.

	4.  How many parking spaces needed for staff or customers/clients.

	5.  The quantity of each item of equipment needed to perform work.  Verify connection information is correct.  

	6.  Put an "X" by all ADA accommodations needed.

	 

	SECTION A

	 

	Agency:
	Date:

	Address:
	THIS REQUEST IS FOR:

	 
	 

	Contact:
	Office Space
	 
	 

	Title:
	 

	Phone:
	Other Space
	 
	 

	Email:
	 

	Estimated Length of time the alternative site will be required:

	Reason for Alternate Space Request:

	

	

	 

	TENNANTS:  List all program(s)/division(s) to be relocated to the alternate site.  Identify any dependency(ies) that exist and need to be considered.

	 

	 

	 

	 

	 

	Location Required:  (Provide closest city and area within city alternate site is needed)

	 

	 
	
	
	
	
	

	SECTION B

	
	
	
	
	 
	 

	
	
	
	
	Security
	Climate Control

	
	PHASE 1
	PHASE 2
	PHASE 3
	
	

	
	
	
	
	
	 

	1. Number of staff required to perform work
	 
	 
	 
	 
	 

	
	
	
	
	
	

	2. WORKSTATION SPACE:
	
	
	
	
	

	General Workstation
	 
	 
	 
	 
	 

	Reception Desk
	 
	 
	 
	 
	 

	Managers Office
	 
	 
	 
	 
	 

	
	 
	 
	 
	 
	 

	
	 
	 
	 
	 
	 

	 
	
	
	
	
	

	3. SUPPORT SPACE:
	
	
	
	
	

	Computer/Server Room
	 
	 
	 
	 
	 

	Copier
	 
	 
	 
	 
	 

	Printer
	 
	 
	 
	 
	 

	Multifunctional Printer/Copier
	 
	 
	 
	 
	 

	Fax
	 
	 
	 
	 
	 

	Filing Cabinet(s)
	 
	 
	 
	 
	 

	Waiting Area
	 
	 
	 
	 
	 

	Conference/Meeting Room
	 
	 
	 
	 
	 

	Storage Area
	 
	 
	 
	 
	 

	Customer/Client Restrooms
	 
	 
	 
	 
	 

	
	 
	 
	 
	 
	 

	
	
	
	
	
	

	4. PARKING SPACE(S):
	
	
	
	
	

	Staff Parking
	 
	 
	 
	 
	 

	Customer/Client Parking
	 
	 
	 
	 
	 

	
	
	
	
	
	

	
	
	
	
	
	

	5. EQUIPMENT:  Default assumes servers are at the State Data Center.  All other defaults are listed.  If actual needs differ from default, provide information below equipment listed. 

	
	
	
	
	
	

	Computer(s):  LAN connection, 115v
	 
	 
	 
	 
	 

	

	Printer(s) - Table Top or System Printer:  115v 
	 
	 
	 
	 
	 

	
	
	
	
	
	

	Multifunctional Printer/Copier:  LAN connection, 115v
	 
	 
	 
	 
	 

	
	
	
	
	
	

	Copy Machine(s):  115v
	 
	 
	 
	 
	 

	
	
	
	
	
	

	Fax(s):  Phone Jacks, 115v
	 
	 
	 
	 
	 

	
	
	
	
	
	

	Telephone(s): Phone Jacks 
	 
	 
	 
	 
	 

	
	
	
	
	
	

	
	 
	 
	 
	 
	 

	
	
	
	
	
	

	
	
	
	
	
	

	6. ADA ACCOMMODATIONS:
	
	
	
	
	

	
	
	
	
	
	

	Elevator (if not ground floor)
	 
	 
	 
	 
	 

	ramp/lift in lieu of steps
	 
	 
	 
	 
	 

	wheelchair accessible entrance
	 
	 
	 
	 
	 

	disabled parking spaces
	 
	 
	 
	 
	 

	wheelchair accessible restrooms
	 
	 
	 
	 
	 

	
	 
	 
	 
	 
	 

	Comments:  (Attach sheets if necessary)
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Glossary

Analog telephone lines:
Typical phone line used for modem and fax communications.

CobiT:
Control Objective for Information and related Technologies

DAS:
Department of Administrative Services

Digital Telephone Line:
Voice services lines for all agency phones
ISP:
Internet Service Provider
OSMB:
Oregon State Marine Board
OSMB Headquarters:
OSMB office is located at 435 Commercial St. NE, Suite #400 in Salem.

LAN:
Ethernet network at OSMB.  This network is located behind a firewall.

SAN Recovery Tapes:
A collection of backup tapes that contain SAM Resources (i.e. a complete hard drive resource and does not contain files).
SAN Resource:
A collection of both of windows and NetWare volumes in an encrypted form.

Server Room:
Located behind in the IS Managers office.  This is a secured area requiring accompaniment by an individual with approved access.

Software Vaults:
Manufacturing disk media such as DVD’s/CDRom
Telephone Room:
Located in the closet across from the IT Managers office, in the hallway. 
SDC:
The State Data Center (SDC) was created to deliver the state's computing and networking infrastructure services. The SDC is the combined effort of 12 of the state's largest agencies representing the majority of the state's computing power. It creates a new environment to achieve economies of scale and other benefits including 24x7 operations; improved tools and processes through collective purchasing; increased security; better and more reliable technology; improved ability to recover from disaster; and standardization.
T1 line:
Data lines to state resources and state ISP.
Executive Summary

This plan ensures that the systems identified in the Systems Architecture document will be available as quickly as possible in the event of a disaster.

The Oregon State Marine Board (OSMB) has designated a disaster response team and assigned specific responsibilities to each member as described in the Business Continuity Plan. Each member of the team has a copy of this document and understands their role and responsibilities in the event of a catastrophic failure. The same member that is responsible for the recovery is also responsible for making sure that the procedures are followed prior to failure (i.e. The person responsible for rebuilding a system is responsible for ensuring current backup procedures are followed and assuring that all off site restoration files are current.)
The network infrastructure and desktop systems at OSMB are managed by OSMB Information Systems (IS) manager; a complete operational recovery of OSMB will require a joint effort between DAS and OSMB IS manager. Recovery of the following items is the responsibility of the OSMB IS manager and is outside the scope of this document. They are covered by the business continuity plan procedures at the OSMB office.

OSMB statewide electronic mail system (GroupWise/Mail Hub)

Network Infrastructure including:

· High Speed Internet capability

· Local Area Network Services

· Firewall with NAT capability 

· Workstations capable of Telnet sessions to the UNIX servers

· Storage area network

· Printing (on/off site)

Assumptions used to compile this document.

· All hardware that is in use at OSMB is readily available through normal procurement procedures.

· Backups and images are current and complete.

· Software install media are current and complete

Backup and Recovery Storage Locations

Software Vaults

OSMB maintains a list of software for both servers and workstations.  Completeness of the software inventories is the responsibility of the IS Manager.  All items listed in Appendix A and Appendix B of this document should exist in the XXXXXXXXX. 
All server/workstation software is on a volume license agreement that is stored on DVD/CDRom XXXXX.  CAD software media is an exception, it is stored in the XXXXXXX, including key codes.

The IS Manager and Business Continuity Coordinator will ensure Appendixes A and B of this document is accurate and that the software is inventoried against them every six months.

Netware Server Backups/Windows
OSMB uses Netware servers to provide print and file services. The IS Manager manages these servers at the Marine Board office.  Encrypted keys to unlock the SAN Resources are backed-up monthly onto tapes.  Selected critical data and some individual files are backed-up hourly and stored at XXXXXXXXX.  
The back-up tapes are stored at the xxxxx, while the encryption keys are kept in a XXXXX with access allowed only by the IS Manager.  

Workstations Systems Recovery

Responsible Person:  IT Manager
Location:  OSMB Server Room
Backup Strategy:  

1. ZEN Works Imaging image of a workstation is used to create a recovery.   Recovery of the system requires a ZEN Works CD.  This CD is kept in the xxxxx.
2. Using ZEN Works imaging, a full backup of the Windows workstation application, operating system, and file structure.  This backup occurs when there are changes to the base workstation or changes to the software Operating Systems or applications.
3. Microsoft SQL Databases (Boater Ed Program, UPS):
4. Novell Beast Tree Database:  
Recovery Strategy:

1. Hardware will be procured through accelerated standard procedures according to DAS policies.
2. Backup tapes would be used to create new SAN
3. Backup information would need to be retrieved from XXXXXX.

4. Use DVD made in step 1 of “backup strategy” section above to start system. This will make system operational and start tape drive and network services.
Web Broker and Backup Web Broker

DAS E-Gov – Teamsite by Interwoven.  
Responsible Person:  DAS E-Gov. Personnel
Location: 
Plano, Texas
Credit Card Authorization Terminal
Credit card authorizations are done via an outbound analog line.  
Responsible Person:  Fiscal Program Manager
Location: 
Front Counter area
Backup Strategy:  N/A
Recovery Strategy:  Call Department of Treasury to replace the visa machine
Online Electronic Deposit

The Epson Scanner is a device to scan checks for electronic deposits.  An IE browser and active-X controls are required software to process the activities associated with the scanner, but accessed through US Bank secured website: https://electronicdeposit.usbank.com.  
Responsible Person:  Fiscal Manager
Location: 
Business Section

Backup Strategy:  N/A
Recovery Strategy:  Contact US Bank for a replacement 
Fax Machine
The Canon Laser Class 2060P Super G3 fax machine runs on an analog line that is shared with the credit card machine, postal machine and alarm system.
Responsible Person:  IS Manager
Location: 
Administration Section
Backup Strategy:  N/A
Recovery Strategy:  Purchase a new fax machine through the procurement process with DAS 
Workstation Systems
The OSMB has 47 workstations and 10 laptops that are essential for operations.

Desktop systems are primarily managed and maintained by OSMB IS Manager.

Responsible Person:  IS Manager is responsible for basic install, OS and software including OSMB specific hardware and software.

Location: 
Various locations at OSMB
Other hardware associated with these systems:
· Thermal Scanner Barcode – Device installed for UPS shipping labels.
· HP Designjet 1055cm plus – Plotter for engineering drawings.

· Kodak Scanner 2500D – Device installed to scan boater card applications into AnyDoc software.

· HP Scanjet 4C Scanner – Device installed to scan documents or other items.

· Kodak i1220 scanner – a device that scans photos

· Topcon GPT 8005A – An instrument to collect survey data in the field
Software associated with these systems:
· See Appendix B in this document
Recovery Strategy:
· Purchase new equipment through the procurement process with DAS 
Printers

OSMB has 12 printers’ network printers and three (3) non-network label makers distributed throughout the work areas (See Appendix C in this document for a list of printers and locations).

Printers are configured and managed by OSMB IS Manager.  However, the Business section printer has to be configured to the UNIX system in order to receive jobs from DAS (for SFMS & MARS).  It is important that the names and network addresses be well coordinated and communicated.  A list of name and network addresses will be stored separately in the IS Managers office and home.
Responsible Person:  IS Manager 
Location:  Various locations at OSMB (See Appendix C in this document)
Telephone Communications Service

The OSMB has the VM400 Norstar System. 
Responsible Person:  Verizon
Location: 
OSMB office
Backup Strategy:

· It is not feasible to setup backup communication lines.

· Calling Tress are backed-up in the IS Manager’s phone book.

· Voice Mail and the operating system are backed-up on floppies and USB jump drives.

Recovery Strategy:

· Coordinate with communications vendors to relocate communications service to new locations.  The telephone server needs to be restored either to digital or analog.  Voice mail will be lost unless we have the same system.
Appendix A - Backup Inventory

Workstation images





ZEN Works Server 

Workstation images





Ghost DVD media
Workstation software





DVD’s in media cabinet
SAN Resource






Ultrum II tapes
Appendix B - OSMB Software Inventory

Super Micro Server S7045 (Seachild) Applications:
Education web-base database

· Microsoft Windows 2003 server software R2

· Microsoft SQL 2005 

· Microsoft IE server

· Custom VBA application consisting of :  

· PDF generator
· Scanner import utility 

· Uninterruptable power software

· Backbone software NetWare v.8 

Super Micro Server X7DA8 ZEN/ZPM Backup & Patches Server Applications:

· SUSE Linux X64

· ZCM X (ZENworks)

· ZEN Patch Management 

· ZEN Asset Management

· MySQL Database

· Netvault BACKBONE

· Tripplighte UPS Module

FalconStar (IBM X630) Applications:
· IPStore console

MB1, MB2 & MB3 cluster Netware for log-in to individual workstations Applications:
· NetWare 6 (LIC# XXXXXXX; MNT# XXXXXXX)
· NetWare 6 Media Kit (XXXXXXXXX)
· GroupWise 6 (LIC# XXXXXXX; MNT# XXXXXX)
San Resources: (Storage area network) 
San Ciprico – collection of hard drives
Rorke Galaxy – collection of hard drives
Connection pieces to the San Resources:

Atto Fibre Bridge – cable box to bridge servers and tape units
Overland Backup Tape – Tape unit to back up SAN Resource
Individual Workstation’s Software: 
	Software Name:

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	

	


Appendix C – Printer Names and Locations
Xerox DocuPrint N3225
Location:
Administration 
HP LaserJet 4000TN
Location:
Administration 
HP LaserJet 9050dn

Location:
Business Section

HP Color LaserJet 8500N
Location:
Education/LE Section
HP LaserJet 4100DTN
Location:
Education/LE Section 

Dymo LabelWriter 400

Location:
Education Section

Dymo LabelWriter 400
Location:
LE Section

HP LaserJet 4000TN
Location:
Facilities Section
HP Color LaserJet 4600dn
Location: 
Facilities Section
HP LaserJet 4050n

Location:
Registration Section
HP LaserJet 4000TN
Location:
Registration Section
HP LaserJet 4050TN
Location:
Registration Section
HP LaserJet 4350dtn
Location:
Registration Section
Konica 7155 

Location:
Registration Section
Dymo LabelWriter 400

Location:
Registration Section

Recommendations:
During the process of writing the Information Systems Disaster Recovery Plan, several needs were identified.  Below are suggested recommendations to be implemented within two years:
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PAGE  

_1216200630.bin

