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L BACKGROUND

A. Purpose of this document

This document is designed to help Oregon agencies test a “business continuity plan”
(BCP). Business continuity is the ability of an agency to recover from a disruption in
business. Specifically, these plans help ensure that agencies can respond effectively to
disruptions and emergencies and restore essential services to the public as quickly as
possible. Tests are designed to periodically evaluate tasks, teams, and procedures that are
documented in business continuity plans to ensure the plan’s viability. Testing is critical
to ensuring business continuity plans will be successful in an actual emergency.

B. State Policy BCP Requirement

DAS Statewide Policy #107-001-010 requires each executive branch agency to develop
and implement a Business Continuity Plan to “ensure that critical state services will
continue despite their interruption by an emergency, disaster, or other unplanned event,
‘whether natural or manmade.”

This policy was signed by the director of DAS in March, 2006 and requires agencies to
have developed and tested business continuity plans by June 30, 2009.

Specifically, this policy requires that business continuity plans should at a minimum take
into account the following: ,
identification of critical business functions and recovery time objectives
dependencies, both internal and external

alternate work site

response to loss of power, phone, and computer networks

response to loss of critical (key) staff :

response to loss of workforce

critical equipment failure

vital records preservation

emergency communications

disaster recovery planning

succession planning

delegation of authority

The policy also provides the following definitions:

¢ Business Continuity Plan (BCP) —
Advance arrangements and procedures that enable an organization to respond to
an event in such a manner that critical business functions continue with planned
levels of interruption or essential change. SIMILAR TERMS: Contingency
Planning, Planning, Business Resumption Planning, Continuity Planning,
Continuity of Operation Plans (COOP).
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e Business Impact Analysis (BIA)/ Risk Assessment —
The Business Impact Analysis/Risk Assessment is a process designed to identify
critical business functions and workflow, determine the qualitative and
quantitative impacts of a disruption, and to prioritize and establish recovery time
objectives. SIMILAR TERMS: Business Exposure Assessment, Risk Analysis.

¢ Critical Business Functions (CBF) —
Business functions or information that could not be interrupted or unavailable for
one month or less without significantly jeopardizing the mission of the agency,
and the health, welfare or safety of Oregonians.

¢ Disaster Recovery —
The technology and telecommunication aspect of a business continuity plan. The
advance planning and preparations necessary to restore needed IT infrastructure,
minimize loss and ensure continuity of the critical business functions of an
organization in the event of disaster or unplanned event.

C. Planning Assumptions

When drafting an agency’s initial plan, DAS recommends that agencies start with the
following assumptions:
* Assume that your entire facility has been lost, including power and IT/network
functions
¢ Assume that there has been no loss of life
Assume that the State Data Center is operational
¢ Focus on your own facility only; do not try to plan for disruptions beyond your
own agency or facility

Also; remember that the purpose of the business continuity plan is to recover essential
functions as quickly as possible; not immediately replicate all functions. Although you
obviously want to get all agency operations back in place as soon as practical, that
overarching goal is not the purpose of a business continuity plan. Instead, while writing
the plan, continue to ask, “What is the minimum we have to do in order to restore the
most essential services to the public as soon as possible?”” Don’t focus on restoring all
agency functions immediately; focus on just the most critical elements.

D. Types of Tests

The Enterprise BCP Office recognizes that there are multiple kinds of tests and exercises.
For the purposes of this guidance document, we will discuss three levels of testing: desk
check testing, tabletop testing, and simulation exercising. The Disaster Recovery Journal
defines these three tests as:

¢ Desk Check Testing —
One method of validating a specific component of a plan. Generally, this form of
testing involves one person reviewing the plan, or a portion of the plan,
independently. This person will review the plan for accuracy and functionality.
This form of testing can also involve more people when testing call trees, for

example.
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e Tabletop Testing —
One method of exercising plans in which participants review and discuss the
actions they would take without actually performing the actions. Representatives
of a single team, or multiple teams, may participate in the exercise typically under
the guidance of exercise facilitators. This form of testing is best conducted with
all participants sitting around a table.

e Simulation Exercises —
One method of exercising teams in which participants perform some or all of the
actions they would take in the event of plan activation. Simulation exercises,
which may involve one or more teams, are performed under conditions that at
least partially simulate “disaster mode.” They may or may not be performed at
the designated alternate location, and typically use only a partial recovery
configuration.

E. Test Roles

Though every test should have a facilitator, the remaining roles apply only to tabletop
tests and simulation exercises.

1. Facilitator

The test facilitator designs the test and leads the participants through the test scenario.
The facilitator responds to questions regarding the rules of the test, keeps the
participants focused, and introduces scenarios. The facilitator does not participate in
the test.

2. Evaluator(s)

The test evaluator is familiar with the objectives and goals of the test, along with the
scenario and expected outcome, before the test takes places. The evaluator is
responsible for recording the actions and decisions of the participants and assessing
the viability of the plan as it relates to the scenario. The evaluator is merely an
observer with a notepad. The evaluator does not participate in the test. After the test,
the evaluator works with the test facilitator to analyze the results of the test and
complete a test evaluation report. There may be a single evaluator or a group of
evaluators. At least one evaluator should be present at every test site.

3. Participants

Test participants follow the instructions of the test facilitator and use the business
continuity plan to restore operations working with the testing scenario. Test
participants should be those employees who will be expected to use the plan in an
actual emergency. These are typically those employees identified as members of
crisis management/disaster recovery teams.
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