X BCP Tabletop Exercise

Scenario Outline

Scenario: After Hours Elevator hydraulic oil Incident resulting in (insert building name) not being available.
(Note: Italic items are elements that need to be developed. Bold items are actions to occur during the Tabletop Exercise)
Day 1 – Tuesday October 14, 2008:

· At 9 PM, on Tuesday October 14, 2008, a fire breaks out in the (insert building name) main elevators (not transport/freight elevator) due to mechanical overheating. The elevator hydraulic fluid vaporized and there was significant smoke and fumes. The smoke was immediately detected by county maintenance and reported to the fire department. The fire department responded quickly and contained the fire damage to the elevators.  Smoke and toxic fumes spread throughout courthouse.

· Potential 9 PM Executive Action. (Handout 1)

· Check on whether the (insert agency name) is on the County’s immediate notification list Also verify who has access to the (insert agency) offices and the (insert building name) entrances. Assumed action is the notification to Executive Leadership.
· Provide Handout 2 which is the operational assessment of the building provided by County Facilities. In their opinion the (insert building name) is ok since the damage was only to the elevators.  County will contact the elevator vendor in the morning and they assume that the elevator should only be out of operation for a couple of days. They did not try to air out the building since (insert city name) is in the middle a prolonged rain storm and the County was concerned about water getting into the building through the windows.

· Executive Leadership action. (Handout 2)
· Assumed Executive leadership action is to call together the ERT. (operational assessment in the event that they decide to visit the building, Handout 3). Whoever visits the building will notice the toxic smell and smoke and will suffer minor eye irritation).
· ERT action. Only members of ERT available are (insert participants.) ERT will respond to operational assessment. Tabletop Facilitator will “fill-in” any missing data.
· The ERT will have to decide whether to continue business functions at the (insert building name) or postpone them for (x) days, or relocate them to an alternative location. Assume that ERT will ask if there are any (insert important upcoming business matters). ERT meeting schedule should also be set. There will be two outline paths from this point on. Path A assumes they decide to continue operations at the (insert building name). Path B assumes they relocate critical business functions to a temporary emergency location. Path A will eventually loop into Path B due to health issues with court personnel.

Path A
Day 2 – Wednesday October 15, 2008:
· Personnel view the impact to the (insert building name) with the County Facilities Representative. The time and list of people visiting the work location is dependent upon ERT action above. (Handout 3 would have damage noted.)
· Executive Leadership Action. 

· If the (agency name). decides to close/relocate then jump to Path B. If they decide to continue operation at the (insert building name) then provide the (agency name) with the issue of dealing with a handicapped plaintiff that needs to get to the third floor. (Handout 5 – time of issue would be 9:15 AM)
· By noon, staff complain of migraine headaches and nausea. 50 percent of staff working in offices nearest the elevators go on sick leave. 10 percent of remaining employees go on sick leave. ( Handout 6 A) If the (agency name) decides to continue operations past noon then put another half of the staff out by 4 PM. (Handout 6 B). Pick employees at random and check with ERT what the loss of these employees does to its ability to continue critical business functions.
· Executive Leadership Action
· County Facilities reports that the elevator service company looked over the elevators and the damage is more extensive that the County thought. The elevators should be repaired on Friday or at the worst on Monday. (Handout 7)
· Executive Leadership Action.
· Employees report that the documents and records that were stored in the open areas have a definite “oily” smell. The smell also appears to have penetrated into the standing files. This handout would be used whenever employees check out the offices, but at a minimum no later than 8 AM. (Develop two handouts – one on the smelly records and one on document cleaning costs. Handouts 8 and 9)
· Executive Leadership Action.
Path B
Day 2 – Wednesday October 15, 2008:
· The ERT has elected to close/relocate its critical business functions.

· ERT Actions should include the following elements:

· Identification of alternate site

· Determination of any “Downtime” (Note delay on elevator repair if it has not been reported earlier)

· Communication to staff

· Communication to business partners

· Communication to the general public

· Continuing the critical business functions

· (critical business functions listed here)

· Continuation of voice communications

· Access to network communications

· Access to critical data systems

· Access to critical supplies (Drive-Away Kit)

· Access to critical records (Note problem with records at this point if it has not been raised earlier)

· Setting regular ERT meeting schedule

· Restoration of use of the (insert building name): Handout 10 describes how quickly the (insert building name) can be aired out. With the prolonged rainstorm the windows shouldn’t be opened. Ventilation of the (insert building name) will be next to impossible. Handout should refer to a cleaning company that can bring in some commercial fans and suck out all the bad air. $10,000 and two weeks. The County takes the position that (insert building name) is ok and that there is no need to relocate the (agency name/tenants). The (insert secondary tenant name) is not relocating. Therefore any costs and relocation is up to the court to figure out. The only responsibility the County has is to fix the elevators.
· Facilitator will ask questions to ensure that the (insert agency name) emergency operations plan has the requisite level of specificity. 

END OF TABLETOP EXERCISE

List of Handouts

· Tabletop Exercise Agenda

· Preliminary Incident Notification (Handout 1)

· Incident Narrative (Handout 2)
· Damage Assessment  (Handout 3)

· REMOVED (Handout 4)

· ADA Issue (Handout 5)

· Employee Health Issue (Handout 6 A)

· Continuation of Employee Health Issue ( Handout 6 B)

· Repair Delay  (Handout 7)

· (insert building name) Cleaning (Handout 8)

· Smelly Records ( Handout R 1)

· Records Cleaning ( Handout R 2)
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