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Appendix A: OYA Central Office
General Business Function Description and Strategies
The Central Office is the administrative hub of the Oregon Youth Authority.  Central Office houses the Director’s Office, Business Services, and Program Office divisions of the agency, as well as the executive management of the two remaining divisions: Facility Operations and Field Services.  Central Office business processes directly, and indirectly, allow for the completion of the agency’s four critical business functions.  Though most Central Office business processes serve the “Program Support” critical business function, without these processes, the achievement of the remaining critical business functions would not be possible.
The Director’s Office includes the Director and Deputy Director, the Professional Standards Office, Minority Services, and Internal Auditing.  The Business Services division includes Facilities Management, Budgets and Contracts, Accounting, Employee Services, Information Systems, and Research and Development.  The Program Office division includes the Training Academy, Rules and Policy Coordination, Program Evaluation and Quality Assurance, Community Resources, Health and Treatment Services, and Foster Care programs.

Some of the primary business processes completed at Central Office include:
· Agency-wide data communications and Information Technology services

· Development of the Juvenile Justice Information System (JJIS) and JJIS Reporting

· Oversight and management of all OYA youth correctional facilities, field offices, and residential programs

· Budgeting, contracting, accounting, and purchasing

· Interstate Compact-Juvenile

Recovery Time Objective:

It is the goal of this plan to provide management and staff with the means to restore Central Office operations as quickly as possible and to limit the impacts of a disruption on the rest of OYA operations.  
During an incident, it is expected that the most critical of central office operations will be restored within 2 days.  This will restore 25% of Central Office Operations.  The first processes recovered will be those that impact the Critical Business Functions of Supervision of Offenders and Health, Safety, and Welfare of Offenders. 

Within one month, 80% of Central Office Operations must be restored. 

Central Office Processes 

A critical business process is an activity that is indispensable in fulfilling the critical mission functions of Oregon Youth Authority.  It is the minimum set of services required to provide the basic needs of the agency’s critical mission functions.

Central Office critical business processes were identified in the agency-wide Business Impact Analysis (BIA).  This analysis identified the critical business processes conducted at each agency location, how those processes were inter-related, what computer systems were necessary to complete the processes, and most importantly, the recovery time objective for each process.  The critical business processes have been identified and divided by Central Office Business Unit.
Business Process Criticality Ranking

The criticality ranking or Recovery Time Objective (RTO) is a determination of how quickly the process must be recovered following a disaster.  This is influenced by factors such as: the ability to provide a reasonable approximation of the services provided by this process through alternative means; financial impacts that would result from the loss of the process over a period of time; intangible impacts such as the loss of public confidence or employee confidence during the outage.   

The BCP Office defined six (6) levels to categorize the recovery criticality and RTO of each business process at OYA:

· RTO 0 - The business process must be recovered within 12 hours of a declared disaster.

· RTO 1 - The business process must be recovered within 24 hours of a declared disaster.

· RTO 2 - The business process must be recovered within 2 days of a declared disaster.

· RTO 3 - The business process must be recovered within 5 days of a declared disaster.

· RTO 4 - The business process must be recovered within 1 month of a declared disaster.

· RTO 5 - The business process may be recovered after 1 month of a declared disaster.
The critical business processes for Central Office are shown in the following table.

Central Office Business Process Criticality Ranking
	CENTRAL OFFICE PROCESS CRITICALITY RANKING

	RTO “0”

0 to 12 hours
	RTO “1”

12 to 24 hours
	RTO “2”

24 to 48 hours
	RTO “3”

48 hours to 5 days
	RTO “4”

5 days – 1 month
	RTO “5”

1 month +

	Reception Desk

· Answer, Redirect Phone Calls (4 hours)

Accounting

· Purchasing (4 hours)

Employee Services

· Respond to Safety Issues (Urgent)
	Field Services

· Interstate Compact-Juvenile (ICJ) (24 Hours)

Foster Care Programs 

· Monitoring of Foster Homes (24 hours)

Treatment Services

· Medicaid Eligibility Determination (24 hours)

Accounting

· Payroll Check Distribution (1 day IF day after Payroll cut-off)

· Payroll Processing (1 day)


	Business Services

· Address Space Planning and Building Issues (1 day)

· Coordinate State-wide Communications (phone, cell, etc.) (2 days)

Physical Plant—Facilities Management

· Receive and process routine work orders (1 day)

· Repair Failed Equipment (1 day)

· Contact outside vendors, suppliers, contractors, and agencies (1 day)

· Receive equipment and supplies (1 day)

Information Systems

· Data communication between OYA and rest of the world (2 days)

· Network and Email Security (2 days)

· Backup and Recovery (2 days)

Employee Services

· Consultation with Supervisors and Mangers (24 hours)

· Labor Relations – Employee Issues (24 hours)

· Workers Compensation-SAIF (24 hours)

Accounting

· Financial Reporting (1 day IF Mid-August)

· Allotment—Enter Batch in SFMA quarterly (2 days IF end of March, June, Sept., Dec.)

Budgets and Contracts

· Contracting (2 days)

· Budget Development (Jan.-July odd numbered years) (2 days)
	Information Systems

· Support / OYA Helpdesk (3 days)

· Purchasing (5 days)

Business Services

· Process criminal history check for Statewide Volunteers (3 days)

Accounting

· Process Payments to vendors/employees (3 days)

· Random Moment Samples—Download and Distribute samples to Treatment Services Staff (1 week IF 3rd week of month)

· Deposits (5 days or $1000 in receipts)


	Business Services

· Purchase Supplies for Central Office and assist other offices with purchasing info/advice (1 week)

· Track and Process Risk Management Claims, Vehicle Incidents, and Citizen Complaints (2 weeks)

· Assist Asst. Director with tracking Fiscal Status/Budget (1 month)

· Assist managers with Contract Requests (1 month)

· Back Up Authorization of Purchase Orders (1 month)

Employee Services

· Maintain Employee Records (1 week)

· FMLA / OFLA Administration (1 week)

· Recruitment (1-2 weeks)

· Collective Bargaining Agreement Administration (1-2 weeks)

· OAR & Policy Administration (1-2 weeks)

· LEDS / OSP / Criminal Back Ground Checks (1-2 weeks)

· Progressive Disciplinary Process (2-4 weeks)
Professional Standards*

· Investigating Serious Staff Misconduct (2-4 weeks)
· Tracking and Responding to Complaints (1 month)

Budgets and Contracts

· Budget Development (Jan to Dec even numbered years) (1 week)

· Budget Execution (1 week)

· Budget Development (Aug to Dec. odd numbered years) (1 month)

Physical Plant—Facilities  Management

· Prepare and Process Purchase Orders (1 week)

Treatment Services

· Referrals to Division of Child Support (1 week)

· Random Moment Sampling Process (1 month)

· Contract Administration (1 month)

· Psychiatric Services to Burns, Tillamook (1 month)

Foster Care Programs

· Criminal History Check for Providers (1-2 weeks)

· Documentation of Foster homes Certification / Approvals, Certificates, Incidents (1-2 weeks)

· Fingerprint checks for providers (1 month)

Field Services

· Service Contract Administration (name-youth contracts) (1 month)

Community Resources

· Onsite Program Monitoring (2-4 weeks)
· Develop Corrective Action Plans (1 month)
	Physical Plant—Facilities  Management

· Improve Building, Grounds, and Infrastructure (1 month +)

· Create and Amend Contracts (1 month +)

Program Evaluation and Quality Assurance

· Coordinate and Evaluate Programs (1 month +)

· Develop QA measures, create QI plans, and monitor projects (1 month +)

· SB 267 Coordination and report writing (1 month +)

· Rules and Policy Coordination (1 month +)
Treatment Services

· Social Security applications for Youth (2 months)

Community Resources

· Contract Requests (2 months)
· Onsite Program Evaluations (2 months)
Training Academy (2-3 months)

· New Employee / Basic Training

· OYA Training Records System

· Safety/Security Training

· Treatment Training

· Contracted Training

· Develop / Maintain Training Curriculum

Professional Standards*

· Policy Creation and Revision (3 months)

· Training OYA Staff (3 months)

Internal Auditing

· Risk Assessment (6 months)

· Audit Plan (6 months)

· Engagement Reports (6 months)


Primary Computer System Requirements 
	PRIMARY COMPUTER SYSTEM REQUIREMENTS

	RTO “0”

0 to 12 hours
	RTO “1”

12 to 24 hours
	RTO “2”

24 to 48 hours
	RTO “3”

48 hours to 5 days
	RTO “4”

5 days – 1 month
	RTO “5”

1 month +

	OYA WAN to Statewide Financial Management Application (SFMA), ORPIN; OYA Salem; Telephones; Computers
	Interstate Compact–Juvenile Data System; DHS Mainframe (employment division, child support, social security admin. information, etc.); WAN; OYA WAN to Oregon State Payroll System (OSPS); JJIS, Telephones
	OYA WAN to SFMA; DAS servers; MP2 Server; OYA Salem Server; Email Exchange; FileNet Server; Active Directory; Computers; Internet Access; Brio; Excel; Word; Telephones
	LEDS; OYA WAN to SFMA; OYA WAN to TSO; JJIS; OYA Salem Server; Brio; Excel; Telephones
	LEDS; DAS State Data Center; DHS CICS; OSP/FBI system; Adpics; Division of Child Support Information System; WAN; JJIS; OYA Salem Server; PSO Server; AIM; Email Exchange; Excel; Word; FileMaker Pro Server; Brio; Internet Access; Telephones; Video-conferencing capability
	Social Security Admin. Information System; JJIS; OYA Salem Server; PSO Server; AIM; Email Exchange; Word; Excel; Telephones


Recovery Point Objective

Recovery Point Objective (RPO) is a determination of how much data loss is tolerable before a key business process is significantly impacted. The date of the most recent backup of a system or application determines the maximum data loss. 

The BIA rating of maximum data loss or Recovery Point Objective (RPO) is expressed in number of days (e.g., 1 day, 2 days, 5 days, etc.).  This prioritization provides Information Technology with a blueprint to recover servers, applications, and infrastructure in criticality order to the organization following an unplanned disruption.

The restoration priority and RPO of the Oregon Youth Authority Central Office business processes are as follows:

	BUSINESS PROCESS RTO and RPO

	Business Area-Process: System Dependencies
	Recovery Time Objective
	Recovery Point Objective

	Reception Desk-Answer, Redirect Phone Calls: Phones, JJIS (helpful, not necessary), WAN
	0
	1

	Accounting-Purchasing: OYA WAN to State Financial Management System, ORPIN, OYA Salem, Phones
	0
	X

	Employee Services-Respond to Safety Issues: Phones, Email Exchange
	0
	3

	Field Services-Interstate Compact: JJIS, ICJ Data system, WAN
	1
	1

	Foster Care Programs-Monitoring of Foster Homes: JJIS, Phones, WAN
	1
	1

	Treatment Services-Medicaid Eligibility Determination: JJIS, DHS Mainframe, WAN
	1
	1

	Accounting-Payroll Check Distribution: OYA Salem, Employee Directory, Printers, LAN
	1
	4

	Accounting-Payroll Processing: OYA WAN to Oregon State Payroll System (OSPS)
	1
	3

	Business Services-Address Space Planning and Building Issues: Email Exchange, Phones
	2
	X

	Business Services-Coordinate Statewide Communications: Phones, Cell phones, Email Exchange
	2
	2

	Physical Plant—Facilities Management-Receive and Process Routine Work Orders: MP2 server, OYA Salem
	2
	4

	Physical Plant—Facilities Management-Repair Failed Equipment: MP2 server, OYA Salem
	2
	

	Physical Plant—Facilities Management-Contact Outside vendors, suppliers, contractors, and agencies: Phones, PCs, Internet access
	2
	1

	Physical Plant—Facilities Management-Receive equipment and supplies: Phones
	2
	X

	Information Systems-Data Communication between OYA and rest of the world: OYA DC2
	2
	2

	Information Systems-Network and Email Security: OYA WAN, Email Exchange, Active Directory
	2
	2

	Information Systems-Backup and Recovery: Archive Server
	2
	2

	Employee Services-Consultation with Supervisors and Managers: Phones
	2
	1

	Employee Services-Labor Relations—Employee Issues: OYA Salem, PC for Word
	2
	1

	Employee Services-Workers Compensation--SAIF: Salem Server, PC for Word
	2
	1

	Accounting-Financial Reporting: OYA WAN to SFMA, OYA Salem, PC for Brio, Excel, FileNet Server, phones
	2
	3

	Accounting-Allotment—Enter Batch in SFMA quarterly: OYA WAN to SFMA
	2
	5

	Budgets and Contracts-Contracting: Internet Access to DAS systems, WAN, OYA Salem, PC for Word, Excel
	2
	5

	Budgets and Contracts-Budget Development (Jan-July odd-numbered years): OYA Salem, PC for Excel
	2
	2

	Information Systems-Support / OYA Helpdesk: telephones
	3
	5

	Information Systems-Purchasing: Internet Access, telephones
	3
	5

	Business Services-Process Criminal Background check for Statewide Volunteers: LEDS, WAN
	3
	4

	Accounting-Process Payments to Vendors/Employees: OYA WAN to SFMA, JJIS, OYA Salem, PC for BRIO, Excel
	3
	4

	Accounting-Random Moment Samples—Download and Distribute samples to Treatment Services Staff: OYA WAN to TSO, OYA Server, PC for Excel
	3
	4

	Accounting-Deposits: WAN to RStars/Adpics, JJIS
	3
	2

	Business Services-Purchase Supplies for Central Office and assist other offices with Purchasing info/advice: OYA Salem, Email Exchange, PC for Word, Excel, Phones
	4
	4

	Business Services-Track and Process Risk Management Claims, Vehicle Incidents, and Citizen Complaints: OYA Salem, Email Exchange, PC for Word, Excel, Internet Access, Phones
	4


	2

	Business Services-Assist Assistant Director with tracking Fiscal Status/Budget: Email Exchange, PC for Word, Excel
	4


	4

	Business Services-Assist managers with Contract requests: Email Exchange, PC for Word, Excel, Phones
	4
	4

	Business Services-Back Up Authorization of Purchase Orders: OYA Salem, Email Exchange, PC, Word, Excel, Phones
	4


	4

	Employee Services-Maintain Employee Records: OYA Salem, FileMaker Pro Server
	4
	5

	Employee Services-FMLA / OFLA Administration: OYA Salem
	4
	5

	Employee Services-Recruitment: LEDS, WAN, OYA Salem, FileMaker Pro Server, Email Exchange, Phones
	4
	5

	Employee Services-Collective Bargaining Agreement Administration: OYA Salem, Email Exchange, PC, Word
	4


	5

	Employee Services-OAR & Policy Administration: OYA Salem, WAN, DAS Servers, PC, Word, Email Exchange
	4
	5

	Employee Services-LEDS / OSP / Criminal Background Checks: LEDS, WAN
	4
	5

	Employee Services-Progressive Disciplinary Process: OYA Salem, FileMaker Pro Server, PC, Word, Email Exchange
	4
	5

	Professional Standards-Investigate Serious Staff Misconduct: PSO Server, AIM, PC, Word
	4
	3

	Professional Standards-Tracking and  Responding to Complaints: PSO Server, AIM, PC, Word
	4
	5

	Budgets and Contracts-Budget Development (Jan-Dec even-numbered years): OYA Salem, PC, Excel
	4
	2

	Budgets and Contracts-Budget Execution: DAS Data warehouse, Computer large enough to download data, OYA Salem
	4
	5

	Budgets and Contracts-Budget Development (Aug-Dec odd-numbered years): OYA Salem, PC, Excel
	4
	5

	Physical Plant—Facilities Management-Prepare and Process Purchase Orders: Adpics, WAN
	4
	5

	Treatment Services-Referrals to Division of Child Support: JJIS, Division of Child Support Information System, WAN
	4
	5

	Treatment Services-Random Moment Sampling Process: OYA Salem, Email Exchange
	4
	5

	Treatment Services-Contract Administration: JJIS, OYA Salem, WAN
	4
	5

	Treatment Services-Psychiatric Services to Burns, Tillamook: OYA Salem, Email Exchange, Videoconference systems, Internet Access, WAN
	4
	1

	Foster Care Programs-Criminal History Check for Providers: LEDS, DHS CICS, OYA Salem, WAN
	4
	2

	Foster Care Programs-Documentation of Foster homes Certification/Approvals, Certificates, Incidents: OYA Salem, JJIS, FileMaker Pro Server, WAN
	4
	2

	Foster Care Programs-Fingerprint Checks for Providers: OPS/FBI system, WAN
	4
	5

	Field Services-Service Contract Administration (name-youth contracts): JJIS, OYA Salem, WAN, Brio, Outlook
	4
	5

	Community Resources-Onsite Program Monitoring: JJIS, Email Exchange, WAN
	4
	5

	Community Resources-Develop Corrective Action Plans: JJIS, Email Exchange, WAN, Word
	4
	5

	Physical Plant—Facilities Management-Improve Building, Grounds, and Infrastructure: Telephones
	5
	X

	Physical Plant—Facilities Management-Create and Amend Contracts: JJIS, WAN
	5
	1

	Program Evaluation and Quality Assurance-Coordinate and Evaluate Programs: OYA Salem, JJIS, Email Exchange, PC, Word
	5
	5

	Program Evaluation and Quality Assurance-Develop QA measures, create QI Plans, and monitor projects: OYA Salem, PC, Word, Excel
	5
	5

	Program Evaluation and Quality Assurance-SB 267 Coordination and report writing: OYA Salem, PC, Word, Excel
	5
	5

	Rules and Policy Office-Rules and Policy Coordination: OYA Salem, Email Exchange, PC, Word, Excel
	5
	5

	Treatment Services-Social Security applications for Youth: OYA Salem, Internet access to Social Security Administration’s system, PC, Word, WAN
	5
	5

	Community Resources-Contract Requests: JJIS, Word, Email Exchange, PC, WAN
	5
	4

	Community Resources-Onsite Program Evaluations: JJIS, PC, Word, WAN
	5
	5

	Training Academy-New Employee/Basic Training: OJJDA Server, Email Exchange, Phones, PC, Word
	5
	5

	Training Academy-Maintain OYA Training Records System: OJJDA Server, FileMaker Pro Server, PC, Word, Excel, Email Exchange, Phones
	5
	5

	Training Academy-Safety/Security Training: OJJDA Server, Email Exchange, Phones
	5
	5

	Training Academy-Treatment Training: OJJDA Server, Email Exchange, Phones
	5
	5

	Training Academy-Contracted Training: OJJDA Server, Phones
	5
	4

	Training Academy-Develop / Maintain Training Curriculum: OJJDA Server, PC, Word, Excel, Email Exchange
	5
	5

	Professional Standards-Policy Creation and Revision: Word, PC
	5
	5

	Profession Standards-Training OYA Staff
	5
	X

	Internal Auditing-Risk Assessment: OYA Salem, Word, PC
	5
	5

	Internal Auditing-Audit Plan: OYA Salem, PC, Word
	5
	5

	Internal Auditing-Engagement Reports: OYA Salem, Word, PC
	5
	5


Key Dependencies
The following table details those external agencies, vendors, and service providers upon which OYA Central Office Processes are dependent.  The table is divided by Agency Division and then by individual Central Office Business Units.  In the event services provided by any of the following agencies are disrupted, a point of contact is provided for each.
	Agency Division
	Business Unit
	Dependent on:
	For:
	Point of contact:

	Director’s Office
	Professional Standards
	Oregon State Police and local law enforcement agencies
	Investigation, Coordination, prosecution of serious offenses
	

	
	
	DAS – Phones
	Receiving complaints, conducting investigations
	

	Business Services
	Accounting
	State Financial Management System


	Purchasing, Financial Reporting, Allotment, Processing Payments to Vendors and Employees


	

	
	
	ORPIN
	Purchasing
	

	
	
	Oregon State Payroll System (OSPS)
	Payroll Check Processing 
	

	
	
	RStars/Adpics
	Deposits
	

	
	
	JJIS at the State Data Center
	Processing Payments to Vendors and Employees, Deposits
	

	
	Budgets and Contracts
	DAS Systems 
	Contracting
	

	
	
	DAS Data Warehouse
	Budget Execution
	

	
	Business Services
	DAS – Phones
	Agency communication
	

	
	
	Oregon State Police – LEDS
	Process Criminal History checks for statewide volunteers
	

	
	
	DAS – Risk Management
	Tracking and processing risk management claims, vehicle incidents
	

	
	Employee Services
	Oregon State Police – LEDS
	Recruitment and Background checks
	Tom Johnson is the agency contact LEDS

	
	
	DAS servers
	OAR & Policy Administration
	

	
	Facilities Management
	Adpics
	Prepare and process purchase orders
	

	
	
	JJIS at the State Data Center
	Create and amend contracts
	

	
	
	Local Utility companies and vendors, contractors, and suppliers
	Power, Water, Sanitation, services as needed
	See site specific Appendix for contact information.

	
	Information Systems/JJIS/Research & Development
	State Data Center
	Maintenance, Back-up, and service to the JJIS server 
	

	Program Office
	Community Resources
	JJIS at the State Data Center
	Onsite Program Monitoring and Evaluations, Developing corrective action plans, contract requests
	

	
	Foster Care Programs
	JJIS at the State Data Center
	Monitoring of Foster Homes
	

	
	
	Oregon State Police – LEDS 
	Criminal History Check for Providers
	

	
	
	DHS – CICS
	Criminal History Check for Providers
	

	
	
	Oregon State Police/FBI system
	Fingerprint checks for Providers
	

	
	Health and Treatment Services
	DHS Mainframe
	Medicaid Eligibility Determination
	

	
	
	Division of Child Support IS
	Referrals to Division of Child Support
	

	
	
	JJIS at the State Data Center
	Medicaid Eligibility Determination, Referrals to Division of Child Support
	

	
	
	Social Security Administration
	Applications for youth
	

	
	Reception Desk
	Dept. of Administrative Services
	Phone Service
	Shawna Hill is the agency rep. for DAS – Phones.

	
	Training Academy
	OJJDA Server
	New Employee / Basic Training; Maintaining Training records; Developing and Maintaining Training curriculum; Safety/Security, Treatment, and Contracted Training
	

	Field Services
	Field Services
	JJIS at the State Data Center
	Monitoring Interstate Compact (ICJ) and Service Contract Administration
	Jill Petersen and Jerry Sevey are the agency reps. for the State Data Center


Vital Records 

	Agency Division
	Business Unit
	Vital Record Name
	Physical Location
	Electronic Back-up?
	Recovery Possible?

	Director’s Office
	Internal Auditing
	All IA products for five year review—all work-papers and reports
	Internal Auditor’s Office – File cabinet
	Yes – Server 
	

	
	Minority Services
	
	
	
	

	
	Professional Standards
	Staff Misconduct Investigations—Interview notes or tapes, investigative reports, history of letters sent
	PSO Manager’s Office – File cabinet
	Yes – C Drive of PSO Manager computer
	

	Business Services
	Accounting
	
	
	
	

	
	Budgets and Contracts
	Contract Documents
	2nd Floor
	Yes – OYA server and DAS data center
	

	
	
	Solicitation Documents
	2nd Floor
	Yes – OYA server and DAS data center
	

	
	
	SOS Data
	2nd Floor
	Yes – OYA server and DAS data center
	

	
	
	Budget narrative documents
	2nd Floor
	Yes – OYA server and DAS data center
	

	
	
	Budget files
	2nd Floor
	Yes – OYA server and DAS data center
	

	
	
	Fiscal Status Reports
	2nd Floor
	Yes – OYA server and DAS data center
	

	
	
	Budget execution files
	2nd Floor
	Yes – OYA server and DAS data center
	

	
	
	SFMA data
	2nd Floor
	Yes – OYA server and DAS data center
	

	
	Business Services
	
	
	
	

	
	Employee Services
	Employee Records
	Equitable Center 3rd Floor
	
	

	
	
	Progressive Disciplinary Process
	Equitable Center 3rd
	
	

	
	
	Workers Comp / SAIF records
	Equitable Center 3rd
	
	Likely—SAIF will have duplicate records

	
	Facilities Management
	Contracts
	Electronic only ?
	Yes – JJIS 
	Likely – Vendors probably have hard-copies of the contracts

	
	Information Systems/JJIS/Research & Development
	Electronic back-up tapes for OYA Central Office data backup and recovery
	Equitable Center 2nd Floor Safe
	Yes – ONLY
	No.

	Program Office
	Community Resources
	List of and contact information for Residential Youth Programs, Independent Living Services, and County BRS Programs
	 
	
	

	
	Foster Care Programs
	Case Files
	File Cabinets (where?)
	Yes – what server?
	Likely—LEDS and DHS CICS server should have some duplicate information

	
	
	Certification
	File Cabinets (where?)
	Yes – what server?
	Likely—LEDS and DHS CICS server should have some duplicate information

	
	Health and  Treatment Services
	Medicaid Eligibility Determinations—Income information, citizenship proof, identity proof
	Electronic only.
	Yes – JJIS, Vital Statistics from Health Division, Employment Dept. system, Division of Child Support System
	Very Likely—other agencies will have the same information.

	
	
	Referrals to Child Support—Parent information
	Field case files (move with youth)
	Yes – JJIS
	

	
	
	Random Moment Samples
	Electronic only.
	Yes – JJIS, Outlook
	

	
	
	Treatment Services Contracts
	2nd floor—Contracts   unit file cabinets.
	Yes – JJIS
	Likely—Service providers will have a copy of their contracts

	
	
	Social Security Applications
	Referral info. in Facility / Field Office case files and medical records

Application copies at Fed. Rev. Specialist Workstations on 2nd Floor
	Yes—Social Security Administration system
	

	
	
	Patient records for psychiatric services in Burns and Tillamook
	OYA Central and Burns and Tillamook
	No.
	No.

	
	Program Evaluation and Quality Assurance
	Program Evaluations Reports
	Program Eval. and QA Manager’s Office, 2nd Floor
	Yes – what server?
	

	
	
	CPC Excel Database
	
	Yes – what server?
	

	
	
	QI Plans
	Program Eval. and QA Manager’s Office, 2nd Floor
	Yes – what server?
	

	
	
	QA Measures
	Program Eval. and QA Manager’s Office, 2nd Floor
	Yes – what server?
	

	
	
	Previous SB 267 Reports
	Program Eval. and QA Manager’s Office, 2nd Floor
	Yes – what server?
	

	
	Reception Desk and Support Services
	OYA Directory
	Reception Desk
	Yes – Lists folder in Outlook, document on Reception Desk C Drive
	Very Likely—A hard copy directory won’t be hard to find.

	
	
	Master Forms
	2nd Floor file cabinets near Karen Burnett’s cubicle 
	Yes – Forms folder in Outlook, documents on Karen’s C Drive
	Unlikely—it is unlikely that all forms will be found if Master’s are destroyed and electronic copies aren’t available

	
	Rules and Policy Coordination
	Policy Manual
	
	Yes —Policy folder in Outlook
	

	
	
	Oregon Administrative Rules
	Second Floor Central Support (what does that mean?)
	Yes – Secretary of State Server
	Yes.

	
	Training Academy
	Training Records
	Training Academy at MYCF (where?)
	Yes – Training Academy Server
	Unlikely.

	
	
	Training Curriculum
	Training Academy at MYCF (where?)
	Yes – Training Academy Server
	Unlikely.

	
	
	Training Contracts
	Training Academy at MYCF (where?)
	Yes – JJIS
	Likely—Those holding contracts will have a copies.

	Field Services
	Field Services
	ICJ
	Open Case Files in ICJ Coordinator’s File Cabinet 2nd Floor

Closed Case Files kept for 1 year in File Cabinet near reception
	Yes – JJIS caseload for ICJ Coordinator
Excel document with complete status

Access server
	Very Likely—Secondary files are with JPPOs and individual states

	
	
	Contracts 
	File Cabinets near Contracts unit 2nd floor
	Yes – JJIS
	Likely – Contract providers will likely have copies.


Equipment and Supplies 

The following table lists those supplies and equipment necessary for full capacity operations at Central Office.

	Agency Division
	Business Unit
	Complete Work Stations Needed
	Additional Technical Equipment
	Additional Supplies
	IT needs

	Director’s Office
	Director and Deputy
	
	
	
	

	
	Internal Auditing
	
	
	
	

	
	Minority Services
	
	
	
	

	
	Professional Standards
	2 (PSO Manager and 1 Support staff)
	Phone line for Reporting Hotline
	
	AIM Server

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	Business Services
	Accounting
	
	
	
	

	
	Budgets and Contracts
	
	
	
	

	
	Business Services
	
	
	
	

	
	Employee Services
	
	
	
	

	
	Facilities Management
	
	
	
	

	
	Information Systems/JJIS/Research & Development
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	Program Office
	Community Resources
	
	
	
	

	
	Foster Care Programs
	
	
	
	

	
	Health and Treatment Services
	
	
	
	

	
	Program Evaluation and Quality Assurance
	
	
	
	

	
	Reception Desk and Support Services
	
	
	
	

	
	Rules and Policy Coordination
	
	
	
	

	
	Training Academy
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	Facility Operations
	Facility Operations and Support
	3 (Asst. Director, Facility Operations Coordinator, and 1 Support Staff)
	
	
	

	Field Services
	Field Services
	
	
	
	

	
	ICJ
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	


Memorandums of Understanding for Central Office
Regular Suppliers and Vendors

	NAME OF SUPPLIER/ VENDOR
	KEY GOODS OR SERVICES PROVIDED
	NORMAL CONTACT DETAILS
	EMERGENCY CONTACT DETAILS

	Dell Computer
	Computers and printers
	(610)644-8990

www.dell.com
	Elaine Smith

503-222-0000

	ABC Banking Supply
	Check Stock
	521 N. Main Street
Ashland, OR 
Jackson County
(541)608-4000
	Tim Jones

541-000-1111

	DAS
	Facilities
	
	

	XYZ Janitorial Services
	Janitorial Services
	
	


Alternative Suppliers and Vendors
	NAME OF SUPPLIER/ VENDOR
	KEY GOODS OR SERVICES PROVIDED
	NORMAL CONTACT DETAILS
	EMERGENCY CONTACT DETAILS

	Disaster Recovery Yellow Pages
	Listings of all types of clean-up, restoration and disaster recovery services
	http://www.disaster-help.com/toc.html
	

	Acme Temp Agency
	Temporary Staffing
	
	

	123 Carpet Cleaning
	Carpet Cleaning and Water Damage Cleanup
	
	

	456 Electrician Company
	Electrical Work and Restoration
	
	


Alternate Site

Alternate Site Location

The Alternate Work Site for Central Office staff will be the Training Academy at MacLaren Youth Correctional Facility in Woodburn, Oregon.
MacLaren Youth Correctional Facility

2630 N. Pacific Hwy.

Woodburn, OR 97071
Training Academy
 (503) 982-4498

Fax: (503) 982-4463
Directions from Central Office to MacLaren Youth Correctional Facility: 
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	1:
	Start out going EAST on CENTER ST NE toward CHURCH ST NE.
	<0.1 miles
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	2:
	Turn LEFT onto CHURCH ST NE.
	<0.1 miles
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	3:
	Turn LEFT onto MARION ST NE.
	<0.1 miles
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	4:
	Turn RIGHT onto HIGH ST NE.
	0.1 miles
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	5:
	HIGH ST NE becomes BROADWAY ST NE.
	1.5 miles
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	6:
	Turn RIGHT onto SALEM PKWY / OR-99E BR / SALEM HWY. Continue to follow SALEM PKWY / OR-99E BR.
	2.7 miles
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	7:
	Merge onto I-5 N toward PORTLAND.
	11.9 miles
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	8:
	Take the OR-214 exit- EXIT 271- toward WOODBURN.
	0.2 miles
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	9:
	Turn RIGHT onto NEWBERG HWY / OR-214. Continue to follow OR-214.
	2.4 miles
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	10:
	Turn LEFT onto PACIFIC HWY E / N PACIFIC HWY / OR-99E.
	0.2 miles
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	11:
	End at Maclaren Youth Correctional: 
2630 N Pacific Hwy, Woodburn, OR 97071, US 
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Alternate Site Staff

OYA Central Office has identified 24 key personnel that will be asked to report the Alternate Site immediately if the event occurs during business hours, or at the beginning of the next business day if the event occurs during non-business hours.  This staff was selected because they perform business processes that must be completed with 72 hours of any disruption.   The following table lists the staff identified by individual business units to complete their business processes.  It is expected that this staffing level will be sufficient for 72 hours.  After 72 hours additional staff will have to be relocated to the Alternate Site to complete remaining business processes.  The remaining staff will be phased into the Alternate Site.  It is expected that a staffing level of 80% could continue agency operations at the Alternate Site for 1 month, then OYA will need to use DAS to find office space for all OYA Central Office personnel.

	Business Unit
	Process
	RTO
	Necessary Staff

	Accounting 
	Purchasing 
	4 hours
	Procurement and Contract Specialist 2 (Jacky Harris)

	
	Payroll Check Distribution IF day after payroll cut-off
	24 hours
	Office Specialist 2 (Angie Peterson)

	
	Payroll Processing
	24 hours
	Managerial Services Accounting Technician 3 (Geri Greeno)

	
	Financial Reporting IF Mid-August
	24 hours
	Accountant 4 (Barbara Homewood)

	
	Allotment--Enter batch in SFMA quarterly IF end March, June, September, December
	2 days
	Accountant 4 (Barbara Homewood)

	
	Process Payments to vendors/employees
	3 days
	Accountant 2 (Jill Reece), Accountant 1 (Kathryn Nelson)

	
	Deposits
	5 days
	Office Specialist 2 (Angie Peterson)

	Budgets and Contracts 
	Contracting
	2 days
	Contract Specialist 3 (Brenda Brown), Office Specialist (Gloria Andersen)

	
	Budget Development IF Jan-July of Odd numbered years
	2 days
	 

	Business Services
	Coordinate State-wide communications (phones, cells, etc.)
	2 days
	Shawna Hill

	
	Address Space Planning and Building Issues
	24 hours
	Shawna Hill

	
	Process Criminal History check for Statewide volunteers
	3 days
	Shawna Hill

	Employee Services
	Respond to Safety Issues
	Urgent
	Safety Manager (Lori Widder)

	
	Consultation with Supervisors and Managers
	24 hours
	Human Resource Analyst 3 (Glenn Smith, Cathy Henson and Debbie Pillsbury-Harvey)

	
	Labor Relations, Employee Issues
	24 hours
	Human Resource Analyst 3 (Cathy Henson, Glenn Smith, and Debbie Pillsbury-Harvey)

	
	Workers Compensation-SAIF
	24 hours
	Safety Manager (Lori Widder)

	Field Services
	Interstate Compact-Juvenile (ICJ)
	24 hours
	ICJ Coordinator (Carol Gillespie)

	Information Systems
	Data Communication between OYA and the rest of the world
	2 days
	Network and Operations Manager (Jerry Sevey), Network Analyst (Joe King), Network Exchange Administrator (Vince Almberg), Application Development Manager (Dave Brooks)

	
	Network and Email Security
	2 days
	Network and Operations Manager (Jerry Sevey), Network Analyst (Joe King), Network Exchange Administrator (Vince Almberg), Application Development Manager (Dave Brooks)

	
	Backup and Recovery
	2 days
	Network and Operations Manager (Jerry Sevey), Network Analyst (Joe King), Network Exchange Administrator (Vince Almberg), Application Development Manager (Dave Brooks)

	
	Support / OYA Helpdesk
	3 days
	ISS2 (Kristi Preston), ISS3 (Cliff Hassel)

	
	Purchasing 
	3 days
	ESS2 (Shanie Hill)

	Reception Desk
	Answer, Redirect Phone Calls
	4 hours
	Office Specialist 1 (Vacant), Exec. Support Specialist 2 (Karen Burnett)

	Treatment Services
	Medicaid Eligibility Determination
	24 hours
	DHS Eligibility Specialist (Linda Minden)


Staff Notification Process 
During Business Hours:
1) The Director, in conjunction with the BCP Executive Lead Team, will make the decision and announcement to move agency operations to the Alternate Site

2) Managers, with the help of the Staff Support Team, will notify Pre-identified Alternate Site Staff to relocate to the Alternate Site at a determined time
3) The Staff Support team will coordinate the movement of staff, vital records, and equipment to the Alternate Site and work with the Alternate Site to receive incoming staff

4) Non-Deploying staff may be sent home or asked to assist in implementing work around procedures

5) Managers will give non-deploying staff information to receive further instructions and updates on their status following relocation

6) Following relocation, the Staff Support team will communicate with non-deployed staff and call staff in to work as space becomes available at the Alternate Site and as Business Process Recovery Time Objectives approach
After Business Hours: 
1) The Director, in conjunction with the BCP Executive Lead Team, will make the decision and announcement to move agency operations to the Alternate Site

2) Managers, with the help of the Staff Support Team, will begin notifying Alternate Site Staff to report to the Alternate Site at a determined time.  (This will most likely be the start of the next regular business day.)
3) Managers and the Staff Support Team will begin contacting non-deployed staff by telephone to notify them of the agency relocation and status as soon as is reasonable possible
4) The Public Information Team will contact Media outlets to put out bulletins about the activation of the OYA BCP and the relocation of agency functions.
5) Information messages will be posted on the OYA and DAS websites.

6) Following relocation, the Staff Support team will communicate with non-deployed staff and call staff into As space becomes available and work comes up, remaining staff will be called in to work as space become available at the Alternate Site and as Business Process Recovery Time Objectives approach
Central Office Training Log
	tc  \l 1 "Document Revision History"Date
	Type of Training
	Personnel Trained

(Include Name and Title)
	Comments

	Feb. 5, 2007
	30-minute introduction to the BCP Crisis Management Teams and individual roles.  (First of three dates.)
	1. Vince Almberg, Network/Exchange Administrator

2. David Clouse, Internal Auditor

3. Robyn Cole, Executive Assistant to the Director

4. Joe King, Network Analyst

5. Jill Petersen, IS/JJIS/R&D Manager

6. Mike Riggan, Rules and Policy Coordinator

7. Jerry Sevey, Network and Operations Manager

8. Lori Widder, Safety Manager
	This training focused on familiarizing the Crisis Management Team members with the team roles and responsibilities, an update of BCP progress was given.



	Feb. 16, 2007


	30-minute introduction to the BCP Crisis Management Teams and individual roles.  (Second of three dates.)
	1. Steve Brinlee, Community Resource Specialist

2. Dave Brooks, Application Development Manager

3. Karen Burnett, Executive Support Specialist

4. George Dunford, Assistant Director of Business Services

5. Phil Lemman, Deputy Director

6. Cindi Liebe, Acting Assistant Director of Program Office, Community Resource Manager

7. Sharon Pette, Program Eval. and Quality Assurance Coordinator

8. Shirlee Pierce, Facility Operations Coordinator

9. Melanie Tozier, Accounting Manager
	This training focused on familiarizing the Crisis Management Team members with the team roles and responsibilities, an update of BCP progress was given.



	Feb. 20, 2007
	30-minute introduction to the BCP Crisis Management Teams and individual roles.  (Third of three dates.)
	1. Karen Andall, Interim Assistant Director of Field Services

2. Jean Bergen, Executive Support, Director’s Office

3. Linda Gesler, Budgets and Contracts Manager

4. Lonnie Jackson, Minority Services Manager
	This training focused on familiarizing the Crisis Management Team members with the team roles and responsibilities, an update of BCP progress was given.



	Feb. 20-28, 2007
	Individual Meetings to complete BCP Crisis Management Teams training.
	1. Rex Emery, Facilities Manager

2. Shawna Hill, Executive Support, Business Services

3. Tom Johnson, Field Implementation Coordinator

4. Brian Florip, Assistant Director of Facility Operations

5. Phil Cox, Health and Treatment Services Manager
	This training focused on familiarizing the Crisis Management Team members with the team roles and responsibilities, an update of BCP progress was given.



	
	
	
	

	
	
	
	

	
	
	
	


Loss of Facility

Loss of Facility is our plan to ensure continuity of operations if the facility is either temporarily or permanently unavailable.  

Examples might include:

The facility being destroyed by fire and smoke damage

The facility being temporarily unavailable due to flooding

The facility being temporarily unavailable due to contamination

Recovery Procedure

The recovery procedure consists of relocating Central Office operations to two sites.  All Central Office Business Operations will be relocated to MacLaren Youth Correctional Facility, while all IT/IS operations will be relocated to Hillcrest Youth Correctional Facility.  Staff will be relocated using a phased approach determined by business process criticality rankings.  As space, workstations, and IT capability become available, more staff will be relocated until all critical business functions and business processes are functional.  Operations will continue at the Alternate Sites until Central Office becomes available or until DAS finds a more permanent site.
Recovery Locations
The Training Academy at MacLaren Youth Correctional Facility in Woodburn has been designated as the alternate worksite for Central Office Business operations.  It is anticipated that the Training Academy and other facilities at MacLaren will be able to support Central Office operations for up to 30 days.  At this point, if Central office is still unavailable, OYA will use the DAS Alternate Site Request Form to find other accommodations.

MacLaren Youth Correctional Facility

2630 N. Pacific Hwy.

Woodburn, OR 97071
(503) 982-4498
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Hillcrest Youth Correctional Facility in Salem has been designated as the Alternate Information Technology worksite.  Hillcrest YCF will serve as the back-up system to Central Office IT and IS services.  It is anticipated that Hillcrest facilities could support Central Office IT operations for at least 30 days.  At this point, if Central Office is still unavailable, OYA will use the DAS Alternate Site Request Form to find other accommodations.
Hillcrest Youth Correctional Facility

2450 Strong Road SE

Salem, OR 97302

(503) 986-0400
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Dependencies

This plan is dependent upon having the designated alternate worksite available during the time that our facility is inaccessible.  If a wide scale disaster is the cause of the loss, our alternate site may not be available.
Many Central Office business process are dependent on external agencies and computer systems.  This plan is dependent on those agencies and systems being operational.  If a wide scale disaster is the cause of the loss, it may not be possible to restore all business processes.
Other Considerations

None

Recovery Steps – Summary
Step 1 – Contact BCP Executive Lead team members and arrange for a meeting
Step 2 – Executive Lead team meets and reviews plan; activates BCP Crisis Management Teams 

Step 3 – Alert alternate site location to begin setting up for incoming staff
Step 4 – Contact DAS phones to redirect phone lines

Step 5 – Meet with Alternate Site management to review operating procedure 
Step 6 – Contact Alternate Site Staff with directions for deployment
Step 7 – Notify Superintendents, Directors, and Field Office Supervisors of relocation
Step 8 – Public Information Team announces relocation to media outlets
Step 9 – Notify providers of relocation and possible service delays 
Step 10 – Complete RTO 0, 1, 2, and 3 Central Office Business Processes at the Alternate Site
Step 11 – Relocate remaining staff as needed, as space and capability become available, to 

complete remaining Central Office Business Processes

Recovery Steps - Detail
	Step Number
	Step


	Step Detail


	Additional Resources Required:


	Responsibility 


	Date Completed  and Initials:

	1.
	Contact BCP Executive Lead Team and arrange for a meeting
	Contact team members (see BCP Team page for contact numbers) or their alternates and arrange a meeting.


	Telephone
	Shawna Hill
	

	2.
	Executive Lead Team meets and reviews plan; activates BCP Crisis Management Teams
	Meet with BCP team members and assess the situation. Review the plan and determine whether or not all steps need to be taken.  Based on the situation, do other steps need to be implemented?  If so, document and assign responsibility. 


	Meeting location
Telephone
	Lori Widder 
BCP Coordinator
	

	3.
	Alert Alternate Site locations to begin setting up for incoming staff
	Contact the alternate worksite and inform them that we are invoking our Business Continuity Plan. Arrange the details for relocation.


	MacLaren YCF
Hillcrest YCF

Telephone
	Brian Florip

	

	4.
	Contact DAS phones to redirect phone lines
	Contact DAS phones to alert them of relocation.  Request that primary Central Office phone lines be redirected to Alternate Site.  


	Telephone

DAS contact information
	Shawna Hill

	

	5.
	Meet with Alternate Site management to review operating procedure
	Do an on site inspection of the alternate worksite.  Ensure that all required equipment is present and in working order.  Ensure all required support supplies are present.


	See lists “Primary Computer System Requirements,” “Vital Records,” “Equipment and Supplies”
Telephone

Pens

Paper


	George Dunford
Assistant 
	

	6.
	Contact Alternate Site Staff with directions for deployment
	Contact Alternate Site Staff with directions for deployment including where and when to report to work. 
	Staff Contact list

Telephone


	Mary Lenz
Jean Bergen (Staff Support team)
	

	7.
	Notify Superintendents, Directors, and Field Office Supervisors of relocation
	Contact the Superintendents, Directors, and Field Office Supervisors and inform them that we are invoking our Business Continuity Plan. Arrange the details for communication.


	
	Brian Florip
Karen Andall


	

	8.
	Public Information team announces relocation to media outlets
	Create and distribute press release detailing agency status and relocation.  Include instructions for non-deployed staff.
	
	Robyn Cole 

 (Public Information team)
	

	9.
	Notify providers of relocation and possible service delays
	Contact providers (this includes foster homes, residential treatment programs, vendors, etc.) and notify them of agency relocation.  Inform vendors and providers of possible service delays.
	
	Cindi Liebe, (Youth, Family, and Provider Communications Team)
	

	10. 
	Complete RTO 0, 1, 2, and 3 Central Office Business Processes at the Alternate Site
	Identified Alternate Site Staff should be able to complete all RTO 0, 1, 2, and 3 business processes using normal operations at the Alternate Site.
	
	George Dunford
Cindi Liebe
	

	11.
	Relocate remaining staff as needed, and as space and capability become available, to complete remaining Central Office Business Processes
	Additional staff will be required to complete remaining business processes.  As space becomes available and as capability increases, unit managers will direct the Staff Support team to contact and relocate staff as necessary.
	
	George Dunford
Cindi Liebe

Karen Andall

Brian Florip
	


Loss of Power

Loss of Power is our plan to ensure continuity of operations if the facility is disabled by power loss.

Examples might include:

A generator being hit by lightning

A car crashing into nearby electrical wires

Severe flooding in the area

Recovery Procedure

The recovery procedure depends upon the length of time the power is anticipated to be out.  If we anticipate power will be out for longer than four hours, we will activate the Alternate IT Site at Hillcrest Youth Correctional Facility to restore network and email capabilities to the rest of the agency.  If we anticipate power will return in 2 days or less, we will use the call tree to let Central Office employees know not to report to work until further notice.
If we anticipate the power will be out longer than 2 days, we will begin implementing our procedures to conduct business at an alternate site.  Our plan consists of relocating Central Office operations to two sites.  All Central Office Business Operations will be relocated to MacLaren Youth Correctional Facility, while all IT/IS operations will be relocated to Hillcrest Youth Correctional Facility.  
Recovery Location

If more than four hours, the recovery location for IT operations will be at Hillcrest Youth Correctional Facility in Salem.

Hillcrest Youth Correctional Facility in Salem has been designated as the Alternate Information Technology worksite.  Hillcrest YCF will serve as the back-up system to Central Office IT and IS services.  It is anticipated that Hillcrest facilities could support Central Office IT operations for at least 30 days.  At this point, if Central Office is still unavailable, OYA will use the DAS Alternate Site Request Form to find other accommodations.

Hillcrest Youth Correctional Facility

2450 Strong Road SE

Salem, OR 97302

(503) 986-0400
If less than 2 days, the recovery location will be our primary worksite.

If more than 2 days, MacLaren YCF has been designated as the alternate worksite.
The Training Academy at MacLaren Youth Correctional Facility in Woodburn has been designated as the alternate worksite for Central Office Business operations.  It is anticipated that the Training Academy and other facilities at MacLaren will be able to support Central Office operations for up to 30 days.  At this point, if Central office is still unavailable, OYA will use the DAS Alternate Site Request Form to find other accommodations.

MacLaren Youth Correctional Facility

2630 N. Pacific Hwy.

Woodburn, OR 97071
(503) 982-4498
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Dependencies

This plan is dependent upon the alternate worksites having power during the outage that has affected Central Office.  If a wide scale disaster is the cause of the loss, our alternate site may not be available.
Many Central Office business process are dependent on external agencies and computer systems.  This plan is dependent on those agencies and systems being operational.  If a wide scale disaster is the cause of the loss, it may not be possible to restore all business processes.
Other Considerations

A power outage may affect the ability to communicate with staff, facilities, field offices, partners, outside agencies, and vendors.
Recovery Steps - Summary

Step 1 – Contact BCP Executive Lead team members and arrange for a meeting
Step 2 – Executive Lead team meets and reviews plan; activates BCP Crisis Management Teams Step 3 – Contact Utility Services
Step 4 – Alert alternate site location to begin setting up for incoming staff
Step 5 – Contact DAS phones to redirect phone lines
Step 6 – Meet with Alternate Site management to review operating procedure 

Step 7 – Contact Alternate Site Staff with directions for deployment

Step 8 – Notify Superintendents, Directors, and Field Office Supervisors of relocation
Step 9 – Public Information Team announces relocation to media outlets
Step 10 – Notify providers of relocation and possible service delays 

Step 11 – Complete RTO 0, 1, 2, and 3 Central Office Business Processes at the Alternate Site

Step 12 – Relocate remaining staff as needed, as space and capability become available, to 

complete remaining Central Office Business Processes

Recovery Steps - Detail
	Step Number
	Step


	Step Detail


	Additional Resources Required:


	Responsibility 


	Date Completed  and Initials:

	1.
	Contact BCP Executive Lead Team and arrange for a meeting
	Contact team members (see BCP Team page for contact numbers) or their alternates and arrange a meeting.


	Telephone
	Shawna Hill
	

	2.
	Executive Lead Team meets and reviews plan; activates BCP Crisis Management Teams
	Meet with BCP team members and assess the situation. Review the plan and determine whether or not all steps need to be taken.  Based on the situation, do other steps need to be implemented?  If so, document and assign responsibility. 


	Meeting location
Telephone
	Lori Widder 

BCP Coordinator
	

	3.
	Contact Utility Services
	Contact Utility Services for an estimate of outage duration.  Use this estimate to plan relocation.
	
	
	

	4.


	Alert Alternate Site locations to begin setting up for incoming staff
	Contact the alternate worksite and inform them that we are invoking our Business Continuity Plan. Arrange the details for relocation.
	MacLaren YCF

Hillcrest YCF

Telephone
	
	

	5.
	Contact DAS phones to redirect phone lines
	Contact DAS phones to alert them of relocation.  Request that primary Central Office phone lines be redirected to Alternate Site.  


	Telephone

DAS contact information
	
	

	6.
	Meet with Alternate Site management to review operating procedure
	Do an on site inspection of the alternate worksite.  Ensure that all required equipment is present and in working order.  Ensure all required support supplies are present.


	See lists “Primary Computer System Requirements,” “Vital Records,” “Equipment and Supplies”
Telephone

Pens

Paper

	
	

	7.
	Contact Alternate Site Staff with directions for deployment
	Contact Alternate Site Staff with directions for deployment including where and when to report to work.

	Staff Contact list

Telephone


	
	

	8.
	Notify Superintendents, Directors, and Field Office Supervisors of relocation

	Contact the Superintendents, Directors, and Field Office Supervisors and inform them that we are invoking our Business Continuity Plan. Arrange the details for communication.


	
	
	

	9.
	Public Information team announces relocation to media outlets

	Create and distribute press release detailing agency status and relocation.  Include instructions for non-deployed staff.
	
	
	

	10.
	Notify providers of relocation and possible service delays
	Contact providers (this includes foster homes, residential treatment programs, vendors, etc.) and notify them of agency relocation.  Inform vendors and providers of possible service delays.
	
	
	

	11.
	Complete RTO 0, 1, 2, and 3 Central Office Business Processes at the Alternate Site 
	Identified Alternate Site Staff should be able to complete all RTO 0, 1, 2, and 3 business processes using normal operations at the Alternate Site.

	
	
	

	12.
	Relocate remaining staff as needed, and as space and capability become available, to complete remaining Central Office Business Processes 
	Additional staff will be required to complete remaining business processes.  As space becomes available and as capability increases, unit managers will direct the Staff Support team to contact and relocate staff as necessary.
	
	
	


Loss of IT/Network

Loss of IT/Network is our plan to ensure continuity of operations if the facility is disabled by loss of computer function.

Examples might include:

A breech has occurred in the network and the server has been shut down due to a computer virus 

The server gives out and must be replaced

Recovery Procedure

The recovery procedure consists of working with IT to restore normal systems. We have a contract with Hewlett-Packard that will allow us to order and receive new equipment in approximately 14 days.  If an emergency is declared by the agency Director, we may purchase outside of contract with CDW to order and receive new equipment in 24 to 72 hours.  We may need temporary IT assistance to reconfigure and restore the system in a timely fashion.  There is a mirrored information processing site used for weekly backup that will assist us in restoring the data that was lost. (This will be Hillcrest YCF.)
The recovery procedure depends upon the length of time the computer system is anticipated to be out.  If we anticipate restoration in 2 days or less, we will use the call tree to let Central Office employees know not to report to work until further notice.

If we anticipate the IT/network will be out longer than 2 days, our plan consists of purchasing and/or rebuilding critical servers.  The OYA Salem and IS Developer servers will be restored to the Hillcrest Server.  The MP2, FileNet, JJIS Reports, and Exchange servers will have to be purchased and replaced if affected.  While computers are down, manual procedures will be implemented where possible.  Forms to conduct these processes can be found in the business units and with the forms coordinator.  There are several employees who were here prior to the computer systems and are familiar with the use of these forms.

When computer systems are available, Central Office Business Processes will continue as normal, and all manual/paper work will need to be recorded in the computer systems retroactively.

Recovery Location

Hillcrest Youth Correctional Facility in Salem has been designated as the Alternate Information Technology worksite.  Hillcrest YCF will serve as the back-up system to Central Office IT and IS services.  It is anticipated that Hillcrest facilities could support Central Office IT operations for at least 30 days.  At this point, if Central Office is still unavailable, OYA will use the DAS Alternate Site Request Form to find other accommodations.
Hillcrest Youth Correctional Facility

2450 Strong Road SE

Salem, OR 97302

(503) 986-0400
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Dependencies

This plan is dependent on IT systems being operational at Hillcrest YCF.  It is also dependent on the computer/systems manufactures and their timeframes for building and shipping new equipment.
Other Considerations

If Central Office IT/Capability is lost, all OYA Facilities and Field Offices will be affected.  If the Email Exchange Server at Central Office is down, the entire agency will be without email capability.
Many outside agencies are dependent on the JJIS reports server.
Recovery Steps - Summary

Step 1 – Contact BCP Executive Lead team members and arrange for a meeting
Step 2 – Executive Lead team meets and reviews plan; activates BCP Crisis Management Teams
Step 3 – Contact IT and determine when computer services will be available.

Step 4 – Contact all staff and outside users to inform them of outage
Step 5 – Determine whether manual processes are necessary, if so begin manual process
Step 6 – Activate IT Disaster Recovery Plan at Hillcrest YCF, begin purchasing and building 

new equipment as necessary
Step 7 – Continue operations that can be completed without IT systems
Step 8 – Notify users as systems become available  

Step 9 – Resume normal operations

Recovery Steps - Detail
	Step Number
	Step


	Step Detail


	Additional Resources Required:


	Responsibility 


	Date Completed  and Initials:

	1.
	Contact BCP Executive Lead Team members and arrange for a meeting
	Contact team members (see BCP Team page for contact numbers) or their alternates and arrange a meeting.


	Telephone
	Lori Widder, BCP Coordinator
	

	2.
	Executive Lead team meets and reviews plans; activates BCP Crisis Management Teams
	Meet with BCP team members and assess the situation. Review the plan and determine whether or not all steps need to be taken.  Based on the situation, do other steps need to be implemented?  If so, document and assign responsibility. 


	Meeting location
	Lori Widder, BCP Coordinator
	

	3.
	Contact IT and determine when computer services will be available

	Meet with IT staff to ascertain cause, solution, and duration of outage.  Establish plans for restoring data using mirrored site and purchasing any necessary equipment.
	Meeting location
	Lori Widder, BCP Coordinator
	

	4.
	Contact all staff and outside users to inform them of outage
	Provide information about duration of outage.  Review manual processes with staff.
	Telephones
Contact information
	Jean Bergen 
Director’s Office

Executive Support
	

	5. 
	Determine whether manual process is necessary, begin manual process.
	Assign employees who had manual process experience to begin the manual process and teach newer employees how to use the forms and conduct the processes.
	Manual Forms
Telephones


	
	

	6.
	Activate IT Disaster Recovery Plan at Hillcrest YCF
	Begin restoration of data using mirrored site.  Restore OYA Salem and IS Developer servers to the Hillcrest Server.  Purchase and build new equipment as necessary to restore systems operations.
	IT Disaster Recovery Plan
Mirrored Site (Hillcrest YCF)

Replacement equipment
	
	

	7.
	Continue operations that can be completed without IT systems
	Continue those operations that can be completed without  IT systems (reception, regular paperwork, etc.)
	Telephones
	
	

	8.
	Notify and update users as systems become available
	Maintain communication with outside users to update them of systems status.  Update staff and users as systems become available.
	Telephones
Email (if possible)
	
	

	9.
	Resume normal operations
	When all systems have been restored, resume normal operations at the Primary site.
	Operational Systems
	
	


Loss of Workforce

Loss of workforce is our plan to ensure continuity of operations if the facility is disabled by loss of workforce.

Examples might include:

The workforce is on strike

There is major disaster in the area, and workforce members have taken time off to care for families and their homes

Several members of the workforce are injured on the job

Recovery Procedure

The recovery procedure is to work with available staff to resume operations.  Depending upon the extent of the workforce outage, we may need to use temporary staffing to assist us in operations.  In addition, we may need to notify our vendors to let them know that there may be service delays.
Recovery Location

Not Applicable.  Recovery will take place onsite.

Dependencies

This plan is dependent upon staff being available to resume processing and having the knowledge to ensure continuity of all operations.

This plan is dependent upon temporary staffing being available – which may not be the case if it is a larger scale disaster.

Other Considerations

None

Recovery Steps - Summary

Step 1 – Contact BCP Executive Lead team members and arrange for a meeting.

Step 2 – Executive Lead team meets and reviews plan
Step 3 – Review available staff knowledge and qualifications

Recovery Steps - Detail
	Step Number
	Step


	Step Detail


	Additional Resources Required:


	Responsibility 


	Date Completed  and Initials:

	1.
	Contact BCP Executive Lead Team members and arrange for a meeting
	Contact team members (see BCP Team page for contact numbers) or their alternates and arrange a meeting.


	Telephone
	Lori Widder
	

	2.
	Executive Lead Team meets and reviews plan
	Meet with BCP team members and assess the situation. Review the plan and determine whether or not all steps need to be taken.  Based on the situation, do other steps need to be implemented?  If so, document and assign responsibility. 


	Meeting location
	Lori Widder
	

	3.
	Review available staff knowledge and qualifications.
	Determine if there are holes in operational knowledge that will create a problem.  Determine if additional/temporary staff will be necessary.
	Meeting Location

Available staff

Available Temporary staff
	Lori Widder
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