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ADOPTION

State agencies have the ethical responsibility for the safety of their employees and the legal obligation to the people of Oregon to be able to continue to operate in a prudent and efficient manner even in the circumstance of an impending or existing threat.

The President has emphasized the need for Continuity of Operations Plans by Presidential Decision Directive (PDD) 67
.  “This capability…[requires] the emergency delegation of authority… the safekeeping of vital resources, facilities and records; …emergency acquisition of the resources necessary for business resumption; and the capability to perform work at alternate work sites until normal operations can be resumed.”

This Plan provides guidance for Oregon Parks and Recreation Department – Reservations Northwest to ensure the continuity of its essential functions across a wide range of potential emergencies.

This Plan is formally adopted as of the signing of this document, noted below, until superseded.   It is applicable to all Reservations Northwest staff and offices.

Recommended changes to this document should be addressed to the Operations Manager, Oregon Parks and Recreation Department – Reservations Northwest.








RNW Operations Manager





Oregon Parks and Recreation Department







OPRD Director






Oregon Parks and Recreation Department
SECTION I:  GENERAL

1-1. Purpose


This Plan provides policy and guidance to ensure the execution of OPRD Reservations Northwest’s essential functions in the event that the current Reservations Northwest facility in the Marquam Building is threatened, or incapacitated, and the relocation of selected personnel and/or functions is required. It also provides policy and guidance for the safety and security of the reservation database and the recovery and redeployment of the database.
1-2. Applicability and Scope


This document is applicable to all OPRD Reservations Northwest personnel.

1-3. Supersession

None. This is the first Plan of this nature for Oregon Parks and Recreation Department – Reservations Northwest.

1-4. Authorities

State:

a. Oregon Revised Statute (ORS) Chapter 401, Emergency Services; Search and Rescue; Emergency Telephone Systems; Communications Districts, 2003 Edition.
b. Executive Order (EO) 04-05, Office of Homeland Security dated  May 11, 2004 by Governor Kulongoski.
c. DAS Statewide Policy 107-001-010, Statewide Business Continuity Planning.
Federal:

a. The National Security Act of 1947, dated July 26, 1947, as amended.

b. Executive Order (EO) 12656, Assignment of Emergency Preparedness Responsibilities dated November 18, 1988, as amended.

c. Executive Order (EO) 12472, Assignment of National Security and Emergency Preparedness Telecommunications Functions, dated April 3, 1984.

d. Executive Order (EO) 12148, Federal Emergency Management, dated July 20, 1979, as amended.

e. Presidential Decision Directive (PDD) 67, Enduring Constitutional Government and Continuity of Government Operations, dated October 21, 1998.

1-5. References

a. Continuity of Operations (COOP) Plan for FEMA Headquarters, dated October 15, 1999.

b. Continuity of Operations (COOP) Plan for FEMA Region X, dated July 27, 2001.

c. Robert T. Stafford Disaster Relief and Emergency Assistance Act, as amended 
(42 U.S.C. 5121, et seq.).

d. Federal Response Plan, 9230-1-PL, dated April 1999.

e. Presidential Decision Directive (PDD) 62, Protection Against Unconventional Threats to the Homeland and Americans Overseas, dated May 22, 1998.

f. Presidential Decision Directive (PDD) 63, Critical Infrastructure Protection (CIP), dated May 22, 1998.
g. Oregon Emergency Management Plan, dated January 1, 2001.

h. Sound The Alarm, A RisKey or Guide to Preparing State Government Offices for Emergencies, dated August 31, 1994.
i. DigitalCare Inc Business Continuity Training Academy Desk Reference Workshop information copyrighted 2006. Located at www.oregon.gov/DAS/EISPD/BCP/activities/academy/index.shtml
1-6. Planning Responsibilities

a. Oregon Parks and Recreation Department BCP Coordinator 

1. Identify and maintain the Agency’s essential functions and the individuals to support them.
b. OPRD Information Services Manager

1. Coordinate the development of plans and procedures that will enable identified entities to temporarily assume OPRD Reservations Northwest duties.

c. OPRD Reservations Northwest Operations Manager 

1. Responsible for the development and annual review of the OPRD Reservations Northwest Business Continuity Plan.
2. Responsible for updating the Policy and Procedures Manual to reflect definitions for “emergency conditions.”
3. Responsible for scheduling and conducting periodic training and table top exercises relating to the execution of this Plan.

4. Responsible for the updating of this Plan when a significant item changes that is addressed in this Plan.

d. OPRD Reservations Northwest Systems Software Analyst
1. Responsible for the development and annual review of the OPRD Reservations Northwest Information Technology Plan (CobiT Disaster Recovery Plan).

e. OPRD Reservations Northwest Call Center Manager
1. Maintain a current roster of designated OPRD Reservations Northwest Plan support personnel.
2. Responsible for the development of a Plan or Policy to monitor the status and well-being of Reservations Northwest personnel and their families.

1-7. Tests, Training, and Exercises

To ensure that all personnel are familiar with and prepared for Plan operations, the following activities should be conducted:

a. Quarterly testing of the notification process.

b. Annual training for the pre-designated staff on their respective Plan responsibilities.

c. Annual testing and exercising of the OPRD Reservations Northwest Plan to ensure the ability to perform essential functions and operations from the Alternate Site(s).

d. Refresher orientation for pre-designated staff upon deployment and arrival at the Alternate Site.

1-8. Definitions
See Annex A: Definitions and Acronyms
SECTION II:  OPERATIONAL CONCEPT

2-1. Agency Mission and Organizational Chart

The mission of the Oregon Parks and Recreation Department is to provide and protect outstanding natural, scenic, cultural, historic and recreational sites for the enjoyment and education of present and future generations. The Agency is comprised of the headquarters office, located in Salem OR, the State Fair office located in Salem OR, the RNW reservation call center office located in Portland OR, four regional offices located in Newport OR, Portland OR, Coos Bay OR, and Bend OR, and numerous district offices, management unit offices, and field satellite park offices located throughout the state of Oregon.
See Annex B: Leadership Succession and Delegations of Authority for the organizational chart.

2-2. Objectives


Operational objectives for this Plan are:

a. Ensure the continuous performance of critical and essential functions during an emergency.

b. Reduce employee injury or loss of life and minimize damage and losses.

c. Protect essential facilities, equipment, vital records, and other assets.

d. Reduce or mitigate disruptions to operations.

e. Identify managers and supporting staff that would be relocated.

f. Facilitate decision-making for execution of this plan and conduct of operations subsequent to plan execution.

g. Provide support to employees and employee families during an event in order to maximize personnel availability.

h. Provide alternative courses of action to minimize or mitigate the effects of the crisis and shorten the agency response time.

i. Achieve a timely and orderly recovery from an emergency and resumption of full service to customers.

2-3. Situation and Assumptions

Emergencies, or potential emergencies, may affect the ability of OPRD Reservations Northwest to carry out essential functions. The following are conditions or events that would mandate the activation of the OPRD Reservations Northwest Plan by the Oregon Parks and Recreation Department Director or his/her designee:
a. Marquam Building and Reservations Northwest Office Adversely Affected

1. The Marquam Building and the Reservations Northwest office is closed to normal business activities as a result of an event (whether or not originating in the building) such as widespread utility failure, natural disaster, or credible threats of action that would preclude access to or use of the Marquam office building and the surrounding area.
a) Reservation and Web servers are down

i. Scenario 1 – The servers are down and inoperable due to damage to the servers and back up servers must be put into service at the Alternate off-site location. Data will need to be restored from the Iron Mountain data storage facility.

ii. Scenario 2 – The servers are operable, but there is no power or network connectivity. The servers will need to be moved to the Alternate off-site location to function.

b) Phone service is down

c) No staff access allowed
2. The City of Portland is closed to normal business activities as a result of a widespread utility failure, natural disaster, significant hazardous materials incident, Weapons of Mass Destruction (WMD) incident or civil disturbance. Uncertainty regarding whether additional events such as secondary explosions, aftershocks, or cascading utility failures could occur.
3. The emergency condition will require the relocation of selected personnel to pre-selected or alternate facilities.
4. Alternate facilities will be able to support the essential functions of OPRD Reservations Northwest for up to 30 days.
5. Available communications at alternate facilities should be established within 72 hours of notification and are capable of supporting the performance of essential functions within 1 week and for up to a 30 day period.
6. Some of the information systems and communications systems supporting operations during normal non-emergency periods may not be available, such as the phone switch with operator queues and call waiting messages.
7. Initially, only pre-identified critical staff members will be moved to alternate facilities.  Other staff may be called for duty and deployed as required.
8. An emergency condition may exist in the state which requires OPRD Reservations Northwest pre-designated staff to respond to the State Emergency Coordination Center (ECC) to represent OPRD Reservations Northwest.
b. Marquam Building Affected, Reservations Northwest Office Only Partially Affected
1. An emergency condition may exist within the building, partially affecting Reservations Northwest and its essential functions, and may require the reassignment of selected personnel to assist other locations with processing reservations.
a) Reservation and Web servers are down

b) Phone service is working

c) Staff has access to the office

2. An emergency condition may exist which has the potential to cause Reservations Northwest to move pre-designated staff and essential functions to an alternate location for a short duration and to help field park sites with the additional work load.

3. Other Reservations Northwest staff may continue operating from their facility.

c. Marquam Building Not Affected, Reservations Northwest Office Affected
1. An emergency condition exists in the city that requires the Reservations Northwest office to close. Emergency condition could be weather related, natural disaster, or other factors.

a) Reservation and Web servers are up and working

b) Phone services is working

c) No staff access to the office

2. An emergency condition exists in the city which may require the reassignment of selected personnel to pre-designated field park sites for the execution of their essential and critical functions and to help field park sites with the additional work load.
3. Pre-designated staff will continue to work and provide certain essential functions from home, or from selected park field sites.

2-4. Concept of Execution

a. For Situation A: Scenario 1 – All services down – No staff access – Server Damaged
1. To continue providing service to our reservation clients in the most expedited manner, on a short term basis:
a) Phone messages will be placed on the phone switch, either on the RNW phone switch or the AT&T Denver switch if the local switch is not operative, to call parks directly.
b) Messages will be placed on the OPRD website and the ReserveAmerica, Inc reservation website explaining the problem and directing customers to contact the parks directly.
c) IS staff will contact park field sites to place a “fake” EDX on their reservation systems to allow each park to operate locally until communications can be re-established to the RNW CRS server.
d) Pre-designated RNW staff will be deployed to the park field sites to aid staff with the additional work load in answering phones and booking reservations.
e) IS staff will begin rebuilding the server or backup server and obtain off-site data from Iron Mountain to restore the database on the server.
2. If it appears that access to the RNW facility will not be regained in the short term:
a) The rebuilt server and all necessary equipment will be sent to and installed at the Alternate site located in the OPRD Salem headquarters office.
b) Once all services are functioning in the Alternate location, the park field sites will have their “fake” EDX removed and start communicating with the CRS server again. Each park will need to send an upload of all reservation data accumulated on the local database while the server was off-line. That data will need to be imported into the central database before agents begin making reservations centrally to prevent overbooking.
c) Pre-designed RNW staff will be deployed to the Alternate call center site in Salem.
d) RNW staff will begin normal operations at the Alternate call center.
3. A second alternative solution for operation of the call center on a long term basis:
a) Obtain the backup database tapes from Iron Mountain.
b) ReserveAmerica, Inc will load the Oregon data on their database servers and provide dial-up connection for our park field sites.
c) ReserveAmerica, Inc will commence operating as OPRD’s call center.
d) RNW will send representative to RA’s call center to act as resources.
b. For Situation A: Scenario 2 – All services down – No staff access – Server Functional
1. To continue providing service to our reservation clients in the most expedited manner, on a short term basis:
a) Phone messages will be placed on the phone switch, either on the RNW phone switch or the AT&T Denver switch if the local switch is not operative, to call parks directly.
b) Messages will be placed on the OPRD website and the ReserveAmerica, Inc reservation website explaining the problem and directing customers to contact the parks directly.
c) IS staff will contact park field sites to place a “fake” EDX on their reservation systems to allow each park to operate locally until communications can be re-established to the RNW CRS server.
d) Pre-designated RNW staff will be deployed to the park field sites to aid staff with the additional work load in answering phones and booking reservations.
2. If it appears that access to the RNW facility will not be regained in the short term:
a) The server and all necessary equipment will be moved to and installed at the Alternate site located in the OPRD Salem headquarters office.
b) Once all services are functioning in the Alternate location, the park field sites will have their “fake” EDX removed and start communicating with the CRS server again. Each park will need to send an upload of all reservation data accumulated on the local database while the server was off-line. That data will need to be imported into the central database before agents begin making reservations centrally to prevent overbooking.
c) Pre-designed RNW staff will be deployed to the Alternate call center site in Salem.
d) Pre-designated RNW staff will begin normal operations at the Alternate call center.
c. For Situation B: Server is down – Phones are working – Staff has access
1. To continue providing service to our reservation clients in the most expedited manner, on a short term basis:
a) Pre-designed number of RNW call center staff will answer phones and direct customers to contact the parks directly.
b) Messages will be placed on the OPRD website and the ReserveAmerica, Inc reservation website explaining the problem and directing customers to contact the parks directly.
c) IS staff will contact park field sites to place a “fake” EDX on their reservation systems to allow each park to operate locally until communications can be re-established to the RNW CRS server.
d) Additional pre-designated RNW staff will be deployed to the park field sites to aid staff with the additional work load in answering phones and booking reservations.
2. This situation is not expected to extend long term, but if it does, the long term solutions for Situation A will be employed.
d. For Situation C: Server is working – Phones are working – Staff has no access
1. To continue providing service to our reservation clients in the most expedited manner, on a short term basis:
a) Phone messages will be placed on the phone switch, to call parks directly.
b) Messages will be placed on the OPRD website and the ReserveAmerica, Inc reservation website explaining the problem and directing customers to contact the parks directly.
c) Because the server and modems are still functioning, the park field sites will be able to continue operations connected to the CRS server and operate in a live on-line mode.
d) Pre-designated RNW staff will be deployed to the park field sites to aid staff with the additional work load in answering phones and booking reservations, if weather or conditions permit them leaving the city. If RNW staff is unable to leave the city, park field staff will need to reallocate local resources to handle the additional workload.
e) Pre-designated RNW staff will continue to work and provide certain essential functions from home, or from selected park field sites.
2. This situation is not expected to extend long term, but if it does, the long term solutions for Situation A will be employed.
e. OPRD Reservations Northwest personnel who are reassigned to assist other park sites under this Plan have been pre-designated. Staff may be assigned to this temporary duty for up to 30 days.
f. OPRD Reservations Northwest personnel who are relocated to an Alternate Site under this Plan have been pre-designated. Staff must be able to continue operations and the performance of essential functions for up to 30 days from the alternate location.
g. Alternate Site space and support capabilities will be limited; therefore staff assigned to the Alternate Site must be restricted to only those personnel who possess the skills and experience needed for the execution of critical and essential functions.
h. It is anticipated that an Alternate Site will be located within commuting distance of the Portland area, and prepared to accept staff within 1 week.
i. OPRD Reservations Northwest personnel who are not designated as Alternate Site members may be directed to move to some other state facility or duty station, or may be advised to remain at or return home pending further instructions. Reference DAS Statewide Policy 60.015.01 concerning Temporary Interruption of Employment. 
j. An OPRD Reservations Northwest Plan activation will not, in most circumstances, result in a change of duty location affecting the pay and benefits of OPRD Reservations Northwest personnel.
2-5. Alternate Site(s)

a. Two Alternate Sites have been identified for short term operation. The immediate short term solution locations are out of the area, and located at pre-designated park field sites scattered around the state. The longer short term solution is within commuting distance of the regular business address and located at the OPRD Salem headquarters office. The Salem headquarters office has XXX at a minimum square footage and has been equipped to allow for emergency operational use with 1 week of notification.
b. In the event of state-wide impact or a lengthy recovery time to restore use to the existing or a new facility, or rebuild a new CRS server, ReserveAmerica, Inc would be under written agreement to assume OPRD Reservations Northwest call center activities.
1. ReserveAmerica, Inc would be provided with the most recent copy of the CRS database by Reservations Northwest from Iron Mountain Storage off-site data storage.

2. RA, Inc would load the RNW provided database on one of their reservation servers, and would provide extended call center functions until RNW was deemed functional.
Refer to Annex D: Alternate Site Locations and Contacts
2-6. Essential Functions

a.
It is important to establish priorities prior to an emergency to ensure that designated staff can complete Reservations Northwest critical and essential functions.  All Managers shall ensure that their essential functions can continue or resume as rapidly and efficiently as possible during an emergency relocation.  

b.
Any task not deemed essential must be deferred until additional personnel and resources become available.  Identify non-essential functions that could potentially be deferred or handled via telecommuting.

Refer to Annex C: Essential Functions
2-7. Assumption of OPRD Reservations Northwest Essential Functions

a. If the OPRD Reservations Northwest Plan cannot be implemented for any reason, the OPRD Salem headquarters facility will be prepared to assume responsibility for Reservations Northwest essential functions utilizing pre-designated personnel.

b. If for any reason OPRD Salem headquarters cannot assume or maintain responsibility for OPRD Reservations Northwest essential functions, ReserveAmerica, Inc will be prepared to assume temporary leadership and responsibility for essential reservation functions.

2-8. Warning Conditions

a. With Warning:  It is expected that, in some cases, OPRD Reservations Northwest will receive a warning at least a few hours prior to an event.  This will normally enable the full execution of this Plan with a complete and orderly alert, notification, and deployment of the pre-designated staff.

b. Without Warning:  The ability to execute this Plan following an event that occurs with little or no warning will depend on the severity of the emergency and the number of OPRD Reservations Northwest personnel that have been affected by the event.  If deployment is not feasible because of the loss of personnel, temporary leadership of OPRD Reservations Northwest will be passed to the Information Services Manager, who will implement the plan to continue providing RNW essential functions, as explained in subparagraph 2-7 above.
1. Non-Duty Hours:  Although the Reservations Northwest office building may be rendered inoperable, it is likely that the majority of Reservations Northwest staff could be alerted and deployed to the Alternate Site(s).

2. Duty Hours.  If possible, this Plan will be activated and the pre-designated available staff will be deployed to the Alternate Site(s).

2-9. Direction and Control

a. Lines of succession will be maintained by all Managers reporting to the Agency Director to ensure continuity of essential functions.  Successions should be provided to a minimum depth of three at any point where policy and directional functions are carried out.

b. The Agency Director or designated successor from the line of succession may order activation of the OPRD Reservations Northwest Plan.

Refer to Annex B: Leadership Succession and Delegation of Authority
2-10. Operating Hours

a. The OPRD Reservations Northwest Operations Manager will determine the hours of work for the Alternate Site workforce.  However, it is expected that the working hours of most relocated members will be similar to normal non-emergency periods at Reservations Northwest.
b. Certain members deployed to the Alternate Site must be prepared to support a 24-hour-per-day, 7-day-per-week operation if required.

SECTION III: OPERATIONAL RESPONSIBILITIES AND PROCEDURES

3-1. Responsibilities of the Office of the Director

Position description: Director and appointing authority for the agency.
a. Appoint a Plan point of contact for the Agency, responsible for overseeing the development and coordination of the Agency’s and Division’s unique Business Continuity Plans.
b. Pre-delegate authorities for making policy determinations.
c. Support periodic coordination visits and annual tests and exercises by the Agency.

3-2. Responsibilities of the Business Continuity Plan Coordinator

Position description: Staff person designated by the director to serve as the BCP coordinator for the agency.
a. Provide guidance to the Reservations Northwest Operations Manager in developing and maintain the OPRD Reservations Northwest Plan and coordinate associated activities. Keep Director and Managers informed of changes of updated information and new guidance from the Governor’s Office or DAS concerning business continuity.
b. Coordinate the development the OPRD Reservations Northwest Plan Test, Training and Exercise Plan.

d. Appoint Managers to develop and coordinate additional unique plans and/or procedures to support the OPRD Reservations Northwest Plan.
e. Ensure copies of this Plan and all supporting documents are maintained off-site by the OPRD Information Services Manager, OPRD Reservations Northwest Operations Manager, RNW Call Center Manager, RNW Systems Software Analyst and their line of succession.
f. Update the order of succession as necessary.

g. Maintain current personnel emergency alert and notification rosters.

3-3. Responsibilities of Information Services Manager

Position description: Information Services Manager and Chief Information Officer for the agencies information services technology division and Reservations Northwest.
a. Develop and maintain the OPRD Reservations Northwest Plans and Procedures for OPRD headquarters facility to temporarily assume the duties of OPRD Reservations Northwest, or the agreement with ReserveAmerica, Inc to accept the CRS database and provide call center operations for RNW. 
b. Develop, in coordination with the Alternate Site Facilities Manager and the OPRD RNW Operations Manager, the OPRD Reservations Northwest Site Support Procedures that identify the requirements for receiving and supporting approximately 20 employees relocating to the Alternate Site for up to 30 days. 
1. The Alternate Site Support Procedures will describe in detail the procedures for providing, at a minimum:  facility access, in-processing, office and lodging (if required) assignments, physical security, administrative support and supplies, food services, transportation (off site and on), medical services, communications support, and information systems support.
2. Keep a copy of OPRD Reservations Northwest Site Support Procedures on file.  Review procedures annually to ensure that they are current and still viable.
c. Annually update the plan and procedure that will enable identified entities to temporarily assume OPRD Reservations Northwest duties.

d. Maintain periodic contact with identified entities who may temporarily assume OPRD Reservations Northwest duties.
e. Remain apprised of any changes in personnel, procedures, infrastructure or hardware that would affect the entities ability to assume Reservation Northwest’s essential duties. 
f. Keep the BCP Coordinator informed of any site vulnerabilities or changes in site resources that may impact the effective execution of the OPRD Reservations Northwest Plan.
g. Keep BCP Coordinator informed of updated changes to Plan. 

3-4. Responsibilities of Reservations Northwest Operations Manager

Position description: Reservations Northwest on-site program manager for the OPRD reservation program, call center, statewide information center, technical support, administration and financial functions for the reservation program.
a. Annually reviews and update the Business Continuity Plan when needed. Make periodic updates when significant items change that are addressed in the Plan.
b. Update Policy and Procedures Manual to reflect definitions for “emergency conditions.”
c. Keep Information Services Manager informed of updated changes to Plan. 

d. Keep the Information Services Manager informed of any site vulnerabilities or changes in site resources that may impact the effective execution of the OPRD Reservations Northwest Plan.
e. Identify critical and essential functions and update as necessary.

f. Identify those OPRD Reservations Northwest missions or functions, if applicable, that can be deferred or terminated in the event the OPRD Reservations Northwest Plan is implemented.

g. Arrange for preparation of backup copies or updates of vital records.

h. Prepare OPRD Reservations Northwest’s Site Support Procedures in support of this Plan to ensure the smooth transition of essential functions, personnel, equipment, and vital records from the OPRD Reservations Northwest Office to the Alternate Site.

i. Ensure that all designated Alternate Site staff understand the OPRD Reservations Northwest Plan procedures and all other agency personnel not pre-designated as Alternate Site staff understand their responsibilities. The official status of non-deployed Alternate Site personnel will be determined by the circumstances requiring OPRD Reservations Northwest Plan activation.

j. Develop, schedule and assign responsibilities for Plan testing, training and exercising, at appropriate levels.
k. Conduct quarterly tests of the OPRD Reservations Northwest alert and notification system.

l. Conduct periodic coordination visits to Alternate Sites.

m. Support the orderly transition of all OPRD Reservations Northwest essential functions, personnel, equipment and records from the Alternate Site back to a new or restored OPRD Reservations Northwest facility.
3-5. Responsibilities of Systems Software Analyst
Position description: Lead technology support position and system administrator for the reservation system hardware, software, and database. 
a. Develop an OPRD Reservations Northwest Information Technology Plan that details the transition of critical telecommunications and information systems from OPRD Reservations Northwest to the Alternate Site, and from the Alternate Site to a reconstructed OPRD Reservations Northwest office building.
b. Provide for the proper storage of backup copies of vital records and other pre-positioned items.

c. Coordinate RNW’s telecommunications and information systems requirements (i.e. Servers, PCs, Modems, software, connectivity, data, secure and non-secure voice, e-mail, etc.).

d. Ensure that unique or critical information system requirements are considered in planning, and, if appropriate, are identified as capabilities to be provided by support organizations.

e. Provide guidance on the periodic backup and transfer of essential OPRD Reservations Northwest data systems to the Iron Mountain off-site data storage facility.

f. Inform OPRD Reservations Northwest management on the status of telecommunications and information systems.

3-6. Responsibilities of Reservations Northwest Call Center Manager
Position description: On-site manager for the reservation call center and statewide information center, call center agent scheduling and primary customer contact.
a. Make appropriate food and lodging arrangements for employees who need to remain overnight, if required.

b. Develop Plan or Policy to monitor the status and well-being of RNW personnel and their families.
c. To the extent possible, pre-position essential items at Alternate Facilities or other off-site locations.
d. Maintain a current roster of designated OPRD Reservations Northwest Plan support staff personnel.
e. Maintain a current roster of designated Alternate Site staff.
f. Provide guidance on the management of vital records.
3-7. Responsibilities of Reservations Northwest Park Office System Specialist
Position description: Primary technical support for the field site portion of the reservation system – hardware installation, software and database support. Oversees the Hot Line support team and provides them with higher level technical support.
a. Develop a step by step plan for the park field site computers to handle accepting reservations on a “stand alone” basis, when reservation calls from the call center must be transitioned to the field site locations. Include in the plan the transition back to centralized reservations and moving the “stand alone” data back to the central database.
b. Maintain a current list of all reservation parks, key personnel, contact numbers, locations and dial-in access information.

c. Provide guidance to the Hot Line staff in assisting field staff with the reservation processing transition.
3-8. Responsibilities of Reservations Northwest Database Specialist
Position Description: Primary technical support for the CRS database. Also responsible for maintaining and scripting the call center phone switch and setting up call center agent phone queues. May also backup the Hot Line or provide them with higher level technical support.
a. Develop a step by step plan for rebuilding the CRS database in coordination with the Systems Software Analyst.
b. Document all setup, maintenance and scripting for the Reservations Northwest phone system.
c. Provide guidance and information to the Hot Line staff as needed.
SECTION IV: PHASE I - ACTIVATION AND RELOCATION

In general, the following procedures will be followed in the execution of the OPRD Reservations Northwest Plan. The extent to which this will be possible will depend on the emergency; the amount of warning received; whether personnel are on duty at OPRD Reservations Northwest or off duty at home or elsewhere; and possibly, the extent of damage to the OPRD Reservations Northwest office and its occupants.

4-1. Emergency Notification

a. The notification process is intended to allow personnel to transition smoothly to the Alternate Site(s) and continue the execution of essential functions across a wide range of potential emergencies.  Notification may be in the form of:
1. Alerts to employees that relocation is imminent.

2. An announcement of OPRD Reservations Northwest Plan activation that directs staff to report to the Alternate Site(s), and provides instructions for time of movement, reporting, and transportation details.

3. Instructions to pre-designated staff to report for immediate departure and/or relocation to the Alternate Site(s) and instructions to non-deploying employees.

b. The OPRD Reservations Northwest Operations Manager or designee will notify Oregon Parks and Recreation Department Director, OPRD BCP Coordinator, OPRD Information Services Manager, Oregon State Police (OSP) headquarters (Communications Center or Executive Security) [if condition warrants], that an emergency relocation of the OPRD Reservations Northwest Office is anticipated or needed.

4-2. Initial Actions Following Receipt of Emergency Notification

a. Pre-designated staff ensures they have the required documentation and equipment needed to perform RNW’s essential functions, and are prepared to move to the Alternate Site(s).

b. All organizational elements implement normal facilities security procedures for area(s) being vacated.

4-3. OPRD Reservations Northwest Plan Activation (Duty Hours)

a. The Director, or designee in direct succession, activates the Plan and instructs other Managers to begin movement of the pre-designated staff immediately. 
b. The Director or designee notifies OSP, DAS, and other state and local officials of the emergency requiring activation of the OPRD Reservations Northwest Plan.
c. Pre-designated staff departs for the Alternate Site(s).

d. The RNW Operations Manager notifies the Facility Manager at the building that the pre-designated staff has departed the OPRD Reservations Northwest Office.

e. If already at the OPRD Reservations Northwest Office, other OPRD Reservations Northwest employees remain on duty, if the facility is not in danger and is habitable, pending further guidance.

4-4. OPRD Reservations Northwest Plan Activation (Non-Duty Hours)

a. The Director notifies OSP and DAS and other state and local officials of the emergency requiring activation of the OPRD Reservations Northwest Plan.

b. The Director directs Managers to prepare for movement of pre-designated staff to the Alternate Site(s) and to report at a specified time

c. Upon notification, the pre-designated staff departs for the Alternate Site from their current location.

d. Other OPRD Reservations Northwest employees are directed to remain at home pending further instructions.

4-5. Transition of Responsibilities to the Alternate Site

a. Following arrival at the Alternate Site(s) and the establishment of communications links, the OPRD Reservations Northwest Operations Manager, or his/her designated successor, orders the cessation of operations at the OPRD Reservations Northwest Office building.
b. The OPRD Reservations Northwest Operations Manager notifies appropriate government officials and reservation systems vendor (RA, Inc), that the OPRD Reservations Northwest operations have shifted to the Alternate Site(s).
c. As appropriate, press, news media, outside customers, vendors and other service providers are notified by an official spokesperson from OPRD headquarters that OPRD Reservations Northwest has been temporarily relocated.

SECTION V:  PHASE II - ON-SITE OPERATIONS

5-1. Arrival of Pre-Designated Staff at the Alternate Site 
a. Upon arrival at the Alternate Site, OPRD Reservations Northwest staff will report to the Alternate Site Facility Manager to check in.
1. For the short term solution, RNW staff will be deployed to key park field sites to aid field staff with the additional call volume and processing reservations locally. They will report their arrival to the field manager.
2. For the longer term solution, RNW staff will be deployed to the central alternate facility set up as an alternative call center.

b. The Alternate Site Facility Manager will disseminate current administrative and logistical information to OPRD Reservations Northwest staff members upon arrival. This information should cover a period of up to 30 days.
5-2. Staff Responsibilities

As soon as possible the pre-designated staff will begin providing support for the following functions:


a. As appropriate, staff will begin to retrieve pre-positioned information and data, activate specialized systems or equipment, etc.
b. Establish and maintain communication links with appropriate local, state, and federal agencies.
c. Monitor and assess the situation that required the relocation.
d. Monitor the status and well being of OPRD Reservations Northwest personnel and family members.
e. Continue OPRD Reservations Northwest essential functions.
f. Plan and schedule relocation of site operations back to Portland.

SECTION VI: PHASE III - RECONSTITUTION/TERMINATION

6-1. General

Within 24 hours of an emergency relocation, the OPRD Reservations Northwest Operations Manager or designee will initiate operations to salvage, restore, and recover the OPRD Reservations Northwest office building after the approval of the local and state law enforcement and emergency services involved.  Once the appropriate OPRD Reservations Northwest representative has made this determination in coordination with other state officials, one or a combination of, the following options may be implemented, depending on the situation:

a. Continue to operate from the Alternate Site.

b. Begin an orderly return to the OPRD Reservations Northwest office building and reconstitute a state office from remaining resources.

c. Begin to establish a reconstituted OPRD Reservations Northwest office in some other facility in the local metropolitan commuting area of Portland.

6-2. Procedures
a. The OPRD Reservations Northwest Operations Manager, or other authorized person in the line of succession, will determine:
1. The OPRD Reservations Northwest office building can be reoccupied; or
2. That a different facility will be established as a new RNW office.
b. The OPRD Reservations Northwest Operations Manager or Call Center Manager will oversee the orderly transition of all OPRD Reservations Northwest office functions, personnel, equipment, and records from the Alternate Site to the selected or reconstituted facility.
c. Prior to relocating to the selected facility, the Manager or designee will conduct appropriate security, safety, and health assessments.
d. When the initial personnel contingent, necessary equipment, and documents are in place at the new or restored OPRD Reservations Northwest office facility, the staff remaining at the Alternate Site will transfer essential functions, cease operations, and deploy to the new or re-opened OPRD Reservations Northwest office.

SECTION VII: COORDINATING INSTRUCTIONS

7-1. Personnel

a. Only personnel who are needed for the continuous execution of essential functions will be included on individual Plan relocation rosters.

7-2. Vital Records and Databases

a. One of the OPRD Reservations Northwest Plan objectives is to ensure the protection of vital records, regardless of media type, that are needed to support essential functions under all emergency conditions.

b. Categories of these types of vital records and databases may include:
1. Emergency Operating Records:  Vital records, regardless of media, essential to the continued functioning or reconstitution of an organization during and after an emergency.  Included are emergency plans and directives; orders of succession; delegations of authority; staffing assignments; and related records of a policy or procedural nature that provide agency staff with guidance and information resources necessary for conducting operations during any emergency, and for resuming normal operations at its conclusion.
2. Legal and Financial Rights Records:  Vital records, regardless of media, critical to carrying out an organization’s essential legal and financial functions and activities, and protecting the legal and financial rights of individuals directly affected by its activities.  Included are records having such value that their loss would significantly impair the conduct of essential agency functions, to the detriment of the legal or financial rights or entitlements of the organization or of the affected individuals.  Examples of this category of vital records are accounts receivable; accounts payable; contracting and acquisition files; official personnel files; Social Security, payroll, retirement, and insurance records; and property management and inventory records.

7-3. Pre-positioned Information

Without appropriate planning, essential data maintained at the OPRD Reservations Northwest office might not be available to deployed OPRD Reservations Northwest members.  Managers will ensure that databases and other references supporting the OPRD Reservations Northwest essential functions are pre-positioned at the Alternate Site or other offsite location, carried with deploying personnel, or are made available through an automated data backup process.

7-4. Telecommunications and Information Systems Support
It is imperative that Managers ensure that unique or critical information system requirements are considered in planning and, if appropriate, are identified as capabilities to be provided by support organizations at the Alternate Site.  All telecommunications and information support requirements should be detailed in individual Section Implementation Plans and be fully coordinated with the Agency Plan Coordinator. Consideration should be given to the use of alternate types of communication (e.g. HF radio, satellite phone service, etc.)  Managers shall maintain all necessary and up-to-date files, documents, computer software, and databases required for carrying out essential functions.

7-5. Emergency Notification


See Annex F: Emergency Notification
7-6. Transportation, Lodging, and Meals

Refer to Annex G for entitlements related to local travel and temporary duty at the Alternate Site.  General information about transportation to the Alternate Site and on-site lodging, and meals is provided in the following subparagraphs.

a. Transportation: To the extent possible pre-designated staff, if activated, are encouraged to use their privately owned vehicles (POVs) to commute to the Alternate Site or as directed.

b. Lodging: The lead OPRD Reservations Northwest Manager is responsible for lodging arrangements for relocated employees who are unable to commute from home, or who may be required to work extended hours at the Alternate Site

c. Meals: The lead OPRD Reservations Northwest Manager at the Alternate Site is responsible for meal arrangements at the Alternate Site.

7-7. Security

Security should be established for the Alternate Site in accordance with Security Procedures for the standard OPRD Reservations Northwest facility.

7-8. Personal Items

Each pre-designated staff member requiring lodging at or near the Alternate Site should consider bringing appropriate personal items and changes of clothing for an extended stay.

7-9. Clothing

Casual dress is appropriate for OPRD Reservations Northwest operations at the Alternate Site.

7-10. OPRD Reservations Northwest Plan Points of Contact

Refer to Annex I: OPRD Reservations Northwest Plan Points of Contact
7-11. Medical Support

a. The closest local hospital to the Alternate Site is Salem Hospital.  Call 911 for Fire Department or EMS to respond to the facility in the event of a medical emergency.

b. Deploying personnel should bring an adequate supply of personal items, such as medicines, hearing-aid batteries, and eyeglasses, etc. with them.

c. Contact the building coordinator, for special arrangements such as refrigeration of pharmaceutical and medical supplies.

d. Deploying personnel are encouraged to bring health insurance cards.

ANNEX A:  DEFINITIONS and ACRONYMS
The following terms or phrases are found in this document:
Alternate Site:  An alternate facility to which pre-designated OPRD Reservations Northwest staff will move to in order to continue essential functions in the event the building is threatened or incapacitated.

APM:  American Property Management Corporation – The owner and operator of the Marquam Building that houses the OPRD Reservations Northwest reservation call center, information center, administrative and accounting offices.

Business Continuity Plan (BCP): Process of developing and documenting arrangements and procedures that enable an organization to respond to an event that lasts for an unacceptable period of time and return to performing its critical functions after an interruption. Similar terms: business resumption plan, continuity plan, contingency plan, disaster recovery plan, recovery plan.
CobiT Disaster Recover: CobiT (Control Objectives for Information and related Technologies) is an IT governance framework and supporting toolset that allows managers to bridge the gap between control requirements, technical issues and business risks. It is the framework of RNW’s disaster recovery plan for the CRS server, database and phone system.
CRS:  Central Reservation System – application and database that is used to enter reservation information for OPRD facilities. Application is licensed from ReserveAmerica, Inc by OPRD Reservations Northwest. Park field site reservation computers connect to this central database through modem/phone line communication.
Critical/Essential Functions: Business activities or information that could not be interrupted or unavailable for several business days without significantly jeopardizing operation of the organization or impacting the revenue flow.  

DAS:
Department of Administrative Services is the central administrative agency of Oregon state government.
Disaster: A sudden, unplanned catastrophic event causing unacceptable damage or loss. 1) An event that compromises an organization’s ability to provide critical functions, processes, or services for some unacceptable period of time 2) An event where an organization’s management invokes their recovery plans.
ECC:  Emergency Coordination Center - provides and maintains a broad range of communication systems used by the general public, the state, local government and other agencies for the purpose of public warning and emergency notification, and for general preparedness and emergency support as part of the Office of Oregon Emergency Management.
EDX:  Electronic Data Transfer is a program on the field site reservation computers required to exchange information between the local database and the CRS database. If field sites are not able to access the CRS database, this program must be deactivated and replaced with a “fake” EDX to allow field sites to operate off-line in a local mode. This allows field sites to continue functioning if the central server is incapacitated.
Emergency: As defined by ORS 401.025, "includes any man-made or natural event of circumstance causing or threatening loss of life, injury to person(s) or property, human suffering or financial loss; and includes, but is not limited to: fire, explosion, flood, severe weather, drought, earthquake, volcanic activity, spills or releases of oil or hazardous material as defined in ORS 466.605, contamination, utility or transportation emergencies, disease, blight, infestation, civil disturbance, riot, sabotage and war."
FMS:  OPRD’s Financial Management System which interfaces financial revenue and payables information to SFMA.

IS:  Information Services – Technology section of OPRD

OPRD:  Oregon Parks and Recreation Department – Headquarters office is located in Salem OR.
OSP:  Oregon State Police – also operates the 911 Communication Center

Plan:  Business Continuity Plan that provides for the continuation of essential critical functions and mission of an organization in the event an emergency prevents occupancy of its primary office building. The Plan is an internal effort to ensure that a viable capability exists to continue essential functions across a wide range of potential emergencies through plans and procedures that delineate essential functions; specify succession to office and the emergency delegation of authority; provide for the safekeeping of vital records and databases; identify alternate operating facilities; provide for interoperable communications; and validate the capability through tests, training, and exercises.

Plan Coordinator:  The designated person responsible for development, maintenance and other actions involving a specific plan. 

Plan Maintenance: The management process of keeping an organization’s Business continuity management plans up to date and effective. Maintenance procedures are a part of this process for the review and update of the BC plans on a defined schedule. Maintenance procedures are a part of this process.
Pre-Designated Staff:  Pre-designated managers and staff who will move to an Alternate Site to continue essential functions in the event the building is threatened or incapacitated

RA, Inc:  ReserveAmerica Inc is the provider of the reservation application used by OPRD Reservations Northwest, both at the call center and at the field park sites, and the provider of our web service interface. ReserveAmerica also operates call centers for other states and government agencies. They are a designated Alternate site.
RNW:  Reservations Northwest is the Oregon State Parks call center established in 1996 to process online reservations for the state of Oregon park facilities. This location also houses the OPRD statewide Information Center which provides customer information on recreation services and other state and government programs.
SFMA:  Statewide Financial Management Application – the statewide financial management and accounting system operated by Statewide Financial Management Services which is a department within DAS. OPRD’s FMS system interfaces nightly to SFMA.

Table Top Exercise: One method of exercising plans in which participants review and discuss the actions they would take without actually performing the actions. Representatives of a single team, or multiple teams, may participate in the exercise typically under the guidance of exercise facilitators.
WMD:
 Weapons of Mass Destruction

ANNEX B:  LEADERSHIP SUCCESSION AND DELEGATIONS OF AUTHORITY
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CHAIN OF COMMAND:
DIRECTOR – OPRD




[Name]

Office Phone:
503-999-9999

Activator of Plan

Cell Phone:

503-999-9999

Home Phone:
503-999-9999
ASSISTANT DIRECTOR – ADMINISTRATION

[Name]

Office Phone:
503-999-9999

Alternate activator of Plan

Cell Phone:

503-999-9999

Home Phone:
503-999-9999
INFORMATION SERVICES MANAGER


[Name]

Office Phone:
503-999-9999

Alternate site contact/coordinator

Cell Phone:

503-999-9999

Home Phone:
541-999-9999

Personal Cell:
559-999-9999
RNW OPERATIONS MANAGER



[Name]

Office Phone:
503-999-9999

Plan coordinator

Cell Phone:

503-999-9999

Pager:


503-999-9999

Home Phone:
360-999-9999

Personal Cell:
360-999-9999
RNW CALL CENTER MANAGER



[Name]

Office Phone:
503-999-9999

Call center coordinator

Cell Phone:

503-999-9999

Pager:


503-999-9999

Home Phone:
503-999-9999

Personal Cell:
503-999-9999
RNW SYSTEM SOFTWARE ANALYST – TEAM LEADER
[Name]

Office Phone:
503-999-9999

Technical coordinator - CRS

Cell Phone:

503-999-9999

Pager:


503-999-9999

Home Phone:
503-999-9999

Personal Cell:
503-999-9999
RNW PARK OFFICE SYSTEM SPECIALIST

[Name]

Office Phone:
503-999-9999

Technical coordinator - field

Cell Phone:

503-999-9999

Pager:


503-999-9999

Home Phone:
503-999-9999

Personal Cell:
503-999-9999
If you have more than one office, this should be created for each.

Show how regional/multi offices interface with the headquarters office and Reservations Northwest office for chain of command.
Organization Chart showing chain of command and organizational structure of Administration/Reservations Northwest and Operations/Park Field Offices for purposes of showing the chain of command to the Park Manager’s in the park field office sites that will be used as alternate reservation sites.
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ANNEX C:  ESSENTIAL FUNCTIONS
List Reservation Northwest’s essential functions in priority order.
C-1.
Must be resumed within 24 hours:

· Information: Messages placed on the OPRD and ReserveAmerica websites to notify customers of call center outage.
· Information: Place message on OPRD phone switch, if available, or place message on AT&T Denver phone switch, if local services not available.

· Information: Provide RNW agents contact phone numbers of reservation parks to answer questions and refer reservation customers.
· Information: Issue public service announcement to public concerning emergency and action to take for current reservations.
· Staffing: If field disbursed Plan is implemented, deploy RNW agent staff to field park sites to supplement field staff with making reservations on the local databases, if CRS database is unavailable.
· Off-line Operation: Place fake EDX on field reservation computers so satellite parks may run independently off-line until access to the CRS server can be restored.

· Reservations: Calls referred to disbursed field sites for customer reservations.
C-2.
Must be resumed within 72 hours:

· Information: Phone service established at Alternate location(s). Choice of three options.

· Central number for referral to field disbursed phone numbers.

· Central call center number routed to Alternate Salem HQ call center.
· Calls routed or referred to ReserveAmerica, Inc call center.

· Operations: Server and modem bank rebuilt (or moved) and operational at CRS call center or at Alternate Salem HQ location, if this option is available.

· Operations: Faxes operation to field satellite parks without computers – whether created through the automated process or created manually.

· Reservations: RNW pre-designated reservation agents deployed to field sites, to supplement local staff with taking calls and making customer reservations.

· Financial: Collection of reservation and user fees, credit card processing.

C-3.
Must be resumed within a week:

· Operations: Backup database transmitted to ReserveAmerica, Inc and loaded on their reservation servers, tested and functional. 
· Reservations: RNW pre-designated reservation agents deployed to Alternate Salem HQ call center to begin taking calls and making customer reservations or ReserveAmerica, Inc call center agents assume accepting call center reservations as OPRD at Alternate site, if this option is used.
· Reservations: Bring web reservations back on-line through RA, Inc or OPRD HQ Alternate site.
· Reservations: Have field park sites back on-line live - modem access operational for field site computers to access central database for availability, uploads and downloads to RA, Inc servers or Alternate OPRD HQ site.
· Operations: Automated faxes operational to field satellite parks without computers.

· Financial: Reconciliation of monies collected and credits processed --preparation of revenue reports and transmission of financial data into FMS or SFMA as appropriate.
C-4.
Must be resumed within 30 days:
· Operations: Move call center back to new or restored location in Portland.
· Operations: Phone switch operational at new or restored location.

· Operations: All servers and modem banks moved to new or restored location and operational.

· Operation: Test all system, phones, servers, networks, modems, etc.

· Staffing: Notify all staff to report to new or restored call center location in Portland.

· Reservations: Resume call center reservations and on-line field access to servers at new or restored location in Portland.

· Reservations: Bring web reservations back on-line at new or restored location.

Reference check list, by responsible position, of the essential functions is located on the following page. This check list can be copied and used as a tool during the disaster so each item is accomplished in the necessary order and none are overlooked.
ESSENTIAL FUNCTIONS CHECKLIST
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	RNW Ops Mgr
	RNW Call Ctr Mgr
	Notify Director and Information Services Manager that an emergency has occurred.
	immediate

	
	Director
	Asst Director
	Calls for activation of the Plan and instructs managers to begin movement of staff.
	immediate

	
	Director
	Asst Director
	Notifies OSP and DAS of emergency requiring activation of Plan.
	immediate

	
	RNW Ops Mgr
	RNW Call Ctr Mgr
	Notifies Call Ctr Mgr, Systems Software Analyst and Park Office Specialist of emergency.
	immediate

	
	RNW Ops Mgr
	RNW Call Ctr Mgr
	Notifies other key staff as appropriate.
	immediate

	
	RNW Call Ctr Mgr
	RNW Call Ctr Supv
	Notifies pre-designated call center staff of emergency and provides further logistics.
	immediate

	
	RNW Ops Mgr
	RNW Call Ctr Mgr
	Notify building owner and vendors that RNW has vacated facility.
	immediate

	
	RNW Call Ctr Mgr
	RNW Call Ctr Supv
	Info: Place messages on OPRD and RA website for customers.
	24 hrs

	
	RNW Call Ctr Mgr
	RNW Call Ctr Supv
	Info: Place message on phone switch for customers.
	24 hrs

	
	RNW Call Ctr Mgr
	RNW Call Ctr Supv
	Info: Provide phone numbers to agents and/or customers of local parks to call.
	24 hrs

	
	RNW Call Ctr Mgr
	RNW Call Ctr Supv
	Info: Public service announcement to public concerning emergency and action to take.
	24 hrs

	
	Sys Sftware Anlst
	PO Specialist
	Assess damage to server and/or database, network and modem connectivity.
	24 hrs

	
	PO Specialist
	Hot Line
	Contact reservation park field sites concerning status of servers and modem connectivity.
	24 hrs

	
	PO Specialist
	Hot Line
	If park field sites are unable to connect, place "fake" EDX on park reservation pc.
	24 hrs

	
	RNW Ops Mgr
	RNW Call Ctr Mgr
	Deploy pre-designed staff to res park field sites to aid staff with call volume and reservations.
	24 hrs

	
	IS Mgr
	RNW Ops Mgr
	Verifies that alternate site is ready to take on call center operation.
	24 hrs

	
	RNW Ops Mgr
	IS Mgr
	Initiate operations to salvage, restore or move RNW call center to a new locaiton.
	24 hrs

	
	Sys Sftware Anlst
	DB Specialist
	Establish phone service at Alternate location(s).
	72 hrs

	
	Sys Sftware Anlst
	DB Specialist
	Move or rebuild server and/or database.
	72 hrs

	
	Sys Sftware Anlst
	PO Specialist
	Move or rebuild modem bank.
	72 hrs

	
	Sys Sftware Anlst
	DB Specialist
	Resume sending incoming camper faxes to field sites without computers - manually if necessary.
	72 hrs

	
	RNW Accountant
	RNW Admin Asst
	Financial: Collection of reservation and user fees, process credit cards.
	72 hrs

	
	Sys Sftware Anlst
	DB Specialist
	If unable to rebuild server, backup database files transmitted to RA, Inc, will be loaded.
	1 wk

	
	RNW Call Ctr Mgr
	RNW Call Ctr Supv
	Call center is operational up at alternate site or call center duties transfer to RA, Inc.
	1 wk

	
	PO Specialist
	Hot Line
	Park field sites upload data to alternate site or RA, Inc, all data that was collected when off-line.
	1 wk

	
	RNW Call Ctr Mgr
	RNW Call Ctr Supv
	Call center agents are deployed to alternate site and begin taking central reservations.
	1 wk

	
	Sys Sftware Anlst
	DB Specialist
	Bring web reservations back on-line through RA, Inc. or OPRD HQ Alternate call center location.
	1 wk

	
	Sys Sftware Anlst
	DB Specialist
	Resume automated faxes to parks without computers, from server modem bank.
	1 wk

	
	RNW Accountant
	RNW Admin Asst
	Financial: Reconciliation of monies collected and credits processed.
	1 wk

	
	RNW Accountant
	RNW Admin Asst
	Preparation of revenue reports and transmission of financial data into FMS or SFMA as appropriate.
	1 wk

	
	RNW Ops Mgr
	Sys Sftware Anlst
	Monitor progress of restoration or new building for Portland call center location. Facilitate as necessary.
	30 days

	
	RNW Ops Mgr
	RNW Call Ctr Mgr
	Move call center back to new or restored location in Portland.
	30 days

	
	Sys Sftware Anlst
	DB Specialist
	Phone switch operational at new or restored location in Portland.
	30 days

	
	Sys Sftware Anlst
	PO Specialist
	All servers and modem banks moved to new or restored location and operational.
	30 days

	
	Sys Sftware Anlst
	DB Specialist
	Test all systems; phones, server, networks, modems, etc.
	30 days

	
	RNW Call Ctr Mgr
	RNW Call Ctr Supv
	Notify staff to report to new or restored call center location in Portland.
	30 days

	
	RNW Call Ctr Mgr
	RNW Call Ctr Supv
	Resume call center reservations.
	30 days

	
	Sys Sftware Anlst
	PO Specialist
	Resume on-line field access to servers at new or restored location.
	30 days

	
	Sys Sftware Anlst
	PO Specialist
	Bring web reservations back on-line through new or restored location.
	30 days


ANNEX D:  ALTERNATE SITE LOCATIONS AND CONTACTS

D-1.
Location 1 – Disbursed Park Field Sites
	Park Field Sites
	Location
	Park Manager
	Phone Number
	Fax Number

	Alfred Loeb
	Brookings
	Name
	541-469-2021
	541-469-0397

	Beachside
	Waldport
	Name
	541-563-3220
	541-563-3657

	Beverly Beach
	Newport
	Name
	541-265-9278
	541-265-8917

	Bullards Beach
	Bandon
	Name
	541-347-3501
	541-347-5601

	Cape Lookout
	Tillamook
	Name
	503-842-4981
	503-842-5079

	Carl G Washburne
	Yachats
	Name
	541-547-3416
	541-547-3426

	Champoeg
	St Paul
	Name
	503-678-1251
	503-678-4394

	Cove Palisades
	Culver
	Name
	541-546-3412
	541-546-2220

	Deschutes River 
	Wasco
	Name
	541-739-2322
	541-739-2221

	Detroit Lake
	Detroit
	Name
	503-854-3346
	503-854-3307

	Devils Lake
	Lincoln City
	Name
	541-994-2002
	541-994-3700

	Emigrant Springs
	Meacham
	Name
	541-983-2277
	541-983-2279

	Farewell Bend
	Huntington
	Name
	541-869-2365
	541-869-2457

	Fort Stevens
	Hammond
	Name
	503-861-1671
	503-861-9890

	Harris Beach
	Brookings
	Name
	541-469-2021
	541-469-9539

	Jasper Point
	Prineville
	Name
	541-447-4363
	541-447-1247

	Jessie M Honeman
	Florence
	Name
	541-997-3641
	541-997-3252

	Joseph Stewart
	Trail
	Name
	541-560-3334
	541-560-3855

	LaPine
	LaPine
	Name
	541-536-2071
	541-536-2143

	Memaloose
	Hood River
	Name
	541-478-3008
	541-478-2369

	Milo McIver
	Estacada
	Name
	503-630-6147
	503-630-7271

	Nehalem Bay
	Nehalem
	Name
	503-368-5154
	503-368-5090

	Prineville Reservoir
	Prineville
	Name
	541-447-4363
	541-447-1247

	Silver Falls
	Sublimity
	Name
	503-873-8681
	503-873-0165

	South Beach
	Newport
	Name
	541-867-4715
	541-867-3345

	Stub Stewart
	Buxton
	Name
	503-324-0606
	503-324-0747

	Sunset Bay
	Coos Bay
	Name
	541-888-4902
	541-888-5650

	Tumalo
	Bend
	Name
	541-382-3586
	541-388-6405

	Umpqua Lighthouse
	Winchester Bay
	Name
	541-271-4118
	541-271-4267

	Valley of the Rogue
	Gold Hill
	Name
	541-582-3128
	541-582-1312

	Wallowa Lake
	Joseph
	Name
	541-432-4185
	541-432-4141

	William Tugman
	Winchester Bay
	Name
	541-759-3604
	541-759-3067


For locations, directions, and maps to park field sites, access the OPRD website at http://egov.oregon.gov/OPRD/PARKS/camping.shtml or the RNW Agent Guide.

D-2.
Location 2 – OPRD Salem Headquarters Office
Oregon Parks and Recreation Department


Headquarters Office Building


725 Summer St NE, Ste C


Salem OR 97301


Reception:
503-986-0707


Fax:

503-986-0794


Name – Location Contact/Coordinator -            Office:

503-999-9999








Home:

541-999-9999








Cell:

559-999-9999

Directions: From I-5 North take exit 256. Head West on Market Street and turn left onto Winter Street. We are between D and Union streets, at your left.
OPRD is best accessed from Winter Street. We are in the 700-block of Winter NE, just north of Union—behind the Employment Building. You will see the name, “North Mall Office Building,” above our Winter Street entrance; our suite “C” will be the first door on your left.

Parking: There are 2 hour, un-metered parking spaces on Winter, metered parking can be found nearby.

Yellow Lot Parking: Additional parking can be found in the “Yellow Lot.” This lot is located 2 blocks south of our building between Summer and Winter streets to the East and West, and Marion and Center to the North and South—enter the lot from any side. This is a first come, first serve lot with a pay station--$6.00 per day (coins and bills only). Permits for the Yellow lot can be picked up from the receptionist on a pre-arranged basis.
D-3.
Location 3 – ReserveAmerica, Inc Call Center


ReserveAmerica, Inc

40 South Street

Ballston Spa NY 12020-1029


[Name], Client Services Manager


518-999-9999 Ext. 9999
This Alternate location would be an off-site call center operated by ReserveAmerica, Inc utilizing their call center staff. The vendor maintains call centers in both California and New York. Pre-designated staff would fly to the selected location to aid in the transition and information flow.
ANNEX E:  ALTERNATE SITE STAFF COMPOSITION AND FACILITY/BUILDING ASSIGNMENTS
E-1.
Predesignated Staff Roster and Contact Information

	Name
	Function/Assignment
	Work Phone
	Home Phone
	Cell Phone/Pgr

	[name]
	RNW Operations Manager
	503-999-9999
	503-999-9999
	503-999-9999

	[name]
	Call Center Manager
	503-999-9999
	503-999-9999
	503-999-9999

	[name]
	IS System Software Analyst
	503-999-9999
	503-999-9999
	503-999-9999

	[name]
	IS Park Office Specialist
	503-999-9999
	503-999-9999
	503-999-9999

	[name]
	IS Database Specialist
	503-999-9999
	n/a
	503-999-9999

	[name]
	IS Hot Line
	503-999-9999
	503-999-9999
	503-999-9999

	[name]
	IS Hot Line
	503-999-9999
	503-999-9999
	503-999-9999

	[name]
	Call Center Floor Resource
	503-999-9999
	503-999-9999
	503-999-9999

	[name]
	Admin Asst/Payroll/Payable
	503-999-9999
	503-999-9999
	503-999-9999

	[name]
	Accounting Tech/Receivable
	503-999-9999
	n/a
	503-999-9999

	[name]
	Information Center
	503-999-9999
	503-999-9999
	n/a

	[name]
	Information Center
	503-999-9999
	503-999-9999
	n/a

	[name]
	Reception/Pass Sales
	503-999-9999
	503-999-9999
	503-999-9999

	[name]
	Call Center Agent/Flr Res
	503-999-9999
	503-999-9999
	n/a

	[name]
	Quality Assurance/Trainer
	503-999-9999
	503-999-9999
	n/a

	[name]
	Agent/Asst Admin/Acctg
	503-999-9999
	n/a
	503-999-9999

	[name]
	Call Center Agent
	503-999-9999
	503-999-9999
	503-999-9999

	[name]
	Call Center Agent
	503-999-9999
	503-999-9999
	503-999-9999

	[name]
	Call Center Agent
	503-999-9999
	503-999-9999
	503-999-9999

	[name]
	Info Center/Agent
	503-999-9999
	503-999-9999
	n/a

	[name]
	Call Center Agent
	503-999-9999
	n/a
	503-999-9999

	[name]
	Call Center Agent
	503-999-9999
	503-999-9999
	n/a

	[name]
	Call Center Agent
	503-999-9999
	503-999-9999
	503-999-9999

	[name]
	Call Center Agent
	503-999-9999
	503-999-9999
	503-999-9999


List of pre-designated staff by essential critical functions or assignments they are assigned. Functions/Assignments are listed by alternate site locations, since their roll will vary for each of the alternatives.
	Name
	D1 – Disbursed Park Field Sites
	D2 – OPRD Salem Headquarters Office
	D3 – ReserveAmerica, Inc Call Center

	[RNW Ops Mgr Name]
	Home or on-site coordination of plan
	On-site coordination of plan and recovery process
	Home and/or on-site rebuilding and recovery process site coordinator

	[RNW Call Ctr Mgr Name]
	Coordinate deployment of call center staff to field
	Supervise call center staff and coordinate lodging/food
	On-site resource at RA call center

	[Sys Analyst Name]
	Server/Modem support
	Server/Modem support or rebuild
	Rebuild server/modems

	[PO Specialist Name]
	Park field site support
	Park field site support
	On-site resource at RA call center

	[DB Specialist Name]
	Database/Phone support
	Database/Phone support
	Rebuild database/ phone system

	[Hot Line Name]
	Park field site support
	Park field site support
	Park field site support

	[Hot Line Name]
	Park field site support
	Park field site support
	Park field site support

	[Call Ctr Resource Name]
	Deployed to pre-designated park field site
	Call center floor resource
	On-site resource at RA call center

	[Admin Asst Name]
	Admin/Payroll/Acct Payable
	Admin/Payroll/Acct Payable
	Admin/Payroll/Acct Payable @ OPRD HQ

	[Acct Tech Name]
	RNW Acctg/Receivables
	RNW Acctg/Receivables
	RNW Acctg/Receivables @ OPRD HQ

	[Info Ctr Name]
	Deployed to pre-designated field park site
	Call center agent/info center
	Information Center resource @ OPRD HQ

	[Info Ctr Name]
	Deployed to Salem HQ to operate Info Center line.
	Information Center resource and pass sales
	Information Center resource @ OPRD HQ

	[Receptionist /fulfillment Name]
	Deployed to pre-designated park field site
	Information Center resource and pass sales/fulfillment
	Pass Sales and Info Center resource @ HQ

	[Agent/Call Ctr Resource Name]
	Deployed to pre-designated park field site
	Call center agent/asst floor resource
	Remain at Home

	[Agent/QA Name]
	Deployed to pre-designated park field site
	Call center agent/Quality assurance
	Remain at Home

	[Agent Name]
	Deployed to pre-designated park field site
	Call center agent


	Remain at Home

	[Agent Name]
	Deployed to pre-designated park field site
	Call center agent


	Remain at Home

	[Agent Name]
	Deployed to pre-designated park field site
	Call center agent


	Remain at Home

	[Agent Name]
	Deployed to pre-designated park field site
	Call center agent


	Remain at Home

	[Info Ctr Name]
	Deployed to pre-designated park field site
	Call center agent/info center
	Information Center resource @ OPRD HQ

	[Agent Name]
	Deployed to pre-designated park field site
	Call center agent


	Remain at Home

	[Agent Name]
	Deployed to pre-designated park field site
	Call center agent


	Remain at Home

	[Agent Name]
	Deployed to pre-designated park field site
	Call center agent


	Remain at Home

	[Agent Name]
	Deployed to pre-designated park field site
	Call center agent


	Remain at Home


E-2.
Deployment of Personnel

Provide description of how staff is notified of the deployment (telephone, pager, email, etc).
Once the OPRD Director has notified the RNW Operations Manager that the Plan has been activated, the Operation Manager will notify the RNW Call Center Manager by phone, pager or cell phone to notify staff, and place a recorded message on the phone switch.

Staff will have been pre-instructed, should there be an area-wide disaster, to call into the RNW voicemail system to receive any posted messages concerning the disaster and personnel deployment. Staff will also be contacted at their home location by phone or cell phone.
Identify who is responsible for the notifications (director, plan coordinator, manager, etc)
· First person to hear of the disaster or emergency should contact RNW Operations Manager.

· RNW Operations Manager will notify Director or designee.

· OPRD Director will notify RNW Operations Manager to activate the Plan.
· RNW Operations Manager will notify the OPRD Information Services Manager.
· RNW Operations Manager will contact the RNW Call Center Manager to notify call center staff, administrative staff and accounting staff.
· RNW Operations Manager will contact the RNW Systems Software Analyst to notify information services staff.

E-3.
Organization of Staff

Include organization chart which shows the reporting chain of command at the alternate site.
[chart deleted from this shared version of the document because it contained individual names]

E-4.
Space Allocation and Facility Interior Map

Include interior map of alternate site facility with work space areas marked out for pre-designated staff or by critical function area. 

(To be added once area is developed.)
ANNEX F:  EMERGENCY NOTIFICATION
Provide 24 hour contact list of staff, personnel, and agencies which need to be notified if deploying to your alternate site.
Sample Notification Script: This is [name], Operations Manager of Oregon Parks and Recreation Department - Reservations Northwest. The Marquam building has been rendered (unusable/severely damaged) due to (an earthquake, etc).
The OPRD Reservations Northwest Plan has been activated, effective (10:30 AM, May 18, 2007) and pre-designated staff are moving to our alternate facility located at OPRD Salem Headquarters, 725 Summer St NE, Ste C, Salem OR 97301 

Emergency contact information: ( [name], cell: 503-999-9999).
[Name]




[Name]
RNW Operations Manager


RNW Database Specialist
Office:

503-999-9999

Office:

503-999-9999
Cell:

503-999-9999

Cell:

503-999-9999
Pager:

503-999-9999

Pager:

503-999-9999
Home:

360-999-9999

Home:

503-999-9999
P Cell:

360-999-9999

P Cell:

503-999-9999
[Name]




[Name]
RNW Call Center Manager


Hot Line 
503-999-9999
Office:

503-999-9999

Office: 
503-999-9999
Cell:

503-999-9999

Cell:

503-999-9999
Pager:

503-999-9999

Pager:

503-999-9999
Home:

503-999-9999

Home:

503-999-9999
P Cell:

503-999-9999

P Cell:

503-999-9999
[Name]




[Name]
Systems Software Analyst/TL

Hot Line
503-999-9999
Office:

503-999-9999

Office:

503-999-9999
Cell:

503-999-9999

Cell:

503-999-9999
Pager:

503-999-9999

Pager:

503-999-9999
Home:

503-999-9999

Home:

503-999-9999
P Cell:

503-999-9999

P Cell:

503-999-9999
[Name]



   
[Name]
Park Office System Specialist

RNW Administrative Assistant
Office:

503-999-9999

Office:

503-999-9999
Cell:

503-999-9999

Cell:

503-999-9999
Pager:

503-999-9999

Pager:

503-999-9999
Home:

503-999-9999

Home:

503-999-9999
P Cell:

503-999-9999

P Cell:

503-999-9999
[Name]




[Name]
RNW Accounting Tech


RNW Floor Supervisor
Office:

503-999-9999

Office:

503-999-9999
Cell:

503-999-9999

Cell:

503-999-9999
Pager:

503-999-9999

Pager:

503-999-9999
Home:

503-999-9999

Home:

503-999-9999
P Cell:

503-999-9999

P Cell:

503-999-9999
[Name]




[Name]
OPRD Information Services Manager
OPRD Information Systems Engineer
Office:

503-999-9999

Office:

503-999-9999
Cell:

503-999-9999

Cell:

503-999-9999
Pager:

503-999-9999

Pager:

503-999-9999
Home:

541-999-9999

Home:

503-999-9999
P Cell:

559-999-9999

P Cell:

503-999-9999
( ( Notification that RNW has left the Marquam building needs to be given to companies that provide regular services to the office:

Property Owner:

American Property Management, Inc

2154 NE Broadway (P O Box 12127)

Portland OR 97232

503-229-6363
Fax: 503-323-9126
Alarm Company:
Sound Security (dba Sonitrol Pacific)

8220 N Interstate Ave

Portland OR 97217

503-223-5822  
Fax: 503-973-7773
Law Enforcement:
Portland Police Alarm Administration (Alarm Permit #xxxxxx)

P O Box 1867

Portland OR 97207

503-823-0031
Armored Service:
Oregon Armored Service

6645 N Ensign St

Portland OR 97217

503-289-8478  
Fax: 503-289-2502

Bottle Water Delivery:
Sierra Springs
P O Box 660579

Dallas TX 75266-0579

800-492-8377

Data Storage:

Iron Mountain – Off-site Data Protection
10950 SW 5th St, Ste 370

Beaverton OR 97005

503-641-9495 Fax: 503-214-8430

Parking:

City Central Parking

P O Box 9277

Portland OR 97207-9277

503-221-1666
Fax: 503-221-7822

Postage Meter:

Pitney Bowes

P O Box 856179

Louisville KY 40285-6179

800-522-0020

Phone:

Verizon

800-422-0124

pbxchange@das.state.or.us
ANNEX G: TRAVEL AUTHORIZATION AND TEMPORARY DUTY ENTITLEMENTS
This information will be reviewed by and is provided by the OPRD Human Resources Division.

Travel authorizations will defer to current SEIU Contract – Article 36, which follows DAS travel policy and regulations, and Oregon Accounting Manual travel policy.
SEIU Contract – Article 36 – Travel Policy

Section 1. Travel allowances and reimbursements, including meal, lodging and transportation expenses, shall be as provided in the Department of Administrative Services, Oregon Accounting Manual Travel Policy (OAM #40.10.00.PO). However, Section .105 of the policy shall read as follows: Personal telephone calls to immediate family members or significant others to confirm the traveler’s well being while on travel status are allowed. Employees shall be reimbursed for one (1) phone call home on the first day of travel and every other day for a five (5) to ten (10) minute call. When authorized by the Agency, employees will be provided access to State phone cards or State phone card numbers. When State phone cards are not available or the employee does not charge the call to his/her hotel room, employees shall provide receipts. Personal telephone bills reflecting the eligible calls made during travel status can serve as a receipt. 

The Employer shall give the Union at least thirty (30) days advance notice of any proposed changes to this policy. Such changes which involve a mandatory subject of bargaining shall be subject to negotiation if requested by the Union.

Section 2. Travel Advances. Section .103(c) of the Travel Advance Policy (OAM #40.20.00.PO) is clarified to mean that an Agency will grant a travel advance to employees who: 1) specifically request a travel advance pursuant to Employer and Agency procedures and requirements; 2) travel infrequently where the employee’s regularly assigned duties do not include traveling; and 3) who are unable or not required by the Agency to obtain a State credit card for travel purposes.

Section 3. State Vehicle Use. For purposes of authorized travel, an employee is allowed personal use of the assigned state vehicle consistent with OAR 125-155-0520.

Identify if staff are entitled to temporary pay increases, shift differentials, etc. due to the temporary assignment.
SEIU Contract – Article 26 – Differential Pay

Section 2. Geographic Area Pay, it states, "(b) A differential, not to exceed twenty-five percent (25%) over the base rate, may be paid a permanent, nonresident classified employee upon a request of the Appointing Authority. The amount of the differential must be approved by administrators of the Budget Division and Labor Relations Unit. An employee would not be entitled to a per diem expense allowance in lieu of the differential." 

DAS Labor Relations Interpretation of Article 26 – Section 2: If we temporarily assigned someone to a geographic area outside of their normal area where they could not return home every day due to the distance (whether in state or out-of-state) with DAS Budget and Labor Relations approval, we could pay a 25% differential on top of their regular salary. However, they would forfeit any per diem travel expense reimbursement.

SEIU Contract – Article 26 – Differential Pay

Section 6. Shift Differential. "(a) Eligibility. Shift differential shall apply to all employees except temporary appointment and part-time employees working less than thirty-two (32) hours per month. In order to qualify for a shift differential, an employee must be in a job classification which is allocated to Salary Range 22 or below. All employees shall be paid a differential as outlined in Subsections (b) and (c) below, for each hour or major portion thereof (thirty (30) minutes or more), worked between 6:00 p.m. and 6:00 a.m. and for each hour or major portion thereof worked on Saturday or Sunday." 
Section 6(b) does not apply, but Section 6(c) does which states, "All other personnel will receive a differential of seventy-five cents ($0.75) per hour."
SEIU Contract – Article 26 – Differential Pay

Section 7. Leadwork Differential. "(a) Leadwork differential shall be defined as a differential for employees who have been formally assigned by their supervisor in writing. "leadwork" duties for ten (10)  consecutive calendar days or longer provided the leadwork or team leader duties are not included in the classification specification for the employee's position. Leadwork is where, on a recurring daily basis, the employee has been directed to perform substantially all of the following functions: to orient new employees, if appropriate; assign and reassign tasks to accomplish prescribed work procedures; transmit established standards of performance to workers; review work of employees for conformance to standards; and provide informal assessment of workers' performance to the supervisor."

“(b) The differential shall be five percent (5%) beginning from the first day the duties were formally assigned in writing for the full period of the assignment.”

SEIU Contract – Article 26 – Differential Pay

Section 10. Work Out of Class. "(a) When an employee is assigned for a limited period to perform the duties of a position at a higher level classification for more than ten (10) consecutive calendar days, the employee shall be paid five percent above the employee's base rate of pay or the first step of the higher salary range, whichever is greater.
When assignments are made to work out-of classification for more than ten (10) consecutive calendar days, the employee shall be compensated for all hours worked beginning from the first day of the assignment for the full period of the assignment.”
Review union contracts for verbiage regarding change of duty location, emergencies, temporary assignments, etc. Cite specific and relevant contract sections or language.

SEIU Contract – Article 45.3A,B – Filling of Vacancies

Section 1. ODOT, OPRD. “(k) "Except in the case of an emergency, the Agency shall give the employee a minimum of three days notice in advance of the reporting date when the employee is being assigned to work at a temporary headquarters. The employee shall be given maximum possible notice when returning to permanent headquarters."
SEIU Contract – Article 74 – Temporary Interruption of Employment—Lack of Work

Section 1. "Any temporary interruption of employment because of lack of work or unexpected or unusual reasons which does not exceed fifteen (15) days shall not be considered a layoff if, at termination of such conditions, employees are to be returned to employment. Such interruptions of employment shall be by work unit and recorded and reported as leave without pay. Under no circumstances shall this Article be used to remedy shortage of funds." 

Section 2. "An employee who is affected by a temporary interruption of employment shall be allowed to use any form of paid leave including vacation, compensatory time off, or personal leave provided the leave has been accrued. Such employee shall continue to accrue all benefits during this period. This Section shall only apply to FLSA exempt employees where the interruption is for one (1) or more full work weeks(s)."

SEIU Contract – Article 123 – Inclement or Hazardous Conditions

This article talks about the notification requirements.

Section 6. Alternate Worksites. “Employees may be assigned or authorized to report to work at alternative work sites or with prior approval from their supervisor may work from home and be paid for the time worked.”
ANNEX H:  MEMORANDUMS OF AGREEMENT
List any memorandums of agreement with any other agency which may be called upon to assist you at the alternate site. This could be for temporary staff support, computer support, telecommunications, etc. 
The agreement with ReserveAmerica, Inc to assume call center operations on behalf of Reservations Northwest will be inserted here when negotiated.
ANNEX I:  PLAN POINTS OF CONTACT
Provide contact information (mailing address, phone, email) for staff with responsibilities associated with the maintenance of this plan.

I-1.
OPRD Agency Business Continuity Plan Coordinator


Tom Hughes


Oregon Parks and Recreation Department


725 Summer St NE, Ste C


Salem OR 97301


503-999-9999

tom.hughes@state.or.us
I-2.
OPRD Reservations Northwest Business Continuity Plan Maintenance

Marilyn Borgelt, RNW Operations Manager

Reservations Northwest


2501 SW First Ave, Ste 100


Portland OR 97201-4751


503-999-9999

marilyn.borgelt@state.or.us
I-3.
OPRD Reservations Northwest (Alternate) Site Support Procedures Coordinator


Trygve (Trygg) Larson, CIO Information Services Manager

Oregon Parks and Recreation Department

725 Summer St NE, Ste C


Salem OR 97301


503-999-9999

trygve.larson@state.or.us
I-4.
OPRD Reservations Northwest Information Technology (CobiT) Plan Coordinator


Don Berger, System Software Analyst

Reservations Northwest


2501 SW First Ave, Ste 100


Portland OR 97201-4751


503-999-9999

don.berger@state.or.us
ANNEX J: DISASTER RECOVERY PLAN (INFORMATION TECHNOLOGY)
The Reservations Northwest Disaster Recovery Plan for Information Technology is published as the Reservations Northwest CobiT Documentation for Disaster Recovery.
This plan is maintained by the RNW System Software Analyst and the electronic file copy is saved on the server at N:\Rnw_IR\Disaster Recovery – CobiT
Information technology disaster recovery is integral to the success of Reservations Northwest Business Continuity Plan. For this reason, the Reservations Northwest CobiT Documentation – Disaster Recovery Plan is being inserted in this plan in its entirety, beginning on the next page.
Reservations Northwest CobiT Documentation
Reservations Northwest

Disaster Recovery Plan

Revised: 12 February 2008
Disaster Recovery Plan
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Glossary

Analog telephone lines:
Typical phone line used for modem and fax communications.

CobiT:
Control Objective for Information and related Technologies

CRS:
Central Reservation System – the collection of applications and hardware that comprise the computer system used to administer reservations and registrations at RNW.

OPRD:
Oregon Parks and Recreation Department

OPRD field locations:
All properties managed by OPRD other then Salem Headquarters and RNW.  Generally for RNW these include the 35 locations that RNW provides computerized reservation services.

OPRD Headquarters:
OPRD executive and administrative offices located at 725 Summer St NE, Suite C in Salem.

Park Office Suite:
The vendor provided collection of applications used at the remote field locations to manage registration and reservation related activities.

RNW:
Reservations Northwest is a program within OPRD responsible for planning, development, and operation of the statewide reservation program. This section of  OPRD is located at 2501 SW First Ave, Suite 100.  It includes Information Systems staff, call center operations, the OPRD Information Center, and all systems and facilities to support them.

RNW Building:
Located in the Marquam Building at 2501 SW 1st Ave, Suite 100 in Portland, within the ADP Plaza on the NW corner of 1st and Arthur.
RNW LAN:
Ethernet network at RNW.  This network is behind a firewall.

RNW Server Room:
Located on the first floor of the Building. This is a secured area requiring accompaniment by an individual with approved access.

RNW Telephone Room:
Located in the basement of the building.  Go straight out of elevator.  Access is through Southwest corner of break room.

SDC:
The State Data Center (SDC) was created to deliver the state's computing and networking infrastructure services. The SDC is the combined effort of 12 of the state's largest agencies representing the majority of the state's computing power. It creates a new environment to achieve economies of scale and other benefits including 24x7 operations; improved tools and processes through collective purchasing; increased security; better and more reliable technology; improved ability to recover from disaster; and standardization.
T1 line:
Phone service providing capacity for 24 standard phone lines.

Executive Summary

This plan ensures that the systems identified in the Systems Architecture document will be available as quickly as possible in the event of a disaster.

Reservations Northwest has designated a disaster management team and assigned specific responsibilities to each member as described in the following pages. Each member of the team has a copy of this document and understands their role and responsibilities in the event of a catastrophic failure. The same member that is responsible for the recovery is also responsible for making sure that the procedures are followed prior to failure. i.e. The person responsible for rebuilding a system is responsible for ensuring current backup procedures are followed and assuring that all off site restoration files are current.

The network infrastructure and desktop systems at Reservations Northwest (RNW) are managed by OPRD headquarters Information Systems (IS) staff, a complete operational recovery of RNW will require a joint effort between RNW and OPRD headquarters IS staff. Recovery of the following items is the responsibility of OPRD headquarters IS staff and are outside the scope of this document. They are covered by disaster recovery procedures at OPRD headquarters.

· OPRD statewide electronic mail system (GroupWise)

· Network Infrastructure including:

· High Speed Internet capability

· Local Area Network Services

· Firewall with NAT capability 

· Workstations capable of Telnet sessions to the UNIX servers

Assumptions used to compile this document.

· All hardware that is in use at RNW is readily available through normal procurement procedures.

· Backups and images are current and complete.

· Software vaults are current and complete

Disaster Management Team

The Oregon Parks and Recreation Department has designated a disaster management team consisting of the following individuals, with responsibilities as shown. See Appendix A for detailed information on each team member

Information Services Manager

· Coordinate activities of the disaster management team.

· Inform OPRD Executive staff as necessary.
· Inform OPRD Public Affairs department manager as necessary.
RNW Operations Manager

· Evaluate damage to operations facilities and report to Information Systems Manager.

· Inform call center manager and staff of status and assignments.
· Coordinate all call center operations related activities with call center manager.

· Coordinate (jointly with Systems Software Analyst) building facilities related activities.
Systems Software Analyst / Team Leader

· Evaluate damage to Reservations Northwest’s computers and related facilities.
· Coordinate activities related to recovering computer and communications hardware.

· Coordinate (jointly with RNW Operations Manager) activities related to building facilities.

Reservation System Analyst

· Assist with activities related to reservation systems recovery.
· Assist with activities related to reservation system database recovery.
· Assist with activities related to Internet Reservations System recovery.
Data Base Specialist

· Assist with activities related to reservation system database recovery.
· Coordinate activities related to recovering Reservations Northwest Telephone System.
Hot Line Staff

· Coordinate questions/provide status reports to parks.
· Coordinate activities related to recovering Reservations Northwest Telephone System.
Information Systems Engineer - Network

· Coordinate activities related to Reservations Northwest network infrastructure recovery.

· Coordinate activities jointly with RNW Operations Manager and RNW Systems Software Analyst.

Network Analyst

· Coordinate activities related to Reservations Northwest network communications recovery.

· Assist with activities related to workstation restoration.

· Coordinate activities jointly with RNW Operations Manager and RNW Systems Software Analyst.

Building Facilities

Depending upon the condition of the building located at 2501 SW First Ave, Reservations Northwest Operations Manager must determine if RNW can function appropriately at its present location or must re-establish at another location.

Since OPRD leases space for RNW from American Property Management Corp, APM personnel will coordinate all work related to recovering the building facilities.

American Property Management Building Manager



Work Phone:



(503) 299 6363

Fax




(503) 323-9126




Facilities Vendors 

Vendor



Telephone


Area

Sound Security (dba Sonitrol)

503-223-5822


Building Alarm

Portland Police Alarm Admin

503-823-0031


Bldg Alarm (permit# xxx)
City Central Parking


503-221-1666


Building Parking

AT&T




503-295-5178


Telephone Service

Verizon



800-422-0124


Telephone Service 






(pbxchange@das.state.or.us)

Backup and Recovery Storage Locations

Software Vaults

RNW maintains a software storage area at Iron Mountain Off-site Data Protection facility located at 10950 SW 5th Street, Suite 370 in Beaverton, Oregon. Completeness of the software vault inventories is the responsibility of RNW Systems Software Analyst. All items listed in Appendix D and Appendix E of this document should exist at the software vault or on the Netware servers. (See Section titled “Netware Server Backups” below for more information on Netware Server backups.)

The RNW Systems Software Analyst / Team Leader will ensure Appendix D and E of this document are accurate and that the vaults are inventoried against them every six months.

Netware Server Backups

OPRD uses Netware servers to provide print and file services. IS staff at the OPRD headquarters office manage these servers. These servers are backed up to the DAS SDC Backup Facility using CAM. In some cases the backup strategy for RNW consists of copying the files onto the Netware servers.

Computer Systems Recovery

Reservation Server (CRCUNIX1)

 Central Reservation System Production Server.

Responsible Person:  Systems Software Analyst

Location:  RNW Server Room
Backup Strategy:  

1. BackupEDGE is used to create a recovery CD. Recovery of the system requires this CD. This CD is kept in the RNW Safe.

2. Using BackupEDGE, a full backup of the SCO Operating System, Informix Operating System, file structure, and Central Reservation System code is written to an Ultrium 1 tape each Thursday. This tape is kept in the RNW safe until Friday morning when this tape is sent to Iron Mountain Data Protection and stored in their off-site storage vault.
3. Informix Database:  A Full backup is done each weekday morning. Transaction Logs run continuously and are automatically written to tape when they complete. The Full backup tape is kept in the RNW safe until Friday morning when these tapes are sent to Iron Mountain Data Protection and stored in their off-site storage vault.
NOTE:  Netware Servers at RNW are backed up to the DAS SDC Backup Facility using CAM.  

Informix Database backups are created daily and stored weekly at Iron Mountain Off-Site Data Protection facility located at 10950 SW 5th St in Beaverton, Oregon. Those tapes not stored offsite are stored in the RNW safe in the RNW Operations Manager’s office.

Recovery Strategy:

1. Hardware will be procured through accelerated standard procedures. See systems architecture document for hardware details.

2. Backup information will need to be retrieved from Iron Mountain Inc.

3. Use CD made in step 1 of “backup strategy” section above to start system. This will make system operational and start tape drive and network services.

4. Restore latest full BackupEDGE backup as described in Microlite RecoverEDGE 2 Emergency Boot/Recovery Software Manual.

5. Restore Informix Database from newest available full backup.

6. Restore transaction log files accumulated since last available backup.

7. Identify potential lost data and report to Systems Software Analyst, RNW Operations Manager, and Information Systems Manager. 

Training Server
This Unix server used for training and backup is an identical copy of the production server.  It is backed up using BackupEDGE on an Ultium 1 tape, but is not a critical resource for RNW operations.

Responsible Person:  Systems Software Analyst / Team Leader
Location: 
RNW Server Room  

Backup Strategy:  

· Backups from the production system can be restored to this system as needed.

Recovery Strategy:

· Rebuilt as time allows and necessity demands

· Rebuild OS’s as new installation

Web Broker and Backup Web Broker
Two Gateway E4200 computers running Red Hat Linux version 7.0 that provides connectivity and processing from the website hosted at a vendor site and the database on the Reservation Server. Transaction logs from Web Broker are copied to Novell server.

Responsible Person:  Systems Software Analyst / Team Leader

Location: 
RNW Server Room

Backup Strategy:  

· This system is ghosted onto CD.  
· Ghosted CD’s are kept in the RNW safe in the Operations Manager’s office.
Recovery Strategy:  

Use Ghost boot diskette to start computer. Copy ghost image from CD to target computer. Reboot computer.

Credit Card Authorization Terminal
Credit card authorizations are done via an outbound modem call. This process requires a DataTran (see System Architecture document). A DataTran is a special modem card obtained through Datacap Systems, Inc designed to handle credit card authorizations. This terminal runs the credit card authorization application.

Responsible Person:  Reservations Systems Analyst
Location: 
RNW Accounting Office

Backup Strategy:  Ghost image of the computer will be made each time any application is changed. A copy of this image will be stored in each software vault.

Recovery Strategy:  Use Ghost boot diskette to start computer.  Copy ghost image from CD to target computer. Reboot computer.

Reporting Module Terminal
Reporting module terminal runs the reporting application that is connected to the CRS database. Revenue and credit card batch reports are run on this machine.

Responsible Person:  Reservations Systems Analyst
Location: 
RNW Accounting Office

Backup Strategy:  Ghost image of the computer will be made each time any application is changed. A copy of this image will be stored in each software vault.

Recovery Strategy:  Use Ghost boot diskette to start computer.  Copy ghost image from CD to target computer. Reboot computer.

Time Clock Terminal
Standard PC running Windows 2000 with a card reader that is utilized as a time clock for the operations staff of RNW. The application runs on the Windows workstation. The data files reside on the Netware server. This terminal needs to log into network with full rights to the time clock directory.

Responsible Person:  Database Specialist
Location: 
RNW Call Center Floor

Backup Strategy:  Ghost image of the computer will be made each time any application is changed. A copy of this image will be stored in each software vault.

Recovery Strategy:  Use Ghost boot diskette to start computer. Copy ghost image from CD to target computer. Reboot computer.

Reader Board Terminal
Standard PC running Windows XP connected to the reader board display to display queue and operator information

Responsible Person:  Database Specialist
Location: 
RNW Call Center Floor

Backup Strategy:  This system is not backed up.

Recovery Strategy:  Contact Visual Electronics who will rebuild the system by contract.  Bill Lett 303-639-8450 x4406 or cell 303-419-3257 BLett@digital-fax.com

Fax/Database Programs/Door Alarm Terminal
Standard Del Optiplex GX270 PC running Windows XP is used to output the nightly faxes to the parks and is used to configure the security card door alarm system, along with other database programs.

Responsible Person:  Database Specialist
Location: 
RNW Call Center Floor

Backup Strategy:  Ghost image of the computer will be made each time any application is changed. A copy of this image will be stored in each software vault.

Recovery Strategy:  Use Ghost boot diskette to start computer. Copy ghost image from CD to target computer. Reboot computer.

Desktop Systems
The RNW Call Center has 77 workstations that are essential for operations.

Desktop systems are primarily managed and maintained by RNW IS staff with networking support from the OPRD Headquarters IS staff.

Responsible Person:  Reservation System Analyst is responsible for basic install, OS and software including RNW specific hardware and software.

Location: 
Various locations at RNW

Other hardware associated with these systems:

· DataTran – Device installed in Credit Card PC running Credit Card Authorization System (described below) to handle communications with credit card authorization company.

· Modems – Used for faxing and PCAnywhere support of field locations.

· Reader Boards – Provide operations with instant information of call information.

Applications associated with these systems:

· R3 Setup Program – Used to setup users and information on the workstations.

· Reservation System Reporting Module – Vendor supplied software used to run general financial reports on the reservation system data.  

· Credit Card authorization system – Vendor supplied software used to authorize credit cards used to collect revenue from reservation related transactions.

· PCAnywhere – Used by technical staff to manage computers in field locations.

Printers
The RNW Call Center has 11 printers distributed throughout the work areas.  See Appendix F of this document for detailed configuration information for these printers.

Printers are originally configured and managed by OPRD headquarters staff.  However, RNW IS staff has to configure the UNIX system to utilize the printers so it is important that the names and network addresses be well coordinated and communicated.

Responsible Person:  Salem IS staff and Reservation System Analyst. Salem IS staff will configure printers then Reservation System Analyst will install printers and configure for use by UNIX systems.

Location:  Various locations at RNW (See Appendix F)

Telephone Systems Recovery

Telephone Communications Service

All the communications lines outlined in the systems architecture document will need to be restored for RNW to re-establish service.

Responsible Person:  Database Specialist
Location: 
RNW

Backup Strategy:

· It is not feasible to setup backup communication lines.

Recovery Strategy:

· Coordinate with communications vendors to relocate communications service to new locations.
Meridian Telephone Switch

Responsible Person:  Database Specialist
Location: 
RNW Telephone Room

Backup Strategy:

· Managed by Verizon.

Recovery Strategy:

· Handled by Verizon

Contact Center (Symposium) Terminal

Responsible Person:  Database Specialist

Location: 
RNW Telephone Room

Backup Strategy:

· None.  There is no data on this terminal.  It is an interface to the Meridian Switch.  

Recovery Strategy:

· Load Contact Center software build 6.0.4.3 on any network capable Windows based terminal.

Call Pilot Terminal

Responsible Person:  Database Specialist
Location: 
RNW Telephone Room

Backup Strategy:

· None.  There is no data on this terminal.  It is an interface to the Meridian Switch.  

Recovery Strategy:

· Load Call Pilot version 4.4.4.17 on any windows based terminal.

OTM Navigator

Responsible Person:  Database Specialist

Location: 
RNW Telephone Room

Backup Strategy:

· None.  There is no data on this terminal.  It is an interface to the Meridian Switch.  

Recovery Strategy:

· Load OTM Navigator version 2.20 software on any windows based workstation.

Call Parrot (after market phone conversation recording device)
Responsible Person:  Database Specialist

Location: 
RNW Telephone Room

Backup Strategy:

· None.  There is no data on this terminal.  It is an interface to the Meridian Switch.  

Recovery Strategy:

· Load Call Parrot version 6.0.5.8 software on any windows based workstation.

Appendix A - Disaster Mgmt Team   Updated: 01/03/08
Information Services Manager

Trygg Larson

(541) 999-9999 (Home)
(503) 999-9999 (Office)

(559) 999-9999 (P Cell)

RNW Operations Manager


Marilyn Borgelt

(360) 999-9999 (Home)

(503) 999-9999 (Office)

(503) 999-9999 (Cell)
(360) 901-9622 (P Cell)
(503) 999-9999 (Pager)

RNW Call Center Manager

(503) 999-9999 (Home)

(503) 999-9999 (Office)

(503) 999-9999 (P Cell)

(503) 999-9999 (Pager)

Systems Software Analyst / Team Leader

Don Berger

(503) 999-9999 (Home)

(503) 999-9999 (Office)

(503) 999-9999 (Cell)

(503) 999-9999 (Pager)

Reservation System Analyst

Dave Stamper

(503) 999-9999 (Home)

(503) 999-9999 (Office)

(503) 999-9999 (Cell)

(503) 999-9999 (Pager)

Database Specialist

Ken Steinbacher

(503) 999-9999 (P Cell)

(503) 999-9999 (Office)

(503) 999-9999 (Cell)

(503) 999-9999 (Pager)

Information Systems Engineer - Network
Randy Fisher


(503) 999-9999 (Home)

(503) 999-9999 (Office)

(503) 999-9999 (Cell)

Network Analyst – Novell

Mike Walker

(503) 999-9999 (Home)

(503) 999-9999 (Office)

(503) 999-9999 (Cell)

(503) 999-9999 (Pager)

Hot Line – Oncall Pager

(503) 999-9999 (Pager)

Appendix B – Operations Call Tree

Emergency Communication Tree for RNW Operations (Call Center, Information Center, Administration):  

A. During operational hours: If an emergency occurs during operational hours of the RNW Call Center, the following OPRD Staff members will be notified by the Operations Manager or in their absence, the Call Center Manager:

Notification:

· IS Mgr Office - Trygg Larson, (503) 999-9999
· Directors Office,  (503) 999-9999
· Public Services,  (503) 999-9999
· Communications Coordinator,  (503) 999-9999
· Park field sites via email, if the center will be closed for a period in excess of 15 minutes.

B. During non-operational hours:  If an emergency occurs during non-operation hours and it is determined it will effect Call Center operating hours, the following OPRD, staff members will be notified by the Operations Manager or in their absence, the Call Center Manager:

Notification:

· Trygg Larson

Home
(541) 999-9999
Cell
(559) 999-9999
.

Appendix C - Vendors

Vendor




Telephone

Other Info

IBM





1-800-IBM-SERV

Informix




1-800-274-8184 
dev license (aac#j802468)
SCO Unix 




503-222-6016

Tom Madison, SCO Reseller






Cell
503-970-3396

Novell





Call Mike Walker 
OPRD Network Analyst

Gateway




1-800-779-2000 x23144  Chanae McDaniel

Reserve America 

(Office)
1-800-695-4636

(Help Desk)
1-888-828-7596

Red Hat




1-888-redhat1 or 919-547-0012

Appendix D - backup inventory

Credit Card Authorization terminal



Ghost image 

BackupEDGE startup disks for CRCUNIX1


3.5 Floppies

Weekly Full Backup of CRCUNIX1



DAT Tape

DAILY Full Backup of production Informix Database
DAT Tape

Production Informix Database Transaction Logs

DAT Tape

WEB Broker Transaction Logs




Novell

Appendix E - RNW Software Inventory

CRCUNIX1 Primary Reservations Server Applications:

· TruFax – No version. This proprietary software provides an interface through code embedded in CRS to send outbound faxes from the CRS

· Olympus Software, Inc. Olympus TuneUp (ver 6.0.0m)

· SCO Openserver Development System (ver 5.1.0AC)

· SCO Openserver Enterprise System (ver 5.0.5m)

· SCO Symmetrical Multiprocessing (ver 1.1.1Eb)

· UDK Compatibility module for Openserver 5.0.5 (ver 5.0.5a)

· RS505: Release Supplement for SCO Openserver Release 5.0.5 (ver rs505a)

· RS505A: Software Manager Supplement (ver rs505a)

· Year 2000 Supplement for RS505A (ver oss600a)

· INFORMIX DB-Access Version 7.31.UC2 Serial Number AAC#J99999
· INFORMIX-4GL, Serial Number AAC#J99999
· INFORMIX-4GL, Runtime Facility Serial Number AAC#J99999
· INFORMIX Dynamic Server, Serial Number AAC#J99999
· Central Reservation System (ver 4.50.0000)
CRCUNIX2 Backup/Training Server Applications:

· BackupEDGE for SCO Openserver 5 (ver 01.01.06

· MenuPort Interface (MPI) Packager (ver 2.9.1)

· Olympus Software, Inc. Olympus Tuneup (ver 6.0.0k)

· SCO Openserver Development System (ver 5.1.0ac)

· SCO Openserver Enterprise System (ver 5.0.4p)

· SCO Symmetrical Multiprocessing (ver 1.10Eb)

· Release Supplement for SCO Openserver Release 5.0.4 (ver rs.unix504.0.1.a)

· DB-Access Version 7.20.UC2X5

· Software Serial Number AAC#J99999
· INFORMIX-4GL Serial Number AAB#J99999
· INFORMIX-4GL Serial Number AAB#J99999
· INFORMIX-OnLine Dynamic Server Serial Number AAB#J99999
· INFORMIX-OnLine Dynamic Server Serial Number AAB#J99999
· INFORMIX-OnLine Dynamic Server Serial Number AAC#J99999
Web Broker Applications:

· RNW Web Broker software version 2.5.8 logs into CRCUNIX1 and acts like an operator on behalf of the Internet reservation requests.
· Red Hat Linux version 7.0

Time Clock Terminal Applications:

· Windows 2000
· Infinite System Monitor 6.10  - Software application for Time Clock system.

Reader Board Terminal Applications:

· Windows XP

· Visual Electronics Digital-Fax Display System Rel. NTDTL1.0M

Other Desktop Applications:

· Ghost

· Reserve America Credit Card Authorization Module

· Reserve America R3 setup Module

· Reserve America R3 Reporting Module

· PC Anywhere

· Ultra VNC

Appendix F – Printer Configurations

HP LaserJet 5

Location:
Area 2 Office

IP Address
99.99.9.99 

Mask 

255.255.252.0

Gateway 
99.99.9.999
Host Name: 
PRD_PDX_AR2_HP5M_PS

HP LaserJet 4

Location:
RNW Accounting

IP Address
99.99.9.99
Mask 

255.255.252.0

Gateway 
99.99.9.999
Host Name: 
PRD_RNW_ACC_HP4PLUS_PS

HP 8150 DN

Location:
RNW Floor (Confirmation Letters A)

IP Address
99.99.9.99
Mask 

255.255.252.0,

Gateway 
99.99.9.999
Host Name: 
PRD_RNW_CCTR_HP8150A_PS

HP 8150 N

Location:
RNW Floor (Confirmation Letters B)

IP Address
99.99.9.99
Mask 

255.255.252.0,

Gateway 
99.99.9.999
Host Name: 
PRD_RNW_CCTR_HP8150B_PS

HP Color LaserJet 4650

Location:
RNW Call Center Floor

IP Address
99.99.9.99
Mask

255.255.252.0 

Gateway

99.99.9.999
Host Name:
PRD_RNW_FLSUP_HP4650_PS

HP LaserJet 5

Location: 
RNW Office near door in IS section
IP Address
99.99.9.99
Mask 

255.255.252.0

Gateway 
99.99.9.999
Host Name: 
Currently not on network

Savin C4540 Color Printer/Fax/Scanner/Copier
Location:
RNW IS Section and Area 2

IP Address
99.99.9.99
Mask

255.255.252.0 

Gateway

99.99.9.999
Host Name:
SAVIN C4540 PCL 6
HP LaserJet 2300L
Location:
RNW Operations Manager Office
IP Address
99.99.9.99
Mask 

255.255.252.0

Gateway 
99.99.9.999
Host Name: 
PRD_RNW_OPMGR_HP2300L_PS
HP LaserJet 2300L
Location:
Area 2 Region Manager
IP Address
99.99.9.99
Mask 

255.255.252.0

Gateway 
99.99.9.999
Host Name: 
PRD_AR2_ARMGR_HP2300L_PS
HP LaserJet 1018
Location:
RNW Quality Assurance
IP Address
99.99.9.99
Mask 

255.255.252.0

Gateway 
99.99.9.999
Host Name: 
Not currently on network
HP LaserJet 2605DN
Location:
SHPO Manager Office
IP Address
99.99.9.99
Mask 

255.255.252.0

Gateway 
99.99.9.999
Host Name: 
Not currently on network

~ End of inserted Reservations Northwest CobiT Disaster Recovery Plan ~
ANNEX K:  BUSINESS IMPACT ANALYSIS
Will be published under separate cover.
Region 2


Columbia/Willamette


�


Name





OPRD Asst Director


Operations


�


Name





OPRD Asst Director


Recreation Programs


�


Name





OPRD Asst Director


Administration


�


Name





Information Services Manager


�


Name





OPRD Director


�


Name





OPRD Asst Director


Heritage Programs 


�


Name





Region 1


North Coast


�


Name





RNW Operations Manager


�


Name





Region 3


South West


�


Name





Region 4


Eastern


�


Name





North Coast Dist


Mid Coast Dist








Portland Metro Dist


Cascades Dist


Willamette Valley Dist








South Coast Dist


Central Coast Dist


Rogue Valley Dist





North Central Dist


South Central Dist


North East Dist


South East Dist





Management Units





Management Units





Management Units





Management Units





State Park Field Sites


See Annex D


Alternate Site Locations





State Park Field Sites


See Annex D


Alternate Site Locations








State Park Field Sites


See Annex D


Alternate Site Locations








State Park Field Sites


See Annex D


Alternate Site Locations








RNW Call Center Manager


�


Name








� Unclassified Extracts from PDD-67, October 21, 1998.
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