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Introduction

	
	

	1.1 Plan Overview
	This plan is organized into the following sections:

· An introduction

· An overview of Agency and Division operations

· A Statement and Plan for overall BCP Strategy and Execution
· A Recovery Plan for the Division based on the “all hazards” approach, considering loss of facility, IT/Network, and/or power.
· Sections that address each Critical Business Function (CBF) separately.  The individual CBF sections provide general recovery strategies for each business function as well as specific recovery needs.  



	1.2 Distribution List
	

	Copy Number
	Name/Title
	Location

	001
	Jean Straight

Deputy Secretary of State
	

	003
	IS PERSON

Disaster Recovery Team 
	

	004
	Blank Name

BCP Coordinator
	

	005
	
	

	006
	
	


	1.3 References and Related Documents
	

	Document Title
	Owner and contact details
	Permanent Location

	Emergency Response Plan
	Jane Smith

BCP Coordinator
	Paper Location:

Headquarters Office

3rd Floor

Information Security Division

Cubicle 354

Electronic Location:

<Insert Intranet Address>

	Building Evaluation Plan
	Jane Smith

BCP Coordinator
	

	Avian Flu Plan
	
	

	Communicable Disease Policy
	
	

	Disaster Recovery Plan
	
	

	Technology Plan
	
	

	Desk Manuals
	
	

	
	
	

	BCP Policy
	
	


2 Agency Operations
	2.1 Agency Mission
	Agency Mission: 
The Secretary of State is a statewide elected constitutional office under Oregon Constitution Article VI section 2, serving as Auditor of Public Accounts, custodian of Legislative and statewide Executive public records, and Chief Elections Officer.  The Secretary oversees the functions of seven program divisions.  The Secretary of State’s office provides stewardship of public resources by: facilitating access to government records and information; ensuring that public dollars are well-spent; offering registration services to businesses and consumers; safeguarding the democratic process; and overseeing state lands for the Common School Fund.  The Secretary of State meets all of the constitutional and statutory responsibilities of the office while delivering high quality customer service at the lowest possible cost.  
Agency Program Division:

· Archives Division
· Audits Division

· Business Services Division

· Corporation Division

· Elections Division

· Executive Office

· Information Systems Division

· Human Resources Division




	2.2 Critical Business Functions



	

	Division
	Critical Business Function
	Business Owner and Contact Information
	Description
	Recovery Time Objective (RTO)
	Priority Level

	Archives
	
	
	
	
	

	Audits
	Administer Fraud, Waste, and Abuse Hotline
	
	This function protects the public interest by investigating allegations of fraud, waste, and abuse.  This office maintains the Government Waste Hotline.
	72 hours
	1

	
	Conduct Audits
	
	This function ensures that public funds are properly accounted for, spent in accordance with legal requirements, and used to the best advantage.
	 72 hours (40%)
1 week (65%)
1 month (85%)
	1
2

3

	
	Administer the Municipal Audit Law Program
	
	This function ensures that all municipal corporations in Oregon are audited annually, that they file copies of their financial reports with the Division, and that their reports are in compliance with administrative rules and professional standards.
	72 hours
	2

	
	Issue Bond Letters
	
	This function ensures that letters of assurance are written for the bond community, the State Treasurer, the Department of Administrative Services, and other agencies.
	2 weeks
	2

	
	Approve Write-Offs
	
	This function provides approval to state agencies for write-offs.  The office receives requests from to write-off receivables from agencies.  We review the request and provide a written approval for write-off.
	1 month
	2

	
	Acknowledge Receipt of Next Day Deposit Waiver Requests
	
	This function acknowledges receipt of next day deposit waivers requests from state agencies.  
	1 month
	2

	
	Acknowledge Receipt of Contract Ratifications
	
	This function acknowledges receipt of contract ratifications.  Agencies are required to notify the office of lapses in contracts and the subsequent amendments.  The office provides a letter as acknowledgement of receipt as a courtesy.
	90 Days
	3

	Business Services
	
	
	
	
	

	Corporation
	
	
	
	
	

	Elections
	Oversight of the Conduct of Elections
	
	This function ensures the integrity of democracy with fair, reliable election systems and public access to election information.
	1 week (30%)
2 weeks (70%)

1 month (100%)
	1
2

3

	
	Enforce Campaign Finance Laws
	
	This function ensures that campaign finance laws are enforced uniformly using established policies and procedures.
	4 hours
	1

	
	Publish the Statewide Voters’ Pamphlet
	
	This function ensures that voters have access to campaign and ballot information for local, statewide, and general elections.
	3 days (50%)
1 month (100%)
	1
3

	
	Manage the Initiative and Referendum Process
	
	This function ensures initiatives and referendums are received, processed, assessed for procedural constitutional compliance, and tracked throughout the election cycle.
	24 hours
	1

	
	Implement Federal Laws
	
	This function ensures compliance with the federal Help America Vote Act (HAVA) and the National Voter Registration Act (NVRA).
	1 week
	2

	Executive Office
	Statutory Functions
	
	This function ensures that the Executive Office and the Secretary of State comply with and complete all statutorily mandated functions.
	48 hours (75%)
2 weeks (100%)
	1
2

	
	Correspondence and Communication
	
	This function ensures that the Executive Office communicates with the program divisions, the public, and the media, as necessary.
	48 hours (50%)
1 week (66%)

2 weeks (83%)

1 month (100%)


	1
2
2

3

	Information Systems
	
	
	
	
	

	Human Resources
	Emergency / Temporary Staffing
	
	This function ensures that the Human Resources Division can procure emergency and/or temporary staffing for Divisions within 1 week.
	1 week (100%)
	1



	
	Policy Administration
	
	This function ensures that agency divisions have access to advice and assistance in the interpretation and application of state and federal laws and polices, as well as SOS policies and procedures.
	1 month
	3

	
	Recruitment
	
	This function ensures the agency is able to attract, recruit, and retain and effective workforce.
	1 month
	3

	
	Training
	
	This function ensures the agency staff is provided quality t raining and resources to encourage a positive work environment.
	1 month
	3

	
	Records and System Administration
	
	This function ensures the agency maintains a complete and confidential personnel record system.
	1 month
	3


	2.3 Agency Wide Suppliers and Vendors
	These vendors provide services to one or more agency divisions.  In the event of a crisis situation, these vendors will be critical to the recovery of agency operations.  For division specific vendors, please see the Division BCPs.

	Name of Supplier/Vendor
	Key Goods or Services Provided
	Normal Contact Details
	Emergency Contact Details

	DAS Facilities
	Facility Maintenance 
	
	

	DAS Phones
	Phone Service
	
	

	Dell
	Laptops, PCs, Printers
	
	

	Microsoft
	Assorted
	
	

	OpenAir, Inc.
	Timekeeping Software
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


3 Plan Strategy and Execution
	3.1 Concept of Execution
	Below are the general strategies that will be used to ensure agency-wide business continuity:

· SOS personnel who are reassigned to assist another state agency under this Plan have been pre-designated. Staff may be assigned to this temporary duty for up to 30 days.

· SOS personnel who are relocated to an Alternate Site under this Plan have been pre-designated. Staff must be able to continue operations and the performance of essential functions for up to 30 days.

· Alternate Site space and support capabilities will be limited; therefore staff assigned to the Alternate Site must be restricted to only those personnel who possess the skills and experience needed for the execution of critical and essential functions.

· It is anticipated that an Alternate Site will be located within commuting distance of the Salem area, and prepared to accept staff within 72 hours.

· SOS personnel who are not designated as Alternate Site members may be directed to move to some other state facility or duty station, or may be advised to remain at or return home pending further instructions.  
· Activation of the Plan will not, in most circumstances, result in a change of duty location affecting the pay and benefits of personnel.



	3.2 Plan Activation Procedures
	Warning Conditions

· With Warning:  It is expected that, in some cases, SOS will receive a warning at least a few hours prior to an event.  This will normally enable the full execution of this Plan with a complete and orderly alert, notification, and deployment of the pre-designated staff.

· Without Warning:  The ability to execute this Plan following an event that occurs with little or no warning will depend on the severity of the emergency and the number of SOS personnel that have been affected by the event.  

· Non-Duty Hours:  Although the Public Services Building may be rendered inoperable, it is likely that the majority of SOS staff could be alerted and deployed to the Alternate Site.

· Duty Hours.  If possible, this Plan will be activated and the pre-designated available staff will be deployed.

Identification of Potential Disaster Status

Criteria for determining whether a particular emergency situation requires the mobilization of the Disaster Recovery Team are as follows:

· Is there an actual or potential threat to human safety?

· Is there likely to be a need to involve emergency services?

· Is there an actual or potential serious threat to buildings or equipment?

· Is there an actual or potential loss of power?

· Is there an actual or potential loss of IT/network?

· Is there an actual or potential loss of workforce?

Direction and Control

· Lines of succession will be maintained by all Managers reporting to the Division Director and Deputy Secretary of State to ensure continuity of essential functions.  Successions should be provided to a minimum depth of three at any point where policy and directional functions are carried out.

· The Agency Director or designated successor from the line of succession may order activation of the SOS Plan.




	3.3 Agency Coordination Center
	BCP Team Coordination Center

BCP Coordination Center – Primary Sitetc  \l 1 "Emergency Operations Centre"


The main meeting and coordination location during an event/disaster for the agency’s BCP Teams will be: 

State Archives Building
800 Summer Street NE

Salem, OR 97310
Willamette Conference Room

Main Reception Phone: 

Fax: 

Conference Room Phone: 

BCP Coordination Center – Alternate Site
The alternate meeting and coordination location during an event/disaster for the agency’s BCP Teams will be: 




4 Crisis Management Teams

	4.1 Team Roles and Responsibilities
	The Business Continuity Plan will be activated, implemented, and carried about by the SOS Crisis Management Teams.  These teams will direct the recovery of agency operations following any disruption.  The teams will consist of staff from all agency divisions.  Some staff may be on one or more of these teams.  For specific teams roles and responsibilities please set the SOS Business Continuity Plan.

Crisis Management Teams

The agency has formed the following Crisis Response Teams to support the agencies response to an event or disruption in service:

1. Executive Lead Team

2. IT Disaster Recovery Team

3. Telecommunications Team

4. Damage Assessment/Salvage Team

5. Physical Security Team

6. Insurance Team

7. Staff Support Team (formerly “Transportation Team”)

8. Public Information Team

9. Family and Foster Care Communications

If a major incident/disaster occurs, the Executive Lead Team will be convened and the situation assessed.  It will be the responsibility of this team to assess the event and related information necessary so that they can determine whether or not to implement the individual department/business unit Business Continuity Plans.    

This Business Continuity Plan (BCP) will be activated by the BCP Executive Lead Team Leader, as identified in the plan, when he/she receives instructions from the incident assessment.    

When an emergency has been declared by the Executive Lead Team, the BCP Coordinator will report directly to the Executive Lead Team Leader for the duration of the emergency.  All ad hoc requests for decisions, assistance with facilities, acquiring outside services, etc. will be directed to the Executive Lead Team through the BCP Coordinator.

It will be the BCP Coordinator’s responsibility to contact all team members or their alternates and ensure that they convene at the BCP Team Coordination Center as defined in this plan.

The BCP Coordinator will be responsible for the successful implementation of this plan.  



	
	

	4.2 Executive Lead Team
	This team is responsible for activating the Business Continuity Plan and directing all agency operations and recovery activities for the duration of any declared emergency.  

In the event of a major incident or disaster, the BCP Coordinator, or another representative, will alert the team to meet at the BCP Team Coordination Center to assess the impact to the agency and determine whether or not to activate the Business Continuity Plan.  

Once the BCP has been activated, an agency-wide status check will be conducted to assess the situation at each OYA Facility and Field Office.  This team will be responsible for activating the rest of the BCP Crisis Management Teams.

Each of the BCP Crisis Management Teams will report to the Executive Lead Team.  The Executive Lead is ultimately responsible for the direction of all BCP recovery activities.  The BCP Coordinator will serve as the primary resource for BCP activation, procedures, and usage.  The BCP Sponsor will be the alternate to the BCP Coordinator.




	
	Team Members
	Role / Responsibilities
	Contact Information

	1
	Bob Jester

Director


	· Represent OYA to the Governor’s Office if necessary

· Represent OYA to the Office of Emergency Management if necessary

· Make final decisions on Agency Recovery activities
	

	2
	Phil Lemman

Deputy Director


	· Direct OYA and the Executive Lead to restore agency operations

· Coordinate Agency response activities

· Make final decisions on Agency Recovery activities in the absence of the Director
	

	3
	Robyn Cole 

Executive Assistant to the Director

Public Information Officer


	· Document agency status and decision points

· Serve as Public Information Officer

· Participate in decision-making process for agency recovery activities
	

	4
	Brian Florip

Assistant Director

Facility Operations
	· Report to the Executive Lead Team on Facility Operations status

· Participate in decision-making process for agency recovery activities

· Coordinate any necessary closure, evacuation, or relocation of facility staff and/or youth in close custody
	

	5
	Karen Andall

Interim Assistant Director

Field Services
	· Report to the Executive Lead Team on Field Office Operations status

· Participate in decision-making process for agency recovery activities

· Coordinate any necessary closure, evacuation, or relocation of field office staff and/or youth in the community
	

	6
	George Dunford

Assistant Director

Business Services
	· Report to the Executive Lead Team on Business Office Operations Status

· Maintain knowledge of Business Continuity Plan procedures and status

· Participate in decision-making process for agency recovery activities

· Coordinate any necessary closure, evacuation, or relocation of central office staff 
	

	7
	Cindi Liebe

Acting Assistant Director

Program Office
	· Report to the Executive Lead Team on Program Office Operations status

· Participate in decision-making process for agency recovery activities
	

	8
	Jill Petersen

IS/JJIS/R&D Manager
	· Report to the Executive Lead Team on IT Recovery status

· Participate in decision-making process for agency recovery activities

· Coordinate any necessary recovery, purchasing, or relocation of IT systems and equipment
	

	9
	Lori Widder

Safety Manager

BCP Coordinator
	· Coordinate and direct the activation and use of the Business Continuity Plan

· Maintain, update, and test BCP regularly

· Report to the Executive Lead Team on Safety status

· Participate in decision-making process for agency recovery activities
	

	10
	Shawna Hill

Executive Support

Business Services
	· Report to the Executive Lead Team on Risk Management claim status

· Report to the Executive Lead Team on DAS-Phones status

· Participate in decision-making process for agency recovery activities
	

	11
	Mary Lenz

Employee Services Manager
	· Report to the Executive Lead Team on Employee issues

· Participate in decision-making process for agency recovery activities

· Maintain knowledge of collective bargaining agreements, staff contracts, etc. to advise Executive Lead Team
	

	12
	Lonnie Jackson

Minority Services Manager
	· Report to the Executive Lead Team on Minority Youth status

· Participate in decision-making process for agency recovery activities
	

	13
	Rex Emery

Facilities Manager
	· Report to the Executive Lead Team on Facility and Physical Plant operational status

· Participate in decision-making process for agency recovery activities
	

	14
	Facility Superintendents, Camp Directors, and Field Office Supervisors as affected
	· Report to the Executive Lead Team on specific Facility, Camp, and Office operational status

· Participate in decision-making process for agency recovery activities
	


	4.3 IT Disaster Recovery Team
	Following an emergency event and the activation of the BCP Crisis Management Teams, the IT Disaster Recovery Team will be responsible for assessing damage to and restoring the agency’s information systems and technical services as directed in this plan.




	
	Team Members
	Role / Responsibilities
	Contact Information

	1
	Jill Petersen

IS/JJIS/R&D Manager
	· Report to the Executive Lead Team on IT Recovery status

· Coordinate any necessary recovery, purchasing, or relocation of IT systems and equipment

· Direct IS/JJIS staff to recover systems
	

	2
	Jerry Sevey

Network and Operations Manager
	· Report to the Executive Lead Team on IT Recovery status, in Team Leaders absence

· Direct IT Disaster Recovery operations at primary and alternate sites

· Maintain knowledge of IT Disaster Recovery Plan
	

	3
	Joe King

Network Analyst
	· Perform IT Disaster Recovery operations as directed
	

	4
	Vince Almberg

Network/Exchange Administrator
	· Perform IT Disaster Recovery operations as directed
	

	5
	Dave Brooks

Application Development Manager
	· Perform IT Disaster Recovery operations as directed
	

	6
	Rex Emery

Facilities Manager
	· Alert Disaster Recovery Team to facilities management status (structural damage, power capabilities, etc.)
	

	7
	George Dunford

Assistant Director

Business Services
	· Alert Disaster Recovery Team to Central Office status (IT needs, movement of staff, etc.)
	

	8
	Brian Florip

Assistant Director

Facility Operations
	· Alert Disaster Recovery Team to Correctional Facility status (IT needs, closures, relocation of staff, etc.)
	

	9
	Karen Andall

Interim Assistant Director

Field Services
	· Alert Disaster Recovery Team to Field Office status (IT needs, closures, relocation of staff, etc.)
	

	10
	Cindi Liebe

Acting Assistant Director

Program Office
	· Alert Disaster Recovery Team to Program Office status (IT needs, closures, relocation of staff, etc.)
	

	11
	Facility Superintendents, Camp Directors, and Field Office Supervisors as affected
	· Alert Disaster Recovery Team to site specific status (IT needs, closures, relocation of staff, etc.)
	


	4.4 Telecommunications Team
	Following an emergency event and the activation of the BCP Crisis Management Teams, the Telecommunications Team will be responsible for the restoration and maintenance of all voice and data communications, as directed in this plan.  This team will also be responsible for ensuring telephones and IT support are operational at the Alternate Site.




	
	Team Members
	Role / Responsibilities
	Contact Information

	1
	Shawna Hill

Executive Support

Business Services
	· Report to Executive Lead team on DAS-Phones status

· Serve as OYA contact to DAS—Phones, reporting loss of service, problems, relocations, etc.

· Maintain knowledge of phone systems
	

	2
	Jill Petersen

IS/JJIS/R&D Manager
	· Report to Executive Lead team on IT communication status

· Coordinate any necessary recovery, purchasing, or relocation of IT systems and equipment

· Direct IS/JJIS staff to recover systems
	

	3
	Jerry Sevey

Network and Operations Manager
	· Direct restoration of services and email capabilities
	

	4
	Vince Almberg

Network/Exchange Administrator
	· Restore services and email capabilities
	


	4.5 Damage Assessment / Salvage Team
	Following an emergency event and the activation of the BCP Crisis Management Teams, the Damage Assessment/Salvage Team will be responsible for assessing damage to OYA Facilities and Offices.  This team is responsible for identifying what locations are affected, determining the extent of damage, and estimating the duration of the outage.  After the damage assessment is completed, this team will also be responsible for coordinating salvage operations as required.  This team will work with the Physical Security team and the Insurance Team.




	
	Team Members
	Role / Responsibilities
	Contact Information

	1
	Rex Emery

Facilities Manager
	· Report to Executive Lead team on Facility structure status

· Maintain communication with building managers, emergency crews (i.e. fire departments) to determine extent of structural damage and duration of outages

· Coordinate any necessary recovery, purchasing, or relocation of supplies and equipment

· Coordinate purchasing with the agency’s DAS Risk Management Coordinator to follow DAS Risk Management guidelines

· Direct maintenance department staff to restore, repair structures and equipment

· Lead Damage Assessment/Salvage Team and direct activities
	

	2
	Shawna Hill

Executive Support

Business Services
	· Report to Executive Lead team on Central Office structure status

· Maintain communication with Equitable center management to determine extent of damage and duration of outage

· Coordinate Risk Management Claims

· Coordinate purchasing with the agency’s Facility Manager to follow DAS Risk Management guidelines

· Serve as primary contact for DAS phone service and Risk Management
	

	3
	Brian Florip

Assistant Director

Facility Operations
	· Maintain communication with Facilities and Camps on status and report to Damage Assessment/Salvage Team
	

	4
	Karen Andall

Interim Assistant Director

Field Services
	· Maintain communication with Field Offices on status and report to Damage Assessment/Salvage Team
	

	5
	Melanie Tozier

Accounting Manager
	· Account for emergency expenditures for facilities, supplies, and equipment
	

	6
	Linda Gesler

Budgets and Contracts Manager
	· Develop/reorganize OYA budget as necessary to allow for emergency expenditures

· Prepare emergency contracts for services, supplies, etc.
	

	7
	Jerry Sevey

Network and Operations Manager
	· Assess Damage to IT/IS systems

· Generate list of salvable equipment and equipment to be replaced
	

	8
	David Clouse

Internal Auditor
	· Document decision points, contacts, and status updates for Damage Assessment /Salvage Team

· Maintain lists of salvageable equipment

· Maintain lists of equipment to be replaced

· Photograph damage
	

	9
	Facility Superintendents, Camp Directors, and Field Office Supervisors as affected
	· Assess damage to site specific facilities and report to Damage Assessment/Salvage team

· Maintain contact with local building management and emergency crews
	


	4.6 Physical Security Team
	Following an emergency event and the activation of the BCP Crisis Management Teams, the Physical Security Team will be responsible for ensuring OYA facilities are secure and staff work areas meet safety regulations.  This team will ensure than any building evacuated because of damage is secured to prevent further damage, vandalism, or theft.  This team will be responsible for ensuring that Alternate Site security measures, such as limited entrance, locks, and safety, are comparable to the primary site.




	
	Team Members
	Role / Responsibilities
	Contact Information

	1
	Lori Widder

Safety Manager
	· Report to Executive Lead team on Physical Security status

· Ensure that staff working environments meet safety standards

· Secure any evacuated or closed facilities to prevent further damage, vandalism, or theft

· Develop safety and security procedures for Alternate site
	

	2
	Rex Emery

Facilities Manager
	· Assess how damage may affect facility safety and staff security

· Address security and safety issues by repairing or replacing facilities/equipment

· Contract with vendors, utility companies, service providers to restore services and ensure safety/security
	

	3
	Mike Riggan

Rules and Policy Coordinator
	· Develop safety and security procedures for Alternate site staff

· Secure any evacuated or closed facilities to prevent further damage, vandalism, or theft by contacting vendors or contractors

· Maintain documentation for Physical Security Team by recording decision points, contacts, and updates
	

	4
	Facility Superintendents, Camp Directors, and Field Office Supervisors as affected
	· Assess how damage to specific sites may affect facility safety and security

· Report safety issues to the Safety Manager and security issues to the Facilities Manager
	


	4.7 Insurance Team
	Following an emergency event and the activation of the BCP Crisis Management Teams, the Insurance Team is responsible for assuring that insurance policies are sufficient and for documenting, submitting, and following up on claims to Risk Management.  This team will work in conjunction with the Damage Assessment/Salvage Team.




	
	Team Members
	Role / Responsibilities
	Contact Information

	1
	Shawna Hill

Executive Support

Business Services
	· Report to Executive Lead on Insurance Claim status

· Serve as DAS Risk Management coordinator for OYA

· Act as point of contact between OYA and Risk Management

· Maintain knowledge of “Self-Insurance Policy”

· Coordinate reporting of OYA damage/loss claims 

· Direct damage assessment as it relates to Insurance claims
	

	2
	Linda Gesler

Budgets and Contracts Manager
	· Develop/reorganize OYA budget as necessary to allow for emergency expenditures

· Prepare emergency contracts for services, supplies, etc.
	

	3
	Melanie Tozier

Accounting Manager
	· Account for emergency expenditures for facilities, supplies, and equipment
	

	4
	Rex Emery

Facilities Manager
	· Report extent of damage and projected expenditures for facility maintenance, repairs, and necessary contracted services to the Insurance Team
	

	5
	Facility Superintendents, Camp Directors, and Field Office Supervisors as affected
	· Report extent of damage and projected expenditures for facility maintenance, repairs, and necessary contracted services to the Insurance Team
	


	4.8 Staff Support Team
	Following an emergency event and the activation of the BCP Crisis Management Teams, the Staff Support Team will be responsible for making emergency arrangements for personnel transportation, lodging, and dining at the Alternate Site, as necessary.  They will be responsible for ordering supplies and coordinating the recovery of Essential records so that normal business operations may continue.  This team will contact staff to notify them of changes in their work sites and changes to their reporting schedule.  This team will also address staff issues and complaints that may arise during the emergency situation.




	
	Team Members
	Role / Responsibilities
	Contact Information

	1
	Mary Lenz

Employee Services Manager
	· Report Staff Support team status to the Executive Lead Team

· Maintain knowledge of collective bargaining agreements, staff contracts, and position descriptions

· Address staff issues arising from possible relocation, change of duty, working out of class, etc.
	

	2
	Jean Bergen

Executive Support

Director’s Office
	· Assist staff by coordinating travel, lodging, as necessary

· Serve as point of contact for managers requested additional staff, coordinating contact system to notify staff of BCP activation, relocation, etc. 

· Maintain contact information for BCP Crisis Response Teams and Alternate Site Staff

· Order extra office supplies as requested by Alternate Site staff

· Receive calls from families regarding staff

· Contact families of staff to update them on staff status (after injury, relocation, etc.)
	

	3
	Lori Widder

Safety Manager
	· Ensure that work sites meet Safety standards
	

	4
	Sharon Pette

Program Evaluation and Quality Assurance Coordinator
	· Contact staff, as directed, to notify them of alternate site status

· Assist with coordination of lodging for relocated staff
	

	5
	Phil Cox

Treatment Services Manager
	· Contact staff, as directed, to notify them of alternate site status

· Assist with coordination of transportation for relocated staff
	

	6
	Facility Superintendents, Camp Directors, and Field Office Supervisors as affected
	· Direct on-site preparations to receive alternate site staff 

· Provide assistance to staff relocated to specific facilities and offices

· Coordinate staff to send to an alternate site

· Develop site specific communication systems and maintain contact information for staff
	


	4.9 Communications Team
	This team is responsible for Public Relations, Crisis Communications, and other communications.  The Public Information Officer is the lead OYA employee authorized to communicate with the media, as per OYA Policy.




	
	Team Members
	Role / Responsibilities
	Contact Information

	1
	Robyn Cole

Executive Assistant to the Director
	· Serve as OYA’s Public Information Officer

· Disseminate information and agency status information to the media and OYA employees

· Hold press conferences, receive press inquiries, write press releases
	

	2
	Phil Lemman

Deputy Director
	· Serve as Alternate Public Information Officer, as necessary

· Advise Public Information Officer on content for media communications
	

	3
	Lonnie Jackson

Minority Services Manager
	· Advise Public Information Officer on Agency status

· Assist with development of press releases
	

	4
	Jean Bergen

Executive Support

Director’s Office
	· Assist with contacting media representatives

· Assist with distribution of press releases
	

	5
	Dave Brooks

Application Development Manager
	· If JJIS goes down, provide the PIO with specifics on JJIS
	


5 Communication Plan and Procedures
	5.1 Overview
	It is very important during the Business Recovery Phase that all affected persons and organizations are kept properly informed.  The information given to all parties must be accurate and timely.  In particular, any estimate of the timing to return to normal working operations should be announced with care.  It is also very important that only authorized personnel deal with media inquiries.




	5.2 Communication Authorization
	

	Groups of Persons or Organizations Affected by Disruption


	Persons authorized to Coordinate Communication to those Persons/Organizations Affected

	
	Name
	Position
	Contact Details

	Clients/customers
	Chuck Hibner
	Division Director
	Work Phone: 503-986-2355
Home Phone: 503-361-0162
Cell Phone: 503-302-4180


	Management and Staff
	Jackie Steffens

Chuck Hibner
	HR Director

Division Director

	Work Phone:

Home Phone: 

Cell Phone:

Work Phone: 503-986-2355
Home Phone: 503-361-0162
Cell Phone:503-302-4180


	Suppliers
	Jeff Morgan
	BSD
	Work Phone:

Home Phone: 

Cell Phone:



	Media
	Scott Moore
	Public Relations
	Work Phone:

Home Phone: 

Cell Phone:



	Other Third Parties
	
	
	

	
	
	
	

	
	
	
	


	5.3 Communication Policies
	The following are the agency’s policies in respect to contact with different parties during a business recovery phase.

	5.3.1 Client Customer Contact
	The Agency Director will develop an official statement for clients and customers.  Depending upon the type and severity of the event, the statement may be issued in the following ways:

· Through local media

· Scheduled clients may be called or emailed

· Posted at the affected facility(ies)



	5.3.2 Management and Staff Contact
	The BCP Coordinator will be responsible for directly informing the Agency Director of all events and responses.  

The Agency Director will develop an official statement for management and staff.  

If the event happens during work hours, and depending upon the severity of the event:

· Staff may be sent home

· Staff may be asked to assist in implementing a work-around procedures

If the event happens after work hours, or becomes a multi-day event, staff contact will occur through:

· Employee call trees

· A call-in number for information about which types of employees are to report to work

· Bulletins through local radio station K___.



	5.3.3 Suppliers Contact
	The Administrative Team will be the sole contact for suppliers during the business recovery phase.

This Team will utilize emergency procurement procedures and receive authorization for emergency purchases from the Agency Director or designee.



	5.3.4 Media Contact
	Develop the official incident Public Statement containing acceptable response(s) to questions frequently asked by media, customers and other business contacts.

Example = Department of Revenue

· Prepare statements for the following questions in which the media could possibly ask:

· What happened?

· When did it happen?

· Why did it happen? (Was a taxpayer angry? Etc>)

· Were people inured? Who? How? How many?

· If injuries happened, have the families of the injured been notified?

· Can we speak to any of the injured?

· How is state government affected by this incident?

· How much damage was done to the building?

· How much will the damage cost to repair?

· How many people work in the Revenue Building? (Including other agencies)

· Did you have to evacuate the building? What time? Was it a total or partial evacuation?

· What corrective measures are being taken to see that this doesn’t happen again?

· Has the governor been notified?  What was his/her response/?

· When can employees come back to work?

· Who was or who does DOR suspect is responsible? (If it was a human-caused calamity).

· How will this event affect our service to the taxpayers?

· Was the public ever at risk for injury or exposure?

· In addition, Depending on the nature of the crisis, determine the following:

· If a technical expert is required to provide clarity to the situation and/or disseminate information to the media

· If anyone other than trained public relations personnel will communicate with the media (e.g., technical expert), provide the following:

· Spokesperson guidelines

· List of potential questions

· Appropriate statements and responses

· Cell phone

· Select and acquire a Media Briefing Center.  Ensure the Briefing Center is large enough for one-on-one interviews.

· Acquire updates regarding the event occurrence and disposition of injured employees.

· Produce "media kits”/press releases containing the following information for distribution to various newspapers, television stations, and radio stations:

· Location of event

· General description of event (stated positively)

· Presence or absence of injuries

· Corrective measures being taken

· Description of impacts (non-monetary and stated positively)

· Media contact

· Arrange interviews and press conferences, as required.

· Prepare written and oral communications detailing the situation and Department of Revenue’s plan of action.  Coordinate efforts with departments in disseminating information to various external entities.

· Ensure that media and internal response information is recorded/documented for the duration of the recovery effort.



	5.3.5 Other Third Parties
	


	5.4 Instructions to Update message on SOS “night attendant” (site message) feature:
	· In addition, leave a voice mail message at 503-947-2051 instructing employees on the status of the Department of Revenue’s offices and where to report.  (for now use this Director’s Office front desk  number)

· Use the following phone log template to track incoming calls that require special attention from any of the Recovery Support Teams.  This document will be used in critiquing the recovery process when the DR plan is no longer needed.




6 Agency’s Emergency Management Obligations
	6.1 Emergency Management
	Emergency Management: In the State’s Emergency Management Plan, the Secretary of State is categorized as a XXXX Agency during a large-scale, statewide emergency.  XXXX agencies are “responsible to provide expertise, experience, and assets to the State Support Functions as needed or requested by the Primary agency.”

http://www.oregon.gov/OOHS/OEM/archive/library​​_resource.shtml

Oregon Emergency Management

P.O. Box 14370

Salem, OR 97309-5062

(503) 378-2911; 1-800-452-0311

www.oregon.gov/OOHS/OEM


	6.2 State Crisis Communication Plan
	State Crisis Communication Plan: SOS is part of the state agency communications plan which provides for timely, accurate, and coordinated public information during a multi-agency crisis.  The plan’s leadership team, composed of staff from DAS, the Governor’s Office, State Fire Marshal’s Office, ODOT, Emergency Management and others, has developed a communications chain of command and call tree which will be activated in the event of a major disaster or multi-agency crisis.  SOS is included in the XXXX agency category.

Public Affairs Manager

Oregon Emergency Management

(503) 378-2911, ext 22292


7 Division Operations

	7.1 Division Mission
	Division Mission: 

The Audits Division conducts audits to protect the public interest and improve Oregon government.  We ensure that public funds are properly accounted for, spent in accordance with legal requirements, and used to the best advantage.  We are the only independent auditing organization with the duty and authority to review programs and agencies of all three branches (executive, legislative, and judicial) of state government.  The Audits Division and the Secretary of State as Auditor of Public Accounts operate under the authority of the Oregon Constitution, Article VI, Section 2, and ORS 297.010 through 297.990.
Annual Performance Measures:

· KPM 165-001 Audit Cost per Hour

· KPM 165-002 Value of Revenue Enhancement, Savings, or Questioned Costs in Audit Reports

· KPM 165-003 Dollar Savings per Dollar Spent on Economy and Efficiency

· KPM 165-004 Percentage of Recommendations Implemented

Specific activities include:

· Perform Financial, Performance, and IT audits and report results.

· Administer Municipal Audit Law

· Administer the Government Fraud, Waste and Abuse Hotline
· Other duties and assigned


	7.2 Critical Business Functions
	

	No.
	Critical Business Function
	Business Owner and 
(For Contact Information – see emergency contact list)
	Description
	Recovery Time Objective (RTO)
	Priority Level

	1. 
	Conduct Audits
	Charles Hibner
Audits Division Director

	This function ensures that public funds are properly accounted for, spent in accordance with legal requirements, and used to the best advantage.
	72 hours (40%)

1 week (65%)

1 month (85%)
	1

2

3

	2. 
	Administer Fraud, Waste, and Abuse Laws
	Mary Wenger
Audits Division Deputy Director
	This function protects the public interest by investigating allegations of fraud, waste, and abuse.  This office maintains the Government Waste Hotline.
	72 hours
	1

	3. 
	Administer Municipal Audit Law Program
	Phil Hopkins

Audits Division Audit Manger
	This function ensures that all municipal corporations in Oregon are audited annually, that they file copies of their financial reports with the Division, and that their reports are in compliance with administrative rules and professional standards.
	1 week
	2

	4. 
	Issue Bond Letter
	Mary Wenger
Audits Division Deputy Director
	This function ensures that letters of assurance are written for the bond community, the State Treasurer, the Department of Administrative Services, and other agencies.
	2 weeks
	2

	5. 
	Approve Write-Offs
	Charles Hibner
Audits Division Director
	The function provides approval to state agencies Our office receives requests to write-off receivables from agencies.  We review the request and provide a written approval for write-off.
	1 month
	2

	6. 
	Acknowledge Receipt of Next Day Deposit Waivers
	Mary Wenger
Audits Division Deputy Director
	This function acknowledges receipt of next day deposit waivers from state agencies.  
	1 month
	2

	7. 
	Acknowledge Receipt of Contract Ratifications
	Charles Hibner
Audits Division Director
	This function acknowledges receipt of contract ratifications.  Agencies are required to notify us of lapses in contracts and the subsequent amendments.  We provide a letter as acknowledgement of receipt as a courtesy.
	90 days
	3


	7.3 Alternate Site Plan and Procedures
	The Audits Division has identified three (3) potential Alternate Work Sites.  A decision will be made by the Crisis Management Team and the Audits Division Director, or his designee, at the time of plan activation as to which site to use.   

	Number
	Critical Business Function
	Alternate Site Plan/ Strategy
	Alternate Site Timing
	Section in this Document

	1. 
	Conduct Audits
	Within 48 hours Audits Division management will assemble at the alternate and determine short-term or long-term site needs. Prior plans for short and long term needs will be discussed in conjunction with SOS wide needs.  
	Within 48 hours and alternate site will be determined in conjunction with the SOS wide disaster response.
	9

	2. 
	Administer Fraud, Waste, and Abuse Laws
	See #1
	See #1
	10

	3. 
	Administer Municipal Audit Law Program
	See #1
	See #1
	11

	4. 
	Issue Bond Letter
	See #1
	See #1
	12

	5. 
	Approve Write-Offs
	See #1
	See #1
	13

	6. 
	Acknowledge Receipt of Next Day Deposit Waivers
	See #1
	See #1
	14

	7. 
	Acknowledge Receipt of Contract Ratifications
	See #1
	See #1
	15


	7.4 Regular Suppliers and Vendors
	The following vendors provide specific services to the Audits Division.  For information on Agency-wide vendors, please see section X of this document.

	Name of Supplier/Vendor
	Key Goods or Services Provided
	Normal Contact Details (See master contact vendor list – BSD)
	Emergency Contact Details (See master contact vendor list - BSD)

	Merina and Co.
	Auditing Services
	John Merina

503-723-0300


	

	Deloitte
	Auditing Services
	Donald P. Riggs

503-222-1341


	

	Moss Adams
	Auditing Services
	Mary Case

541-686-1040


	

	Geffen Mesher
	Auditing Services
	David A. Bruns

503-221-0141


	

	Mercer Oliver Wyman
	Actuarial Services
	Scott Lefkowitz

631-425-3165


	

	Allegiance
	Hotline Services
	Steve Helm  

Phone: 801-617-8019
	

	CCH
	Teammate
	800-449-6439 or 

800-449-6433 or Mike Gowell at PriceWaterhouseCoopers.

213-356-6000


	

	OpenAir, Inc.
	Timekeeping Software
	Randy Foster, Director, Sales

617-351-0230


	

	ACL
	ACL
	604-669-4225
	

	Oracle
	BRIO / Hyperion
	Kathryn Troutman

703-364-3393


	

	
	
	
	


8 Recovery Plan

	8.1 Recovery Plan




	8.1.1 Situations
	This section includes the agency plan to ensure continuity of operations in any of the following situations:
· Loss of Facility.  The facility is either temporarily or permanently unavailable.  Examples might include:
· The facility being destroyed by fire and smoke damage

· The facility being temporarily unavailable due to flooding

· The facility being temporarily unavailable due to contamination
· Loss of Power.  The facility is disabled by power loss.  Examples might include:

· A generator being hit by lightning

· A car crashing into nearby electrical wires

· Severe flooding in the area

· Loss of IT/Network.  The facility is disabled by loss of computer function.  Examples might include:

· A breech has occurred in the network and the server has been shut down due to a computer virus

· The server gives out and must be replaced



	8.1.2 Recovery Procedure
	Loss of Facility

The recovery procedure consists of implementing manual procedures for those processes than do not require access to computer systems at a third party location to complete division functions.  If remote computer access is functional, pre-identified staff may be asked to work remotely until an alternate site is available.  Communication will be conducted by phone until computer systems are installed, or restored, to allow email communication.  If computer systems will not be available at the alternate site for more than 1 week, we will use laptops and electronic forms, if available, to complete division processes.  When computer systems are available, work will continue at the alternate location until the headquarters office is again available.

Loss of Power
The recovery procedure depends upon the length of time the power is anticipated to be out.  If we anticipate power will return in 2 days or less, we will use the call tree to let employees know not to report to work until further notice.
If we anticipate the power will be out longer than 2 days, the recovery procedure consists of implementing manual procedures at a third party location to complete division functions.  Communication will be conducted by phone until computer systems are installed, or restored, to allow email communication.  If computer systems will not be available at the alternate site for more than 1 week, we will implement paper processes for division functions.  When computer systems are available, business functions will be completed at the alternate location until the headquarters office is again available.

Loss of Network

The recovery procedure consists of working with IT to restore normal systems. We have a contract with Dell that will allow us to order and receive new equipment within 48 hours.  After an emergency declaration we may purchase outside of contract if necessary to expedite recovery.  We may need temporary IT assistance to reconfigure and restore the system in a timely fashion.  
The recovery procedure depends upon the length of time the computer system is anticipated to be out.  If we anticipate restoration in 2 days or less, we will complete those processes that do not require the affected computer systems.  

If we anticipate the network or computer failure will exceed 2 days, our plan consists of implementing manual procedures at our main office to continue division functions until computer systems become available.  
When computer systems are available, all business processes will continue as normal, and all manual/paper work will need to be recorded in the computer systems retroactively.




	8.1.3 Recovery Location
	The appropriate recovery location will be determined within 48 hours by the Crisis Management Team.  The site will be chosen considering SOS-wide site needs, as well as anticipated duration and an assessment of regional options considering the extent of the disaster.



	Dependencies
	Loss of Facility

This plan is dependent upon having the designated alternate worksite available during the time that our facility is inaccessible.  If a wide scale disaster is the cause of the loss, our alternate site may not be available.
Loss of Power

This plan is dependent upon having the designated alternate worksite available, and with power, during the time that our facility is without power.    

Loss of IT/Network
This plan is dependent on the availability of new equipment and the timeliness of delivery.



	Other Considerations
	If a wide scale disaster and/or power outage is the cause of the loss, we will revert to paper-based methods whenever possible.  In addition, we will contact our customers to let them know of potential services delays.
Depending upon the amount of downtime, we may need to use temporary staff to assist us in both the manual process and the process of entering all manual work into the computer system once access is restored.




	8.1.4 Recovery Steps – Summary
	· Step 1 – Contact BCP Executive Lead Team members and arrange for a meeting.
· Step 2 – Executive Lead Team meets and reviews plan; activates BCP Crisis Management Teams.

· Step 3 – Alert alternate site location to begin setting up for incoming staff.

· Step 4 – Contact DAS Phones to redirect phone lines.
· Step 5 – Contact utility services.
· Step 6 – Meet with Alternate Site Management to review operating procedure.

· Step 7 – Contact Alternate Site Staff and IT Team with directions for deployment.
· Step 8 – Contact IT and determine when computer services will be available
· Step 9 – Contact customers, vendors, etc. and inform them of possible delays.

· Step 10 – Public Information Team announces relocation to media outlets.

· Step 11 – Establish communication with customers at Alternate Site.

· Step 12 – Complete priority Business Processes at Alternate Site.

· Step 13 – Notify and update users as systems become available

· Step 14 – Relocate remaining staff as needed, as space and capability become available, to complete the CBF at the Alternate Site.

· Step 15 – Resume Normal Operations



	8.1.5 Recovery Steps - Detail
	


	Step #
	Step


	Step Detail


	Additional Resources


	Responsibility

	Date Completed  

	1.
	Contact BCP Executive Lead Team members and arrange for a meeting
	Contact team members (See BCP Team page for contact numbers) or their alternates and arrange a meeting.


	Telephone

BCP Team contact information
	BCP Coordinator

Back up:

· BCP Sponsor

· Facilities Manager
	

	2.
	Executive Lead Team meets and reviews plan; activates BCP Crisis Management Teams.
	Meet with BCP team members and assess the situation. Review the plan and determine whether or not all steps need to be taken.  Based on the situation, do other steps need to be implemented?  If so, document and assign responsibility. 
	Meeting location

Telephone
	BCP Coordinator

Back up:

· BCP Sponsor

· Facilities Manager
	

	3.
	Alert alternate site location to begin setting up for incoming staff 
	Contact the alternate worksite and inform them that we are invoking our Business Continuity Plan. Arrange the details for relocation of staff and equipment.
	Alternate Site
	
	

	4.
	Contact DAS phones to redirect phone lines.


	Contact DAS phones to alert them of relocation.  Request that primary Agency phones be redirected to the Alternate Site
	Telephone

DAS Contact Information
	
	

	5.
	Contact Utility Services
	Contact Utility Services to assess damage and restoration goals.
	Telephone

Utility Service Contact Information list
	
	

	6.
	Meet with Alternate Site Management to review operating procedures
	Do an on site inspection of the alternate worksite.  Ensure that all required equipment is present and in working order.  Ensure all required support supplies are present.


	See lists “Primary Computer Systems Requirements,” “Essential Records,” “Equipment and Supplies”

Telephone

Pens

Paper
	Jackie Steffens
	

	7.
	Contact Alternate Site Staff and IT Team with directions for deployment
	Contact Alternate Site Staff and IT Team with directions for deployment including where and when to report to work. 
	Alternate Site Staff List and Contact information;

IT Team contact information;

Telephone
	
	

	8. 
	Contact IT and determine when computer services are available
	Meeting with IT regarding available computers in alternate worksite.  Make sure that the computers have proper security and are able to access correct systems.
	IT Staff

Alternate worksite computers

Alternate worksite system access
	Jeff Bustos

Jackie Steffens
	

	9.
	Contact customers, vendors, etc. to inform them of possible delays 
	Contact customers and notify them of Division relocation.  Inform customers of possible service delays. 
	Customer Contact Information

Telephone


	Chuck Hibner – Agency Director
Jeff Morgan - BSD
	

	10.
	Public Information Team announces relocation to media outlets.
	Create and distribute press release detailing division status and relocation.  Include instructions for non-deployed staff.
	Telephone

Media Contact information

Word Processing System

Printer

Fax machine
	Agency PIO
	

	11.
	Establish Communication with customers at the Alternate Site.
	Once situated at alternate site, establish communication with customers and give further detail about operational capability and changes to business processes.
	Customer Contact Information

Telephone

Email

Fax
	Chuck Hibner – Division Director
Jeff Morgan - BSD
	

	12.
	Complete priority Business Processes at Alternate Site
	Identified Alternate Site Staff should be able to complete all business processes operations at the alternate site.
	Alternate worksite

Computers

System access

Essential Records
	Chuck Hibner – Division Director

	

	13.
	Notify and update users as systems become available
	Maintain communication with outside users to update them of systems status.  Update staff and users as systems become available.
	Computers 

System access

Telephones
	Chuck Hibner – Division Director

	

	14.
	Relocate remaining staff as needed, as space and capability become available, to complete the CBF at the Alternate Site.  
	Additional staff will be required to complete remaining business processes.  As space becomes available and as capability increases, the Director, or his designee, will direct the Staff Support team to contact and relocate staff as necessary. 
	Alternate worksite

Computers

System access

Staff Contact information

Telephone
	Chuck Hibner – Division Director

	

	15.
	Resume Normal Operations
	When all systems have been restored and employees have been relocated, resume normal operations.
	Computers

System Access
	Chuck Hibner – Division Director

	


9 CBF 1 – Conduct Audits
	9.1 General Business Function Description and Strategies



	9.1.1 Business Function Description
	Conduct Audits
The Audits Division conducts audits to protect the public interest and improve Oregon government.  They ensure that public funds are properly accounted for, spent in accordance with legal requirements, and used to the best advantage.  The Audits Division conducts audits by completing the following processes:

· Management of Databases Info/Network Security

· Business Office Functions

· Computer Support/Helpdesk

· Financial Audits

· Management of Library and Reference Materials

· Auditor Training and CPE Management

· Recruiting

The Audits Division is located at 255 Capitol Street NE, Suite 500, Salem, OR 97310

72 Persons in this office are responsible for this function.

Chuck Hibner supervises the Manager Office.



	9.1.2 Recovery Time Objective
	This plan is based on the assumption that any potential disruption occurs in the middle of Audits Division critical timeframes or during peak volume (June to December of each year.) 

Working with this assumption, 40% of business processes must be recovered within 72 hours, 65% within 1 week, and 85% of business processes much be recovered with 1 month.

The timing of the disruption, more than anything else, will determine the recovery time objective for specific processes.  A disruption during non-peak timeframes will allow Recovery Time Objectives to be more lenient.


	9.1.3 Key Staff
	

	
	Staff Member
	Role / Responsibilities
	Business Day

Contact Information
	Emergency/ Evening Contact Information

	1. 
	Julie Sparks
	Oversight of Business office operations and data base administration
	503-986-2262
	See emergency contact list

	2. 
	Mary Wenger
	Deputy Director for Financial audits, library, and training functions
	503-986-6440
	See emergency contact list

	3. 
	Will Garber
	Deputy Director for Performance and IT audits, and policy and procedure oversight
	503-986-6442
	See emergency contact list

	4. 
	Phil Hopkins
	Manager for audit quality assurance and recruiting processes
	503-986-2304
	See emergency contact list

	5. 
	72 Auditors and support staff 
	Various
	Various
	See emergency contact list


	9.1.4 Key Processes
	

	
	Business Process 
	Point of contact and Contact information


	Recovery Priority and Rationale


	1. 
	Database Management and Info/Network Security
	Julie Sparks

Business Operations Manager

 W: (503) 986-2262


	Within 24 hours – The ability to secure the databases and network is critical, as is the ability to grant and/or revoke access to these systems in a timely fashion.

	2. 
	Business Office Functions
	Julie Sparks

Business Operations Manager

W: (503) 986-2262
	Within 48 hours – Business Office functions support all auditing functions through purchasing, invoicing, website administration, word processing, and personnel management, etc.  This process must be functioning to support the remaining processes of this business function.

	3. 
	Computer Support/Helpdesk
	Jeff Bustos
SOS Information Systems
503-555-7837
	Within 72 hours – Because many auditors work remotely, it is essential that they have access to computer support and helpdesk processes.  This process may become even more important in situations where the Audits Division Office is disabled.

	4. 
	Financial Audits
	Mary Wenger

W: 503-986-6440
	Within 1 week – As one of the primary functions of the Audits Division, it is important to restore this process as soon as possible so that public interest may be protected.

	5. 
	Performance Audits
	Will Garber

W: 503-986-6642
	Within 1 week – As one of the primary functions of the Audits Division, it is important to restore this process as soon as possible so that public interest may be protected.

	6. 
	Library/Reference Management
	Mary Wenger

W: 503-986-6440
	Within 2 weeks – This process supports the Division’s ability to conduct audits.  

	7. 
	Auditor Training and CPE Management
	Mary Wenger

W: 503-986-6440
	Within 1 month – This process ensures there are trained and certified auditors available to carry out the mission of the Division.  Without these auditors the Division would not be able to conduct business.

	8. 
	Recruiting
	Phil Hopkins

W: 503-986-2304
	Within 90 days – This process ensures the Division maintains a skilled workforce of auditors to carry out the Division’s mission to protect the public interest.


	9.1.5 Key Dependencies
	In order to execute this business function, we are dependent upon the following activities and processes:



	
	Upon what functions and processes is this business process dependent?
	Point of contact and Contact information
	Recovery Time Objective for the dependency

	1. 
	Audits Division Network Drives and Systems
	Jeff Bustos
SOS Information Systems
503-555-7837
	Within 24 hours – The networks and databases must be secured within 24 hours.

	2. 
	Computer Systems 
	Jeff Bustos
SOS Information Systems
503-555-7837
	Within 72 hours – The IT systems must be functional within 72 hours to allow Audits Division processes to be recovered within 1 week. 

	3. 
	Remote Access Functionality and Coordination
	Jeff Bustos
SOS Information Systems
503-555-7837
	Within 72 hours – Remote Access must be restored with 72 hours to allow auditors to conduct their work at remote locations and continue the business of the division.

	4. 
	Purchasing and Procurement Capability
	Rob Rickard

SOS Purchasing Manager

W:503-986-2357

Julie Sparks, OAD Business Manager

W:503-986-2262
	Within hours—Depending on the scale of the disaster or disruption, we must be able to purchase audits systems and equipment to conduct audits and restore functionality within hours and days of a disruption.  


	9.1.6 Essential Records
	In order to execute this business function, the following Essential Records must be accessible.  

	Description
	Where 
	Contact

	Audit Documentation
	Network Servers, 5th Floor, Audit Sites, Laptops
	Audit Managers / Deputy Directors

	Correspondence
	Network Servers, 5th Floor
	Julie Sparks

	Forms
	Intranet, Network Servers, 5th Floor
	Julie Sparks

	Master Audit Reports
	Internet, 5th Floor
	Julie Sparks

	Time and Billing Records
	Vendor, Network Servers, 5th Floor, 1st Floor BSD
	Julie Sparks

	Training Records
	Network Server (database), 5th Floor
	Julie Sparks

	Downloaded agency audit data
	Network Server (H: & I: drives)
	Jeff Bustos ISD

	Personnel Records
	Network Server (H: Drive), 5th Floor, 1st Floor HRD
	Julie Sparks / Jackie Stephens HRD

	Reference Materials
	Network Server (H: Drive), 5th Floor Library, Auditor Cubicles
	Mary Wenger / Jeff Bustos ISD

	Purchase Card and Motor Pool Cards
	5th Floor, Auditors
	Julie Sparks 


	9.1.7 Equipment and Office Supplies
	In order to execute this business function, the following equipment and office supplies must be accessible. 

	Description
	Where 
	Contact

	72 computers or terminals that can access the network and the internet.


	5th Floor, Auditors
	Jeff Bustos
SOS Information Systems
503-555-7837

	72 Phones


	5th Floor, Auditors
	Jeff Bustos
SOS Information Systems
503-555-7837

	10 Portable Printers
30 Portable Scanners 
	5th Floor, Auditors
	Jeff Bustos
SOS Information Systems
503-555-7837

	3 Office Printers
1 Fax Machine
	5th Floor
	Jeff Bustos
SOS Information Systems
503-555-7837

	3 Office Copiers and 3 Shredders
	5th Floor
	Jeff Bustos
SOS Information Systems
503-555-7837


	9.1.8 Facilities
	In order to execute this business function, the following minimum facilities are required: 

	Description
	Where 
	Contact

	Office space to accommodate 4 office staff, 10 managers, 25 – 58 auditors
	To be determined
	Crisis Management Team

	
	
	

	
	
	

	
	
	


10 CBF 2 – Administer Fraud, Waste, and Abuse Laws
	10.1 General Business Function Description and Strategies



	10.1.1 Business Function Description
	Administer Fraud, Waste, and Abuse Laws
The Audits Division conducts investigations of allegations of fraud, waste, and abuse in state programs.  The Division also maintains the Government Waste Hotline.  The hotline was authorized by the state legislature in 1995 to provide public employees and citizens an avenue for reporting waste, inefficiency, or abuse in state programs.  The law provides confidentiality for any person making a report through the hotline.  Reports may result in audits, special investigations, or referrals to the appropriate authorities.  Investigative audits review specific allegations to determine whether instances of fraud, waste, or abuse have occurred.  Recommendations are directed at resolving the specific instances investigated and addressing the systemic problems uncovered during the investigation.  During the 2005-2007 biennium the division added an outsourced 24 hour answering service and a web based reporting application to assist with the reporting and tracking of complaints.

The Audits Division administers fraud, waste, and abuse laws by completing the following processes:
· Administering the Government Waste Hotline and Investigating reports

· Loss of Funds Notification, Receipt, and Processing

The Audits Division is located at 255 Capitol Street NE, Suite 500, Salem, OR 97310

6 - 10 Persons in this office are responsible for this function.

Dale Bond is the audit Manager that supervises this function.


	10.1.2 Recovery Time Objective
	During an incident our RTO for the business function is 72 hours.  The process of administering the government waste hotline and conducting investigations must be recovered within 72 hours.  The second process of the business function, loss of funds notification, must be restored with one month.  


	10.1.3 Key Staff
	

	
	Staff Member
	Role / Responsibilities
	Business Day

Contact Information
	Emergency/ Evening Contact Information

	1. 
	Dale Bond
	Audit Manager / Program Manager
	503-986-2351
	See emergency contact list

	2. 
	Various staff – 4 to 6 FTE ( see up-to-date  staffing plan)
	Audit / Investigate complaints plus hotline maintenance
	See emergency contact list
	See emergency contact list


	10.1.4 Key Processes
	

	
	Business Process 
	Point of contact and (For Contact Information – see emergency contact list)

	Recovery Priority and Rationale


	1. 
	Administer the Government Waste Hotline and conduct investigations
	Dale Bond

Audit Manager
	Within 72 hours – This process is critical to protecting the public interest.  This process must be functioning to complete the business function.

	2. 
	Loss of Funds Notification, Receipt, and Processing
	Dale Bond

Audit Manager
	Within 1 month – This process must be completed before an investigation can take place.  Once we are notified of a loss attributable to a state employee, we are required to make a determination of whether an investigation is warranted within 30 days of receipt. 




	10.1.5 Key Dependencies
	In order to execute this business function, we are dependent upon the following activities and processes:


	
	Upon what functions and processes is this business function dependent?
	Point of contact and Contact information
	Recovery Time Objective for the dependency

	1. 
	Government Waste Hotline
	Dale Bond, Audit Manager 
503-986-2351

Allegiance (Hotline vendor)

Steve Helm  

Phone: 801-617-8019

	Within 70 hours – The phone line and hotline must be operational within 70 hours so that calls may be received within 72 hours of the disruption.

	2. 
	Audits Division Network Drives and Systems
	Jeff Bustos
SOS Information Systems
503-555-7837
	Within 24 hours – The networks and databases must be secured within 24 hours.

	3. 
	Computer Systems 
	Jeff Bustos
SOS Information Systems
503-555-7837
	Within 72 hours – The IT systems must be functional within 72 hours to allow Audits Division processes to be recovered within 1 week. 

	4. 
	Remote Access Functionality and Coordination
	Jeff Bustos
SOS Information Systems
503-555-7837
	Within 72 hours – Remote Access must be restored with 72 hours to allow auditors to conduct their work at remote locations and continue the business of the division.

	5. 
	Purchasing and Procurement Capability
	Rob Rickard

SOS Purchasing Manager

503-986-2357
	Within hours—Depending on the scale of the disaster or disruption, we must be able to purchase audits systems and equipment to conduct audits and restore functionality within hours and days of a disruption.  


	10.1.6 Essential Records
	In order to execute this business function, the following Essential Records must be accessible.  

	Description
	Where 
	Contact

	Correspondence
	Network Servers, 5th Floor
	Dale Bond / Julie Sparks

	Hotline Calls
	Vendor, Network Servers, 5th Floor
	Allegiance (Vendor)
Steve Helm  

Phone: 801-617-8019



	10.1.7 Equipment and Office Supplies
	In order to execute this business function, the following equipment and office supplies must be accessible. 

	Description
	Where 
	Contact

	6 computers  that can access the network and  6 portable scanners


	5th Floor, Auditors
	Jeff Bustos
SOS Information Systems
503-555-7837

	1 Printer / 1 shredder / 1 copier / 1 fax machine
	5th Floor, Auditors
	Jeff Bustos
SOS Information Systems
503-555-7837

	6 phones
	5th Floor
	Jeff Bustos
SOS Information Systems
503-555-7837


	10.1.8 Facilities
	In order to execute this business function, the following minimum facilities are required: 

	Description
	Where 
	Contact

	A facility separate from the primary audit facility is not necessary.  The staff will be the same and have audit and hotline responsibilities. 
	To be determined 
	Crisis Management Team

	
	
	


11 CBF 3 – Administer Municipal Audit Law Program
	11.1 General Business Function Description and Strategies



	11.1.1 Business Function Description
	Administer Municipal Audit Law Program
All municipal corporations in Oregon are required to be audited every year and file copies of their financial reports with the Division.  The reports are reviewed for compliance with administrative rules and professional standards regarding their preparation.  Working papers of independent Certified Public Accountants who audit or review the annual financial reports are also reviewed to determine if the audit or review has been performed in compliance with administrative rules and professional standards.  Approximately 1,700 municipal corporations file annually and pay a filing fee ranging from $20 to $400.  The Division estimates $258,500 in fees for the 2007-2009 biennium.

The Audits Division is located at 255 Capitol Street NE, Suite 500, Salem, OR 97310

2 Persons in this office are responsible for this function.

Phil Hopkins is the Audit Manager that supervises this function.


	11.1.2 Recovery Time Objective
	This plan assumes the disruption to business occurs during the critical review period of the function.  If the incident happens during this phase, our RTO for the Municipal Audit Law Program is one week.  Municipal reports and payments are due in December of each year and desk reviews of reports are completed February to April of each year.  If the incident occurs outside of the production timeframe, the RTO for this process will be pushed back significantly.



	11.1.3 Key Staff
	

	
	Staff Member
	Role / Responsibilities
	Business Day

Contact Information
	Emergency/ Evening Contact Information

	1. 
	Phil Hopkins
	Audit Manager / Program Manager
	WORK: 503-986-2304
	See emergency contact list

	2. 
	.5 FTE  - see current staffing plan for specifics
	Supervise and complete program audit work
	See emergency contact list
	See emergency contact list


	11.1.4 Key Processes
	

	
	Business Process 
	Point of contact and Contact information


	Recovery Priority and Rationale



	1. 
	Municipal Audit Law Program
	Phil Hopkins

Audit Manager / Program Manager 503-986-2304
	Within 1 week – This process is critical to the business function.  If this business function is not completed, the Division is not accomplishing its mission.  This program is 100% fee supported.


	11.1.5 Key Dependencies
	In order to execute this business function, we are dependent upon the following activities and processes:


	
	Upon what functions and processes is this business function dependent?
	Point of contact and Contact information
	Recovery Time Objective for the dependency

	1. 
	Municipalities
	Phil Hopkins

Audit Manager / Program Manager 503-986-2304
	Within 1 week – This function is dependent on Municipal Corporations to file their financial reports and pay the filing fees. 

	2. 
	Audits Division Network Drives and Systems
	Jeff Bustos
SOS Information Systems
503-555-7837
	Within 24 hours – The networks and databases must be secured within 24 hours.

	3. 
	Computer Systems 
	Jeff Bustos
SOS Information Systems
503-555-7837
	Within 72 hours – The IT systems must be functional within 72 hours to allow Audits Division processes to be recovered within 1 week. 

	4. 
	Remote Access Functionality and Coordination
	Jeff Bustos
SOS Information Systems
503-555-7837
	Within 72 hours – Remote Access must be restored with 72 hours to allow auditors to conduct their work at remote locations and continue the business of the division.

	5. 
	Purchasing and Procurement Capability
	Rob Rickard

SOS Purchasing Manager
	Within hours—Depending on the scale of the disaster or disruption, we must be able to purchase audits systems and equipment to conduct audits and restore functionality within hours and days of a disruption.  


	11.1.6 Essential Records
	In order to execute this business function, the following Essential Records must be accessible.  

	Description
	Where 
	Contact

	Audit Documentation
	Network Servers, 5th Floor, Audit Sites, Laptops
	Phil Hopkins / Julie Sparks

	Correspondence
	Network Servers, 5th Floor
	Phil Hopkins / Julie Sparks

	Forms
	Intranet, Network Servers, 5th Floor
	Phil Hopkins / Julie Sparks

	Master Audit Reports
	Internet, 5th Floor
	Phil Hopkins / Julie Sparks

	Downloaded agency audit data
	Network Server (H: and I: Drives)
	Jeff Bustos

	Reference Materials
	Network Server (H: Drive), 5th Floor Library, Auditor Cubes
	Phil Hopkins / Julie Sparks


	11.1.7 Equipment and Office Supplies
	In order to execute this business function, the following equipment and office supplies must be accessible. 



	Description
	Where 
	Contact

	2 computers that can access the network 


	5th Floor, Auditors
	Jeff Bustos
SOS Information Systems
503-555-7837

	1 Printer / 1 shredder / 1 copier / 1 fax machine / 1 flat bed scanner
	5th Floor, Auditors
	Jeff Bustos
SOS Information Systems
503-555-7837

	2 phones
	5th Floor
	Jeff Bustos
SOS Information Systems
503-555-7837


	11.1.8 Facilities
	In order to execute this business function, the following minimum facilities are required: 

	Description
	Where 
	Contact

	A facility separate from the primary audit facility is not necessary.  The staff will be the same and have audit and muni responsibilities. 
	To be determined 
	Crisis Management Team


12 CBF 4 – Issue Bond Letters
	12.1 General Business Function Description and Strategies



	12.1.1 Business Function Description
	Issue Bond Comfort Letters
The Audits Division is responsible for issuing bond letters of assurance.  Letters of Assurance are written for the bond community, the State Treasurer, the Department of Administrative Services, and other agencies.  These letters provide assurance to the bond underwriters, bond counsel, and investment managers that the information included in the state or Agency offering statements appears reliable, with no obvious misstatements of fact.  In the fiscal year 2005, the Division provided letters for over $2.0 billion of bond and certificate of participation sales made by the state.  Once the Division receives a request for a comfort letter we have 60 days to provide it.  The letter is not critical for a bond offering but is important.
The Audits Division is located at 255 Capitol Street NE, Suite 500, Salem, OR 97310

2 Persons in this office are responsible for this function.

Kelly Olson and Dale Bond are the Audit Managers that supervises this function.


	12.1.2 Recovery Time Objective
	This plan is based on the assumption that any potential disruption occurs in the middle of Audits Division’s allowed response time of 60 days.  Using this assumption, the RTO for this function is 2 weeks. 



	12.1.3 Key Staff
	

	
	Staff Member
	Role / Responsibilities
	Business Day

Contact Information
	Emergency/ Evening Contact Information

	1. 
	Kelly Olson
	Audit Manager / Program Manager
	503-986-2349
	See emergency contact list

	2. 
	Dave Bond
	Audit Manager / Program Manager
	503-986-2351
	See emergency contact list


	12.1.4 Key Processes
	

	
	Business Process 
	Point of contact and Contact information


	Recovery Priority and Rationale


	1. 
	Issue Bond Letters
	Kelly Olson

Audit Manager / Program Manager

503-986-2349
	Within 2 weeks – This process is critical to the completion of the function.  After a request, the Division has 60 days to issue a bond letter.


	12.1.5 Key Dependencies
	In order to execute this business function, we are dependent upon the following activities and processes:


	
	Upon what functions and processes is this business function dependent?
	Point of contact and Contact information
	Recovery Time Objective for the dependency

	1. 
	Agencies and Entities Requesting Bond Comfort Letters
	Kelly Olson

Audit Manager / Program Manager

503-986-2349
	Within 1 week – This function is dependent on requests from state agencies and entities for bond comfort letters.  Without requests, there are no letters to be issued. 

	2. 
	Audits Division Network Drives and Systems
	Jeff Bustos
SOS Information Systems
503-555-7837
	Within 24 hours – The networks and databases must be secured within 24 hours.

	3. 
	Computer Systems 
	Jeff Bustos
SOS Information Systems
503-555-7837
	Within 72 hours – The IT systems must be functional within 72 hours to allow Audits Division processes to be recovered within 1 week. 

	4. 
	Remote Access Functionality and Coordination
	Jeff Bustos
SOS Information Systems
503-555-7837
	Within 72 hours – Remote Access must be restored with 72 hours to allow auditors to conduct their work at remote locations and continue the business of the division.

	5. 
	Purchasing and Procurement Capability
	Rob Rickard

SOS Purchasing Manager
	Within hours—Depending on the scale of the disaster or disruption, we must be able to purchase audits systems and equipment to conduct audits and restore functionality within hours and days of a disruption.  

	


	12.1.6 Essential Records
	In order to execute this business function, the following Essential Records must be accessible.  

	Description
	Where 
	Contact

	Correspondence
	Network Servers, 5th Floor
	Kelly Olson / Julie Sparks


	12.1.7 Equipment and Office Supplies
	In order to execute this business function, the following equipment and office supplies must be accessible. 



	Description
	Where 
	Contact

	1 computer that can access the network and 1 portable scanners


	5th Floor, Auditors
	Jeff Bustos
SOS Information Systems
503-555-7837

	1 Printer 
	5th Floor, Auditors
	Jeff Bustos
SOS Information Systems
503-555-7837

	1 phone
	5th Floor
	Jeff Bustos
SOS Information Systems
503-555-7837


	12.1.8 Facilities
	In order to execute this business function, the following minimum facilities are required: 

	Description
	Where 
	Contact

	A facility separate from the primary audit facility is not necessary.  The staff will be the same and have audit as well as these responsibilities. 
	To be determined 
	Crisis Management Team


13 CBF 5 – Approve Write-Offs 
	13.1 General Business Function Description and Strategies



	13.1.1 Business Function Description
	Approve Write-Offs of Uncollectible Debt

The Audits Division receives requests to write off receivables from agencies.  We review the request and provide a written approval for write-off.  
The Audits Division is located at 255 Capitol Street NE, Suite 500, Salem, OR 97310

1 Persons in this office are responsible for this function.

Chuck Hibner supervises this function.


	13.1.2 Recovery Time Objective
	During an incident our RTO for this process is 1 month.  


	13.1.3 Key Staff
	

	
	Staff Member
	Role / Responsibilities
	Business Day

Contact Information
	Emergency/ Evening Contact Information

	1. 
	Chuck Hibner
	Director  / Program Manager
	WORK: 503-986-2355
	See emergency contact list


	13.1.4 Key Processes
	

	
	Business Process 
	Point of contact and Contact information

	Recovery Priority and Rationale


	1. 
	Approve Write-offs of Uncollectible Debt
	Chuck Hibner

986-2355
	Within 1 month - This process is critical to the completion of the function.  Agencies need to receive this authorization prior to adjusting their financial records.


	13.1.5 Key Dependencies
	In order to execute this business function, we are dependent upon the following activities and processes:


	
	Upon what functions and processes is this business function dependent?
	Point of contact and Contact information
	Recovery Time Objective for the dependency

	1. 
	Agencies and Entities Requesting Approval for Write-Offs
	Chuck Hibner

503-986-2355
	Within 1 month – This function is dependent on requests from state agencies and entities for approval to write-off uncollectible debt.  Without requests, there are no letters to be issued. 

	2. 
	Audits Division Network Drives and Systems
	Jeff Bustos
SOS Information Systems
503-555-7837
	Within 24 hours – The networks and databases must be secured within 24 hours.

	3. 
	Computer Systems 
	Jeff Bustos
SOS Information Systems
503-555-7837
	Within 72 hours – The IT systems must be functional within 72 hours to allow Audits Division processes to be recovered within 1 week. 

	4. 
	Remote Access Functionality and Coordination
	Jeff Bustos
SOS Information Systems
503-555-7837
	Within 72 hours – Remote Access must be restored with 72 hours to allow auditors to conduct their work at remote locations and continue the business of the division.

	5. 
	Purchasing and Procurement Capability
	Rob Rickard

SOS Purchasing Manager

503-986-2357
	Within hours—Depending on the scale of the disaster or disruption, we must be able to purchase audits systems and equipment to conduct audits and restore functionality within hours and days of a disruption.  


	13.1.6 Essential Records
	In order to execute this business function, the following Essential Records must be accessible.  

	Description
	Where 
	Contact

	Correspondence
	Network Servers, 5th Floor
	 Julie Sparks


	13.1.7 Equipment and Office Supplies
	In order to execute this business function, the following equipment and office supplies must be accessible. 



	Description
	Where 
	Contact

	1 computer  that can access the network and  1 portable scanners


	5th Floor, Auditors
	Jeff Bustos
SOS Information Systems
503-555-7837

	1 Printer 
	5th Floor, Auditors
	Jeff Bustos
SOS Information Systems
503-555-7837

	1 phone
	5th Floor
	Jeff Bustos
SOS Information Systems
503-555-7837


	13.1.8 Facilities
	In order to execute this business function, the following minimum facilities are required: 

	Description
	Where 
	Contact

	A facility separate from the primary audit facility is not necessary.  The staff will be the same and have audit as well as these responsibilities. 
	To be determined 
	Crisis Management Team


14 CBF 6 – Acknowledge Receipt of Next Day Deposit Waiver Requests 

	14.1 General Business Function Description and Strategies



	14.1.1 Business Function Description
	Acknowledge Receipt of Next Day Deposit Waiver Requests
The Audits Division receives requests for Next Day Deposit Waivers from state agencies and entities.  The Division acknowledges receipt of the waiver request. 
The Audits Division is located at 255 Capitol Street NE, Suite 500, Salem, OR 97310

1 Person in this office is responsible for this function.

Mary Wenger supervises this function.



	14.1.2 Recovery Time Objective
	During an incident, our RTO for this process is 1 month.  


	14.1.3 Key Staff
	

	
	Staff Member
	Role / Responsibilities
	Business Day

Contact Information
	Emergency/ Evening Contact Information

	1. 
	Mary Wenger
	Deputy Director  / Program Manager
	WORK: 503-986-6440
	See emergency contact list


	14.1.4 Key Processes
	

	
	Business Process 
	Point of contact and Contact information


	Recovery Priority and Rationale


	1. 
	Acknowledge Receipt of Next Day Deposit Waivers
	Chuck Hibner

986-2355
	Within 1 month – This process must be restored within 1 month because this authorization is needed prior to agencies adjusting their business practices around next day deposits. 


	14.1.5 Key Dependencies
	In order to execute this business function, we are dependent upon the following activities and processes:


	
	Upon what functions and processes is this business function dependent?
	Point of contact and Contact information
	Recovery Time Objective for the dependency

	1. 
	Agencies and Entities Requesting Waivers for Next-Day Deposits
	Mary Wenger

503-986-6440
	Within 1 month – This function is dependent on requests from state agencies and entities for waivers to the next-day deposit requirement.  Without requests, there are no waivers to be issued. 

	2. 
	Audits Division Network Drives and Systems
	Jeff Bustos
SOS Information Systems
503-555-7837
	Within 24 hours – The networks and databases must be secured within 24 hours.

	3. 
	Computer Systems 
	Jeff Bustos
SOS Information Systems
503-555-7837
	Within 72 hours – The IT systems must be functional within 72 hours to allow Audits Division processes to be recovered within 1 week. 

	4. 
	Remote Access Functionality and Coordination
	Jeff Bustos
SOS Information Systems
503-555-7837
	Within 72 hours – Remote Access must be restored with 72 hours to allow auditors to conduct their work at remote locations and continue the business of the division.

	5. 
	Purchasing and Procurement Capability
	Rob Rickard

SOS Purchasing Manager

503-986-2357
	Within hours—Depending on the scale of the disaster or disruption, we must be able to purchase audits systems and equipment to conduct audits and restore functionality within hours and days of a disruption.  


	14.1.6 Essential Records
	In order to execute this business function, the following Essential Records must be accessible.  

	Description
	Where 
	Contact

	Correspondence
	Network Servers, 5th Floor
	 Julie Sparks


	14.1.7 Equipment and Office Supplies
	In order to execute this business function, the following equipment and office supplies must be accessible. 



	Description
	Where 
	Contact

	1 computer  


	5th Floor, Auditors
	Jeff Bustos
SOS Information Systems
503-555-7837

	1 Printer 
	5th Floor, Auditors
	Jeff Bustos
SOS Information Systems
503-555-7837

	1 phone
	5th Floor
	Jeff Bustos
SOS Information Systems
503-555-7837


	14.1.8 Facilities
	In order to execute this business function, the following minimum facilities are required: 

	Description
	Where 
	Contact

	A facility separate from the primary audit facility is not necessary.  The staff will be the same and have audit as well as these responsibilities. 
	To be determined 
	Crisis Management Team


15 CBF 7 – Acknowledge Receipt of Contract Ratifications 

	15.1 General Business Function Description and Strategies



	15.1.1 Business Function Description
	Acknowledge Receipt of Contract Ratifications
State agencies are required to notify the Audits Division of lapses in contracts and the subsequent amendments.  The Division provides a letter as acknowledgement of receipt as a courtesy. 

The Audits Division is located at 255 Capitol Street NE, Suite 500, Salem, OR 97310

1 Person in this office is responsible for this function.

Chuck Hibner supervises this function.



	15.1.2 Recovery Time Objective
	During an incident, our RTO for this process is 90 days.  


	15.1.3 Key Staff
	

	
	Staff Member
	Role / Responsibilities
	Business Day

Contact Information
	Emergency/ Evening Contact Information

	1. 
	Chuck Hibner
	Director  / Program Manager
	WORK: 503-986-2355
	See emergency contact list

	


	15.1.4 Key Processes
	

	
	Business Process 
	Point of contact and Contact information


	Recovery Priority and Rationale


	1. 
	Contract “oops” notifications
	Chuck Hibner

986-2355
	Within 90 Days – The Division has up to 90 days to acknowledge receipt of ratifications.

	


	15.1.5 Key Dependencies
	In order to execute this business function, we are dependent upon the following activities and processes:


	
	Upon what functions and processes is this business function dependent?
	Point of contact and Contact information
	Recovery Time Objective for the dependency

	1. 
	Agencies submitting Contract Ratifications
	Chuck Hibner

503-986-2355
	Within 90 Days – This function is dependent on submissions from state agencies and entities with contract ratifications.  Without contract ratifications, the Division does not have to complete this process. 

	2. 
	Audits Division Network Drives and Systems
	Jeff Bustos
SOS Information Systems
503-555-7837
	Within 24 hours – The networks and databases must be secured within 24 hours.

	3. 
	Computer Systems 
	Jeff Bustos
SOS Information Systems
503-555-7837
	Within 72 hours – The IT systems must be functional within 72 hours to allow Audits Division processes to be recovered within 1 week. 

	4. 
	Remote Access Functionality and Coordination
	Jeff Bustos
SOS Information Systems
503-555-7837
	Within 72 hours – Remote Access must be restored with 72 hours to allow auditors to conduct their work at remote locations and continue the business of the division.

	5. 
	Purchasing and Procurement Capability
	Rob Rickard

SOS Purchasing Manager

503-986-2357
	Within hours—Depending on the scale of the disaster or disruption, we must be able to purchase audits systems and equipment to conduct audits and restore functionality within hours and days of a disruption.  


	15.1.6 Essential Records
	In order to execute this business function, the following Essential Records must be accessible.  

	Description
	Where 
	Contact

	Correspondence
	Network Servers, 5th Floor
	 Julie Sparks 503-986-2262


	15.1.7 Equipment and Office Supplies
	In order to execute this business function, the following equipment and office supplies must be accessible. 



	Description
	Where 
	Contact

	1 computer 

	5th Floor, Auditors
	Jeff Bustos
SOS Information Systems
503-555-7837

	1 Printer 
	5th Floor, Auditors
	Jeff Bustos
SOS Information Systems
503-555-7837

	1 phone
	5th Floor
	Jeff Bustos
SOS Information Systems
503-555-7837


	15.1.8 Facilities
	In order to execute this business function, the following minimum facilities are required: 

	Description
	Where 
	Contact

	A facility separate from the primary audit facility is not necessary.  The staff will be the same and have audit as well as these responsibilities. 
	To be determined 
	Crisis Management Team
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