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Management Summary

	1.1 Overview
	The primary purpose of the Business Impact Analysis (BIA) is to identify the criticality of the key business processes used by the Divisions of the Oregon Secretary of State’s Office (SOS).  The BIA represents the first step in the development of an overall BCP program at SOS.  The study identified key business processes, associated computer systems, tangible/intangible impacts if a process couldn’t be performed, critical interdependencies, and essential vital records.  Most importantly, it identified how soon (e.g., 12 hours, 24 hours, 5 Days, etc.) after an unplanned disruption a business process must be recovered. The results of this analysis will be used to develop appropriate recovery strategies consistent with the critical needs of the organization in the event of a declared disaster. 


	1.2 Scope
	The scope of this BIA was restricted to the Human Resources Division in Salem, Oregon.  


	1.3 Participants
	The Human Resources Division personnel interviewed are listed below:
· Jackie Steffens, Human Resources Director
· Marcelle Greenwood, Training Coordinator
· Melissa Gubbels, Recruitment Coordinator
Additional staff may have contributed input and/or work.


	1.4 Methodology and Approach
	An industry best practice BIA Questionnaire template was developed by the Business Continuity Analyst to meet organizational standards and terminology.  The Secretary of State’s Budget section established the quantitative impact scale within the questionnaire.  This scale is commensurate with the current SOS revenue stream to ensure accurate financial impact measurements were made when estimating the dollar impact of a business process not being performed over a period of time.

The strategic objectives of the BIA study were to identify the existence and relative criticality of:

· Key Business Processes

· Computer Systems

· Interdependencies

· Vital Records

Each participant was provided with the BIA questionnaire and appropriate instructions during their scheduled interview.  Initial interviews were conducted only with SOS directors and managers.  Separate interviews may have been held within each business unit to review and complete the BIA questionnaire.   

A copy of the BIA Questionnaire Template and/or completed BIAs for each participating business unit may be requested from the Business Continuity Analyst.




2 Business Process Criticality Ranking

	The criticality ranking or Recovery Time Objective (RTO) is a determination of how quickly the process must be recovered following a disaster.  This is influenced by factors such as: the ability to provide a reasonable approximation of the services provided by this process through alternative means; financial impacts that would result from the loss of the process over a period of time; intangible impacts such as the loss of public confidence or employee confidence during the outage.   

The Business Continuity Analyst defined five (5) levels to categorize the recovery criticality and RTO of each business process identified by the Human Resources Division :

· RTO 1 - The business process must be recovered within 1 week of a declared disaster.

· RTO 2 - The business process must be recovered within 2 weeks of a declared disaster.

· RTO 3 - The business process must be recovered within 3 weeks of a declared disaster.

· RTO 4 - The business process must be recovered within 1 month of a declared disaster.

· RTO 5 - The business process may be recovered after 1 month of a declared disaster



	

	The following table shows those business processes identified by the Human Resources Division defined by the Recovery Time Objective levels.


	HUMAN RESOURCES DIVISION BUSINESS PROCESS CRITICALITY RANKING

	RTO “1”

0 to 1 week
	RTO “2”

1 to 2 weeks
	RTO “3”

2 to 3 weeks
	RTO “4”

3 weeks to 1 month
	RTO “5”

1 month +

	
	Emergency/Temporary Staffing
· Receive request for temporary staffing

· Contact temporary staffing vendor

· Receive temporary staffing
	
	
	Policy Administration
· Write and Revise Policies

· Approve Policy changes

· Implement Policy Changes

Recruitment

· Process “Requests to Fill”

· Post open positions

· Review and grade applications

· Schedule interviews

· Clear to Hire

· Extend offers

· Conduct New Employee Orientation

Training

· Process Requests for training

· Procure vendors

· Schedule trainings

· Communicate Training

· Conduct Training

· Conduct Training Evaluations

· Approve Payment to Vendors

Records and System Administration
· Receive employee related records and files

· Organize, maintain, and store records

· Input Employee Related Information



	PRIMARY COMPUTER SYSTEM REQUIREMENTS

	
	Telephone
	
	
	DAS Mainframe, Intranet, Internet, Telephone, LEDS, Microsoft Office


3 Business Function Recovery Point Objective

	Recovery Point Objective (RPO) is a determination of how much data loss is tolerable before a key business function is significantly impacted. The date of the most recent backup of a system or application determines the maximum data loss. 

The BIA rating of maximum data loss or Recovery Point Objective (RPO) is expressed in number of days (e.g., 1 day, 2 days, 5 days, etc.).  This prioritization provides the Information Systems Division with a blueprint to recover servers, applications, and infrastructure in criticality order to the organization following an unplanned disruption.



	The restoration priority and RPO of the Human Resources Division business functions are as follows:

BUSINESS Function RTO and RPO

Business Function: System Dependencies
Recovery Time Objective

Recovery Point Objective

Emergency Temporary Staffing: Telephone
2
5
Policy Administration: Intranet, Microsoft Office
5
5
Recruitment: Intranet, Internet, LEDS, Telephone, Microsoft Office
5
5
Training: Telephone, Microsoft Office
5
5
Records and System Administration: DAS PPDB
5
5



4 Recovery Point Objective – Current Position

	The Human Resources Division’s current Recovery Point Objective meets the requirements of its business process Recovery Time Objectives.  Most systems and servers have hot back ups daily and cold back ups at least once a week.  We currently have an off-site data storage program through Iron Mountain.  Iron Mountain picks up our back up tapes weekly.  In the event of an emergency, they will deliver our tapes within 4 hours.  This methodology provides a recovery point objective of no more than 1 week.  This is consistent with the needs of the Human Resources Division Business Processes.

The current status of “today” versus “target” RPOs is as follows:

	
[image: image1]


5 Recovery Time Objective – Current Position

	The Human Resources Division’s current recovery situation does not meet the requirements of RTO 2 and RTO 5 business processes. The current recovery times for these key business processes are unknown because the Division, and the agency as a whole, has never completed a business contingency or continuity plan.  It can be assumed that there are major deficiencies in the Division’s recovery strategies.  It is highly likely that any unplanned disruption will extend the Human Resources Division’s recovery time by weeks due to the complexity and size of the organization, the lack of alternate work sites, and insufficient planning.    

The target recovery for the Division will restore thirteen percent of operations within two weeks.  Full recovery of division operations should be completed within one month.
The current status of “today” versus “target” RTOs is as follows:

	
[image: image2]


6 Findings

	The BIA study identified numerous critical findings that warrant immediate Human Resources Division attention. These concerns include, but are not limited to:

	

	6.1 Dramatic Dependence on Technology

	The Human Resources Division has a significant number of business processes that cannot be completed manually.  The division is also very dependent on the DAS mainframe and the PPDB system.  Without access to this system, many HR processes cannot be completed.  Any extended disruption to the technology that supports the business processes will have significant qualitative impacts to the Human Resources Division and to the Secretary of State.  


	6.2 Centralized Facilities


	The Secretary of State has centralized many of its Divisions in the Public Services Building.  Currently only the Executive Office and the Archives Division are located elsewhere.  However, all SOS divisions are still within, or very near to, the Capitol Mall area.  A regional or localized event that disrupts operations in the Public Services Building, or the greater Capitol Mall area, will critically impede the on-going business of the Oregon Secretary of State.  


	6.3 Lack of Alternate Site Capability
	Currently, there are no alternate site arrangements or plans.  Depending on the scope of the event, the Human Resources Division may have limited and temporary use of other SOS work areas.  These plans have only been discussed and no formal arrangements have been made for such a situation.  



7 Plan of Action 
	The Business Continuity Analyst’s evaluation of the findings generated a plan of action to continue the development of the Business Continuity Planning Project and to mitigate and reduce existing risk.  A summary of the key actions to take by timeframe to minimize the greatest risk in the shortest period of time is:



	7.1 Immediate  (1 month)
	· Develop Human Resources Division Business Continuity Plan – compile data from the Business Impact Analysis and knowledgeable staff to create the Business Continuity Plan.

· Identify Critical Human Resources Division staff – Identify those staff needed to complete the most critical of Division Operations. 
· Identify additional Manual processes – Mitigate the risk of a major disruption by identifying and implementing manual processes for RTO 1 business processes.
· Review BCP with Human Resources Division Staff – Work with Human Resources Division staff to review, correct, and redraft the Business Continuity Plan.
· Begin Identifying Alternate Work Sites – Identify facilities and partner entities that may be able to support the temporary relocation of Human Resources Division staff and operations.  Create Alternate Site Plans and formalize agreements.


	7.2 Long Term (6 months – 2 years)
	· Identify SOS Crisis Management Teams – Create SOS Crisis Management Teams that will be responsible for the different aspects of the agency’s response and recovery plans.  These teams will respond to and manage the recovery from an unplanned disruption.
· Exercise, Test, and Revise Business Continuity Plans – Using table top exercises, scenario tests, and evaluations, revise the SOS and individual division Business Continuity Plans as necessary to ensure accuracy and efficiency.


8 Next Steps

	Based on the results of the BIA study, the Business Continuity Analyst recommends that the Human Resources Division continue with the next phase of planning that includes:


	· Prioritization of BIA Concerns to further mitigate risk;

· Identification and Implementation of manual back up processes for business processes;

· Development of Detailed Alternate Site Plans.
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Recovery Time Objective in Weeks





TARGET


100% of Operations Restored
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