PANDEMIC INFLUENZA 
INFORMATION SECURITY 
AGENCYTELEWORKING/TELECOMMUTING

PLANNING CHECKLIST

In the event of pandemic influenza, agencies must be prepared to continue operations with a minimal amount of disruption. The National Strategy for Pandemic Influenza Implementation Plan references the benefits of using telework to slow the spread of disease by keeping face-to-face contact to a minimum (often referred to as “social distancing”) while maintaining operations as close to normal as possible. Telework can also help agencies retain functionality as infrastructure issues and other challenges make the main worksite difficult to access. 

Enabling employees to telework may be a viable option. This can apply to staff identified in your agency business continuity plan as essential, but also to those who are non-essential.  Although it is too early to accurately predict how many citizens will be affected and how long the pandemic will last, current forecasts suggest it may span an extended period of time and infect significantly more people than during the normal flu season.  Employees may be impacted in a number of ways.  In addition to contracting the virus, they may need to remain home to attend to other family members (either because they are ill or the schools/daycare centers are closed).  This could result in many employees being unable to come into the office for potentially weeks at a time.  As state government, we must continue to provide services and be prepared to do so in non-traditional ways, if necessary.

The key to successful use of telework in the event of a pandemic health crisis is an effective, routine telework program. As many employees as possible should have telework capability (i.e., current telework arrangements, connectivity, and equipment commensurate with their work needs and frequent enough opportunities to telework to ensure all systems have been tested and are known to be functional). This may entail creative thinking beyond current implementation of telework, drawing in employees who otherwise might not engage in remote access and ensuring their effectiveness as a distributed workforce.

Following is a checklist of items to consider regarding teleworking.  Also included are some statistics on telecommuting.

There are many other guidelines available focusing on other aspects of preparedness - - further information can be found at:
www.flu.oregon.gov 
www.cdc.gov/business 

	Completed
	In Progress
	Not Started
	

	(
	(
	(
	Identify which employees could work from home (essential & non-essential)

	(
	(
	(
	Train & prepare an ancillary workforce (e.g. contractors, employees in other roles (cross-training), retirees) if key staff are not available –this may require conducting background checks in advance and making preparations for remote access

	(
	(
	(
	Determine if remote access is feasible/desirable for non-employees (e.g. on-site contractors, etc.)

	(
	(
	(
	Determine what remote access capability is required – will staff or non-staff be accessing only email, or need access to specific systems/applications

	(
	(
	(
	Implement guidelines to address situations such as shared workstations, etc.

	(
	(
	(
	Establish policies for flexible worksite (e.g. telecommuting) and flexible hours (e.g. staggered shifts)

	(
	(
	(
	Ensure staff who may work from home sign a Telecommuting agreement outlining requirements/expectations – have agreements signed in advance for those who do not telework on a regular basis

	(
	(
	(
	Ensure work products are the property of the state.



	(
	(
	(
	Ensure work times and hours are defined.



	(
	(
	(
	Establish  expedited telecommuting signup and deployment process

	(
	(
	(
	Determine if staff can use personal computers to conduct state business from home or if they should have state owned equipment

	(
	(
	(
	· Ensure sufficient state-owned equipment is               available and appropriately configured

	(
	(
	(
	· If staff must use personal computers, ensure equipment, software, and security meet agency standards and they understand and agree to follow safe computing practices

	(
	(
	(
	· If applicable, confirm staff have/are willing to use their personal computer for business – (e.g. ramifications of e-Discovery requests -- address these items in a Telecommuting agreement)

	(
	(
	(
	· Confirm staff have the capability to effectively telecommute – (dial-up isn’t sufficient!) (if not, consider alternatives)

	(
	(
	(
	· Consider other requirements staff may have if working from home -- access to a printer, storing documents securely, etc.

	Completed
	In Progress
	Not Started
	

	(
	(
	(
	· Establish procedures for injury, theft, loss of equipment, and liability related to telework

	(
	(
	(
	Ensure expanded Help Desk and support capabilities for telecommuting work. Consider Help Desk back up scenario 

	(
	(
	(
	Ensure comprehensive Asset Management to track use of state equipment

	(
	(
	(
	Review and assess communications and information technology infrastructures as needed to support employee telecommuting and remote customer/vendor access. Ensure they are sufficient for a more robust and secure telecommuting presence.

	(
	(
	(
	Develop and test expanded telecommuting scenarios. Determine the support requirements.

	(
	(
	(
	Ensure network and laptop computers have, and continue to receive, updated patching for virus protection, application vulnerabilities, etc.

	(
	(
	(
	Arrange for conference call capability (no cost access for employees that are long-distance)

	(
	(
	(
	Determine policy for reimbursing telecommuting employees without state-owned equipment (e.g. state cell phone, Blackberry, etc.) calling in long distance re: work related items – or provide temporary state owned cell phones

	(
	(
	(
	Enable business calls to be re-directed to employee home or cell phones – define policy for reimbursement, if necessary – or provide state owned devices

	(
	(
	(
	Ensure confidential information being transmitted via remote access by employees, vendors, customers, etc. is appropriately classified and protected (encrypted)

	(
	(
	(
	Ensure remote access has been tested for each employee that may need to telecommute

	(
	(
	(
	Develop platforms (e.g. hotlines, dedicated websites) for communicating pandemic status and actions to employees, vendors, suppliers, and customers inside and outside the worksite in a consistent and timely way, including redundancies in the emergency contact system

	(
	(
	(
	Coordinate any dependencies with IT partners

	(
	(
	(
	Test the contingencies you’ve identified.



Statistics on Telecommuting:  
According to a 2008 survey by Computing Technology Industry Association (CompTIA), 67% of respondents said their organizations were productive thanks to part-time and full-time telecommuting. 

In the March 2008 issue of The TeleWorker, American Express claims its telecommuters produce 43% more business than officer workers. 

A survey by the Massachusetts Division of Energy Resources and the Massachusetts Highway Department reported an improvement in productivity: 82% to 87% of telecommuting employees felt they were more productive; 96.7% to 100% of supervisors reported increased productivity for their telecommuters. 
