Physical and Environmental Security

The objective of physical and environmental security is to prevent unauthorized physical access, damage, theft, compromise and interference to the agency’s information and facilities. Locations housing critical or sensitive information or information assets will be secured with appropriate security barriers and entry controls. They will be physically protected from the elements, unauthorized access, damage and interference. Secure areas will be protected by appropriate security entry controls to ensure that only authorized personnel are allowed access. Security will be applied to off-site equipment. Sensitive data and licensed software will be removed or securely overwritten on storage media prior to disposal. 
The agency will use the appropriate level of protection for the assigned level of risk for all their information assets. When the highest level of protection is required, the information will be protected by a double set of physical protection (for example in a locked file cabinet in a locked room), encryption and password control. Physical and environmental factors will be considered when protecting sensitive information. The agency uses redundant HVAC systems for the server room and an Uninterrupted Power Supply (UPS) for emergency shutdown purposes.
The agency uses a controlled key card access system to its facilities and restricted areas. Management authorizes various access levels depending on the employees work needs. All employees are required to wear photo identification badges when in the facilities and visitors must be escorted at all times. Access to facilities is removed when employees are no longer employed with the agency. Management reviews access lists on a quarterly basis to ensure that proper access levels are maintained. The agency uses a vendor that is licensed and bonded to shred physical documents when destruction is required. All information technology equipment that is no longer needed is processed through the state’s salvage operation which follows secure destruction practices.
The table below lists the agency policies relevant to this section.
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