


Incident Report

State Incident Response Team (SIRT)

	Initial Call                (General information – no details of incident)

	Reported:  Date:





Time:

	Reported by

Name:






Title:

Agency/Department:




Location:

Phone:






Secondary Phone:

	Other Contacts

Name/Title:





           Phone:

Name/Title:





           Phone:

	Does agency need assistance with the incident?  Timeframe?

	Agency  Priority:

	ESO/SIRT                               (internal use only)

	Date and Time of Call Back:

	Date and Time Incident Occurred:

	Incident Description:



	System(s) Affected:                                                                                                                                    FORMCHECKBOX 
 N/A


	Impact:



	What is the current status of the incident?



	Who has been notified of the incident (Director, Security Office, CIO)?



	Additional Contacts:



	Assistance or recommendations:                                                                                                                 FORMCHECKBOX 
 N/A



	What Files/Logs need to be preserved for investigation?                                                                      FORMCHECKBOX 
 N/A



	Actions taken so far and by whom:



	Next Steps:                                                                                                                                          



	Additional Notes:



	SDC Security Contacted:         FORMCHECKBOX 
 Yes        FORMCHECKBOX 
 No        Details:



	Incident Handler:

	Type:                     FORMCHECKBOX 
 Electronic       FORMCHECKBOX 
  Paper          FORMCHECKBOX 
  Verbal

	PII Disclosed:        FORMCHECKBOX 
  Yes        FORMCHECKBOX 
  No      FORMCHECKBOX 
  Unknown

	Multi-agency:       FORMCHECKBOX 
  Yes         FORMCHECKBOX 
  No      FORMCHECKBOX 
  Unknown

	Category:              FORMCHECKBOX 
  Malware                       FORMCHECKBOX 
  Hack          FORMCHECKBOX 
  DoS   

                               FORMCHECKBOX 
 Web Defacement         FORMCHECKBOX 
  Unauthorized Access

                               FORMCHECKBOX 
 Information Disclosed   FORMCHECKBOX 
  Lost     FORMCHECKBOX 
  Stolen   

	Compliance Regulations (HIPAA, PCI, IRS):




Enterprise Security Office
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