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PREFACE

The Enterprise Information Resources Management Strategy document was drafted as
a work product of the Enterprise Information Management Committee. This committee
was originally chartered under the Governor’s Information Technology Roundtable, the
predecessor to the Information Technology Executive Council. The Enterprise
Information Management Committee was chartered to review and update the State of
Oregon Enterprise Information Technology Strategy (issued in 1998) and to promote the
importance of enterprise information management that will enable stakeholder access to
the State’s data resources. Committee members represented several state entities from
the executive, legislative and judicial branches of government as well as the Oregon
University System.

The strategic planning process devised by the Enterprise Information Management
Committee, and approved by Information Technology Executive Council, was designed
to be as inclusive as possible. In the absence of a comprehensive, statewide business
plan, the Enterprise Information Management Committee began the process by defining
high-level business drivers for the enterprise. These drivers were reviewed for content
by the Information Technology Executive Council and form the basis for defining the
goals and objectives for enterprise information management contained in this strategic
plan.

A series of focus group sessions were then planned by the Enterprise Information
Management Committee, with the help of a management consultant, to address each of
the high level strategies.

The management consultant delivered a report, following the focus group sessions,
containing recommendations from the focus groups related to the strategies drafted by
the Enterprise Information Management Committee. The Enterprise Information
Management Committee, with assistance from the State Chief Information Officer and
his staff, reviewed and analyzed those recommendations and developed a draft
Enterprise Information Resources Management Strategy for review and approval by the
Information Technology Executive Council. That draft was approved and adopted by the
Information Technology Executive Council on August 7, 2002 and is represented by this
document.

USER GUIDE

The Enterprise Information Resources Management Strategy has four components:
» Executive Summary
» Strategic Management Plan
» Operational Work Plan
* Appendices

The four components constitute an integrated document and are presented together
here, but the first three can also stand on their own. As such, some material in each
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component is duplicated from other components. The document was developed in this
way to better satisfy the needs of a broad class of readers.

Some readers will only need an overview of the strategy. The Executive Summary
contains such an overview, including:

* An abbreviated version of the vision

* Alist of the state’s business objectives

» Principles that guide IT development

* The information resource management strategic goals

Others will want a bit more detail concerning the enterprise approach to information
resources management, how the expected outcomes of the strategy are linked to the
state’s business objectives, and what will be accomplished with each of the strategic
goals. The Strategic Management Plan provides this level of detail, including:

* An expanded vision statement and mission

* An explanation and definition of the enterprise approach

» A description of the current information resources management environment

» Addiscussion of the strategic foundation and the goals of the strategy

For those that would like to examine the plan at a very granular level, the Operational
Work Plan contains a restatement of each strategic goal, accompanied by the
recommended objectives for accomplishing each goal. The work plan in its final form
will also include a timeline, assignment of responsibilities, and cost implications.

And finally, the Appendices contain a plethora of information that provides meaningful
content and background for the planning effort and is included as reference material.
Much of the context for the development of the Enterprise Information Resources
Management Strategy can be found in the Appendices.
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EXECUTIVE SUMMARY

Technology enables state government to efficiently provide information and services for
its citizens to make their lives more productive. Technology can also be used to build a
productive infrastructure in which businesses can operate and thrive. State and local
governments can also take advantage of technology to more efficiently share
information and streamline their processes to provide better service to taxpayers.

Oregon’s strategic plan, Oregon Shines, endorses a number of strategic business
objectives. These objectives can be further categorized as follows:

1. Strengthen Families and Communities

Make Government User-Friendly and Customer-Focused
Create Economic Opportunity

Promote Lifetime Learning

Protect Our Homes and Communities

Build a New Environmental Partnership

N o g s~ 0w DN

Establish and Maintain a First-Rate Infrastructure

To achieve these business objectives, State agencies and local governments must work
collaboratively with citizens, businesses, and each other.

This Enterprise Information Resources Management Strategy has been crafted to
support the strategic business objectives of the state. Together, the enterprise business
and information resources management (IRM) objectives will guide individual
government agencies as they develop more detailed tactical business plans, IRM plans
and initiatives for their agencies. IRM and associated information technology planning,
budgeting and management within government agencies must be closely integrated
with business planning, development and management to ensure that information
technology is being applied effectively and efficiently.

Oregon's vision for enterprise information resources management in support of the
State’s business objectives focuses on improving:
CITIZEN PRODUCTIVITY (citizen to government):

a) Providing increased accessibility and availability of government information and
services to our citizens.

b) Providing a focal point through which citizens interact with government.

BUSINESS INFRASTRUCTURE (business to government):
Provide Oregon businesses with:

a) Easy access to valuable information;
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b) Electronic transaction capability to comply with government operational
requirements (e.g. licensing, registration, revenue collection, other transactions
specified in statute or by rule); and

c) Enhanced procurement capabilities.

GOVERNMENT EFFICIENCY (government to government):

a) Encourage collaboration among state agencies and local governments in using
technology to operate more efficiently and effectively.

b) Enable effective collaboration between state agencies, federal agencies, tribal
governments, and regional governments.

Guiding Principleg
for

The following set of "guiding principles" will aid decision making
about the planning for, acquisition of, and use of information
resources in Oregon government.

» Provide improved citizen access to » Apply information technology to
government services and information. business needs, goals, and objectives.

> From an enterprise perspective, take » Assure accuracy, integrity, privacy,
advantage of opportunities for more confidentiality, and appropriate availability
efficient and effective investments. of information.

» Ensure information technology initiatives
have a sound business case before new

Management

The strategic initiatives, goals and objectives are further organized in a basic foundation
composed of four themes:

* Organization
* People
* Infrastructure

» Technology
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Oregon's Enterprise Information Resources Management Vision

The Vision of Oregon's IRM Enterprise is to improve citizen
productivity, business infrastructure and government efficiency
through the effective use of technology.

// Planning Foundation \
Y ~a

Organization People Infrastructure Technology

A\ Z l k 4 L ¢ ¢

Goal O-1 Goal O-5 Goal P-1 Goal I-1 Goal T-1
Respond to changes Develop an Enterprise . .
in technology and Manage/track Create and Technology Offer information
. . projects well to A . d .
citizens' expectations L maintain IT Architecture and services
. ensure originally ) e th h £
and establish a P workforce with rough use o
) . stated objectives ) Goal I-2 Int t and
business-driven, IRM are being met skills to develop, ; ) nternet an
governance structure manage, operate Estabhsh_ Enterprise Intranet
B — and maintain IT Security Program technologies
_ _ State IT in compliance with —
Goal 0-2 Goal 0-6 resources. ISO/IEC 17799
Incorporate enterprise Fund IT from a standard. Goal T-2
business needs into : . R —
lifecycle G
Enterprise IRM : oal I-3 Achieve
N e tatos perspective and Goal P-2 Ensure business e
Strategy encourage efficiencies in
- funding for multi Consider processes, computer collecting,
Goal 0-3 agency projects customer needs resources, and data using, sharing,
Assure agency ' as primary drivers __can be restored integrating and
planning and o for IRM gnd IT Goal I-4 lmamtam‘mg
implementation of IT Goal O-7 planning. Establish and information.

development and

aligns with Enterprise maintain an integrated

IRM Strategy ¢ Crealt_e d implementation. voice, video and data
- streamiine t network architecture Goal T-3
Goal 0-4 zrrz‘(::Le”sesma?r:i and infrastructure Ensure
promote use of Goal I-5 confidentiality,
Pursue joint IRM & IT leveraged Organize & manage privacy, and
planning and purchasing power. IT infrastructure based 'securlty'of
implementation where on sound business/ information
possible economic
considerations.
l A A y
Business Objectives Business Business Business
Objectives Objectives Objectives
1,2,3,5,6 1,2,4,7 2,3,7 1,2,3,4,5,6
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STRATEGIC MANAGEMENT PLAN
INTRODUCTION
This strategic plan addresses the long-term management of information resources and

technology in the state of Oregon. The outcome of the plan will be twofold. The plan will
ensure that information resources and technology effectively

support the business needs of the enterprise. Secondly, the
plan will provide a basis for efficient sharing of information
resources and technology, and effective system
implementation and operation across the enterprise.

The "enterprise", in the context of this strategy, is a system
comprised of public agencies whose existence is founded in
state statute, whose budgetary authority resides with the
Governor and/or the Oregon State Legislature, and whose
mission is to serve the public interest of the citizens of
Oregon. Although the primary focus of this strategic plan is
State Government (the Executive, Legislative and Judicial
Branches), it is applicable to the entire enterprise of Oregon
government, including local and regional governments, state
agencies, and academic institutions.

The enterprise approach to the management of information
resources is a statewide perspective, focused on
relationships, resource sharing, and collaboration among all
generators and wusers of information resources. This
approach requires fundamental cultural changes in the work
force, sharing of information across agency lines and
alterations in the way many agencies conduct their business.

The “IT enterprise approach” is
analogous to planning for a
community. Applications are like
single family houses, multifamily
housing, light industry, heavy
industry and common service
buildings. The water and sewer,
electricity, telephone, and street
networks are shared
infrastructure.

There are various levels of
choices in the dwelling and
business units, but they all must
meet minimum building codes
and all structures connect to the
common shared infrastructure.

Through the telephone and
highway infrastructures,
individual communities operate
efficiently, are connected, and
coexist with each other (as the
state is connected to the federal
and local governments).

The Comprehensive Plan guides
community development, as the
Enterprise IT Strategy guides IT
development for the enterprise.

Individual agencies and departments must learn to share new technology. They need to
commit their resources to cooperative problem-solving to reduce duplication of effort.
Governments at all levels must learn to speak to their citizen-customers the way any
good private corporation does: with a single perspective and one standard of
performance. Ultimately, government should not require citizens to know how it is
organized in order to access government services.

PURPOSE OF THE ENTERPRISE INFORMATION RESOURCES MANAGEMENT
STRATEGY

Long-term goals in this plan provide a context and approach for near-term information
resource and technology planning and implementation that occur on a routine basis
within all organizations across the enterprise. The Enterprise Information Resources
Management Strategy has a three-year horizon and will be revised annually. The
strategy has the following primary purposes:
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» To relate IRM initiatives to the State’s business objectives and programmatic goals

« To encourage and enable sharing of information and collaboration among
stakeholders

» To give a long-term strategic direction and foundation for information management
» To provide guidance and direction for more detailed information resources tactical
plans, management and implementation

CHALLENGES AND OPPORTUNITIES

Oregon's state government enterprise — its educational entities, libraries, state and local
governments, and other information partners — uses a mix of information technologies to
manage and share information and to provide citizens and

businesses with many basic services in an effective, [ELERISICIEIFOI=Te[ TR
efficient, and accessible manner. Information technology (IT) IT Enterprise is to

is key to the operation of a variety of programs and to the improve citizen
delivery of services. It is also one of the most rapidly productivity, enhance

changing components of modern society. business infrastructure,
and increase

The challenges and opportunities facing Oregon government [ICEICRIUEIIESUEEIE'

in applying IT to meet enterprise and agency-specific goals [RULCI HRUTEEMATRIEE

are daunting. of technology.

No one agency/organization can continue to do it all alone. Cooperative and
collaborative efforts are required to meet the expectations of all stakeholders.

Oregon state government at all levels must endeavor to serve its citizens seamlessly,
with common processes and technologies where possible. In other words, it must
function as an enterprise—a coherent unit from one end of the system to the other.

To succeed, the enterprise must have common vision and direction by which to guide its
IT staffing, planning, budgeting, procurement and service delivery efforts. This
Enterprise Information Resources Management Strategy will provide that vision and
guidance.

STRATEGIC INITIATIVES

There are six strategic initiatives the State will implement, in collaborative partnership
with federal agencies, local governments, academic institutions, and private industry to
manage information resources and technology from an enterprise perspective. The six
initiatives build upon preceding and ongoing statewide endeavors. The six initiatives are
represented in the diagram below.

The diagram indicates that Oregon’s strategic business objectives, along with agency

requirements, have driven the enactment of a number of statutes and executive orders
to improve the management of information resources and technology. The enabling
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legislation and orders, in combination with a shared statewide IT infrastructure, form the
foundation for implementing the major strategic initiatives. These initiatives support
business and program applications that provide services to Oregon’s business and
citizen customers. Feedback from citizens and outcomes of State services drive
changes and updates to Oregon’s strategic business objectives over time.

State Business and Program Applications for Citizen Service

Major Enterprise IT Strategic Initiatives
Enterprise IT
Governance . . Shared . Enterprise
(ITEC-OGIC- | | Enterprise IT [ Enterprise IT | | ocyrycyre | | Electronic 1) e tion
cJis- Management Architecture Development Government Management
COCAB) P 9 Figure 1: Statewide
Strategic Initiatives

Statewide IT Infrastructure
(Common Business Models and Shared IT Resources and Applications)
Enterprise Approach to IT Management
HB3399, HB3372, SB622, EO-00-02, EO-01-25, EO-99-05, ITEC

AXO0>P>PmoOomMmMmMmM-0mMEEOO-HCO
AXO0P0OmMMTM-0MEOO-HCO

Agency Requirements, Input, Collaboration

Oregon's Strategic Business Objectives

OREGON BUSINESS OBJECTIVES

Oregon’s strategic plan, Oregon Shines, endorses a number of strategic business
objectives. To achieve Oregon’s strategic business objectives, State agencies and local
governments must work collaboratively with citizens, businesses, and each other.
Government agencies must endeavor to implement programs and initiatives that
provide services, not systems, and that are consistent with those business objectives.
The State’s strategic business objectives can be further categorized as follows:

1. Strengthen Families and Communities

Make Government User-Friendly and Customer-Focused
Create Economic Opportunity

Promote Lifetime Learning

a e DN

Protect Our Homes and Communities
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6. Build a New Environmental Partnership
7. Establish and Maintain a First-Rate Infrastructure

The primary role of information technology is to support business objectives. The
enterprise IRM goals and objectives in this plan have been crafted to support the
strategic business objectives of the state. Together, the enterprise business and IRM
objectives will guide individual government agencies as they develop more detailed
tactical business plans, IRM plans and initiatives for their agencies.

Information technology can improve business processes, and reduce costs. Technology
has a limited value when applied independently of business objectives and goals. IRM
planning, budgeting and management within government agencies must be closely
integrated with business planning, development and management to ensure that
information resources and technology are being applied effectively and efficiently. The
Governor’'s Information Technology Executive Council, informed and guided by the
Oregon Shines strategy, defined a comprehensive set of business drivers that affect,
precipitate, or prescribe information resource management activities. The matrix in
Appendix A indicates how the goals in this Enterprise Information Resources
Management Strategy address those business drivers.

VISION

Oregon's vision for enterprise information resources management focuses on
improving:
CITIZEN PRODUCTIVITY (citizen to government):

a) Providing increased accessibility and availability of government information and
services to our citizens to make their lives more productive.

b) Providing a focal point through which citizens interact with government.

BUSINESS INFRASTRUCTURE (business to government):
Provide Oregon businesses with:

a) Easy access to valuable information;

b) Electronic transaction capability to comply with government operational
requirements (e.g. licensing, registration, revenue collection, other transactions
specified in statute or by rule); and

c) Enhanced procurement capabilities.

GOVERNMENT EFFICIENCY (government to government):

a) Encourage collaboration among state agencies and local governments in using
technology to operate more efficiently and effectively.

b) Enable effective collaboration between state agencies, federal agencies, tribal
governments, and regional governments.
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OUTCOMES

The enterprise vision will result in the following outcomes, which in turn support the
State’s strategic business objectives:

Make it easier for Oregonians to take advantage of the government services their
taxes finance.

Make it easier for businesses to interact with government.

Make transactions with and between government more efficient and effective .
Reduce the amount of paper being collected and processed.

Ensure accuracy, integrity, and appropriate availability of information.

Protect and serve the interests of the public.

Improve government management of resources and money.

Enhance the working environment for state employees and increase government
responsiveness to elected leaders.

Improve public's perception of government's ability to deliver.

The following matrix relates the outcomes of the Enterprise Information Resources
Management Strategy to Oregon’s strategic business objectives.
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Relationship of
Enterprise
IRM Strategic Outcomes
to
Oregon’s Strategic
Business Objectives

Oregon’s Business Objectives

Enterprise IRM Strategic Outcomes

3. Create Economic Opportunity

5. Protect Homes and Communities

6. Build a New Environmental Partnership

Make it easier for Oregonians to take advantage of the
services their taxes finance

+ 1. Strengthen Families and Communities

+ 4. Promote Lifetime Learning

Make it easier for businesses to interact with government

-

Make transactions more efficient and effective

Reduce the amount of paper being collected and processed

‘1‘= + + + 2. Make Government Customer-focused

Ensure accuracy, integrity, and appropriate availability
of information

Protect and serve the interests of the public

HE

HE

Improve government management of resources and dollars

-

Enhance the working environment for state employees and
increase government responsiveness to elected leaders

Improve public’s perception of government’s ability to
deliver services

T

+ + % % + % % % + 7. Establish/Maintain First-Rate Infrastructure

GUIDING PRINCIPLES

Oregon’s business objectives, combined with the "guiding principles" shown below will
guide decisions about information resources and IT planning, acquisition, and use.
These principles should be used to guide behavior. If they are ignored, then increased
cost, poor performance, and ultimately, poor customer services will be the result. The
more they are adhered to, the greater the payoffs in lower cost and better service.
There will be instances when adhering to them is not desirable because of unique
business needs, cost and technical considerations, or scheduling imperatives. With that
in mind, they must be viewed as guidelines, not absolutes.
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Guiding Principleg
for

The following set of "guiding principles” will aid decision making
about the planning for, acquisition of, and use of information
resources in Oregon government.

> Provide improved citizen access to > Apply information technology to
government services and information. business needs, goals, and objectives.

> From an enterprise perspective, take » Assure accuracy, integrity, privacy,
advantage of opportunities for more confidentiality, and appropriate availability
efficient and effective investments. of information.

» Ensure information technology initiatives

have a sound business case before new
investments are made.

Enterl?’rise Information TechIIOlogy
Management

INFORMATION RESOURCES MANAGEMENT ENVIRONMENT

Current IRM Environment

1. Information Technology Executive Council

The Governor's Information Technology Executive Council (ITEC) is the policy making
body in state government for the evolution and implementation of a statewide enterprise
information resources management strategy. The ITEC membership consists primarily
of state agency executive leaders and is charged with the development and adoption of:

- Information Resources Policies, Procedures, Standards, and Guidelines
« The Enterprise Information Resources Management Strategy
- The Oregon Statewide Technology Architecture

« Implementation of methods that efficiently guide the use of the State’s
information technology resources

Version 1.0 13 August 7, 2002




State of Oregon Enterprise Information Resources Management Strategy

» Statewide training programs that improve the skills of the state's information
technology staff.

2. Chief Information Officer Council

The Information Technology Executive Council has established a council comprised of
agency information technology leaders to identify and study information resource
management issues and to recommend enterprise opportunities and solutions. The
Chief Information Officer Council also acts as a forum for state agency information
technology executives to gather and share knowledge.

The obijectives of the Chief Information Officer Council include:

* To assume a role of leadership in the development of state agency and
intergovernmental information systems.

» To foster collaboration, education, and information technology leadership.

» To provide a means of information exchange which results in an opportunity for
professional growth for individuals involved in information technology.

« To foster among public officials a better understanding of the vital role of
information technology and its proper relationship to management.

» To make significant contributions toward the improvement of the administration of
state government for the benefit of Oregon’s citizens.

3. Department of Administrative Services, Information Resources Management
Division

The Information Resources Management Division, under the direction of the State CIO,
has primary responsibility for planning and implementing Enterprise Information
Resources Management Strategy initiatives. The State CIO: facilitates the
implementation of the statewide Enterprise Information Resources Management
Strategy to create a balanced and effective effort; is the conduit for communicating the
component parts of the Enterprise Information Resources Management Strategy;
recommends actions to Information Technology Executive Council; leads initiatives
authorized by Information Technology Executive Council and leads responses to
legislative requests for information or action related to information resources and
associated technology.

4. Joint Legislative Committee on Information Management and Technology

The Joint Legislative Committee on Information Management and Technology (JCLIMT)
provides legislative direction and project oversight. The JLCIMT was created to review
statewide data processing goals and policies, to make recommendations to the
Legislative Emergency Board or Ways and Means Committee regarding established
and proposed data processing programs and data processing equipment acquisitions,
and to conduct studies of data processing efficiency and security.
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5. Oregon Geographic Information Council

The Oregon Geographic Information Council (OGIC) develops policy guidelines and
provides coordination and leadership for the management and use of geographic
information and geographic information systems (GIS) technology. The OGIC also
endorses and coordinates the development of data standards for geographic
information.

OGIC is chaired by the State Chief Information Officer and council membership includes
24 state agencies, the Statewide GIS Coordinator, two federal representatives and four
local government representatives. The enabling Executive Order, EO-00-02, establishes
a relationship between the policies and guidelines of OGIC and the State's Enterprise
Information Resources Management Strategy.

The Statewide GIS Coordinator manages the Oregon Geospatial Data Clearinghouse.
The program is charged with coordinating GIS activities in the state, facilitating
communication about GIS issues, and maintaining the website that hosts statewide
geospatial data for the State of Oregon.

6. Criminal Justice Information Standards Advisory Board

The Department of State Police, at the direction of the Department of Administrative
Services Director, is responsible for operating a Criminal Justice Information Standards
(CJIS) program that coordinates information among state criminal justice agencies. The
program is charged with ensuring that data can be retrieved to support evaluation of
criminal justice programs; establishing methods and standards for data interchange and
information access between criminal justice information systems; designing and
implementing improved applications for exchange of agency information; and,
implementing the capability to exchange images between criminal justice agencies.

The program is also tasked with developing a plan to accelerate data sharing and
information integration among criminal justice agencies. The Chief Information Officer
for the Oregon State Police chairs the CJIS Advisory Board. The 21-member board
includes the State Chief Information Officer and four local government representatives.

7. Connecting Oregon Communities Advisory Board

Senate Bill 622 (1999 Legislative Session) authorized the creation of a five-member
Connecting Oregon Communities Advisory Board (COCAB) for purposes of review and
recommendation on telecommunications infrastructure projects submitted to the Oregon
Economic and Community Development Commission. The Advisory Board:

« Seeks advice and comment on plans submitted by a telecommunications carrier
from affected local communities including but not limited to local governments,
citizens and businesses.
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« Seeks advice and comment from state and federal agencies, when appropriate,
to ensure that investments will maximize statewide public benefits and that they
are consistent with the needs and desires of the local communities.

* Makes an annual report to the Joint Legislative Committee on Information
Management and Technology on the plans and activities funded under SB 622.

The Oregon Economic and Community Development Commission provides final
approval of plans and projects. In partnership with the Oregon Public Utilities
Commission, the Department of Administrative Services, and the Oregon Department of
Education, the Commission is charged with facilitating the deployment of
telecommunications infrastructures to create economic opportunities and build quality
communities throughout Oregon.

IT ARCHITECTURE

An enterprise technology architecture is a framework and set of guidelines and
standards for building and managing information systems. It is based on industry and
international standards. The ideal architecture permits access to the entire system of
computers, applications, databases, applications and network services through a single
workstation that is easy to use and operates with a common user interface.

A technology platform is made up of computers, databases, and communication
networks acting as an electronic nervous system capable of supporting a wide array of
applications and services. Today, Oregon’s technology platform is a collection of
separate, agency-focused technologies that do not always serve the corporate needs of
the government enterprise. The State provides an information technology infrastructure
consisting of shared central services and decentralized agency-specific services.

The overarching goal for the State’s standards-based architecture is to enable agencies
and educational institutions to increase the quantity and quality of service delivery and
to reduce costs. A standards-based architecture will allow us to: improve access to
data; implement new systems more quickly; minimize support costs; leverage available
talent and skills; more easily adapt to change; communicate a common direction; and
manage system complexity.

Although the State has been working towards standardization in technologies and the
use of common methodologies, practices, and procedures, a common enterprise
information technology architecture does not yet exist. Some progress was made in
response to the Year 2000 problem but significant diversity and operational complexity
within agencies and across the enterprise exists today.

ENTERPRISE APPROACH

Information technology is a major force in shaping the future of government. The
enterprise approach for managing information resources and technology will enable the
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State to improve organizational efficiency, increase program effectiveness, and provide
greater accountability for expenditures and results.

New and emerging technologies for electronic government and commerce, especially
Internet communications and web technologies, offer the potential for fundamentally
changing the way citizens and businesses interact with government. Information
technology can offer the same radical transformations and quantum leap improvements
for government as it is doing for the private sector.

The effective management of information resources and technology involves three
primary improvements in the way government currently operates. First, investments
must be identified, evaluated, and selected so expenditures are made on solutions that
are feasible and employ mature, proven and reliable technologies. Individual
investments must be made so that they maximize the returns to the state’s total
technology asset portfolio.

Second, investments must be implemented and operated effectively and economically.
These investments must adhere to the State’s technical architecture and be
implemented in alignment with the State's project management and quality assurance
guidelines. The degree to which new investments support the enterprise information
technology architecture and enterprise information resources management initiatives is
essential. An effective enterprise communications mechanism is also critical component
of this approach.

Third, information technology assets must be employed in ways that benefit the
business. The use of information technology to enable the reengineering of business
processes, streamlining interagency communications for programs crossing
organizational boundaries, and creating new service delivery methods are key
considerations.

An enterprise approach provides the greatest opportunity for state government, in
collaboration with local government and business partners, to maximize the benefits of
the technology revolution and electronic government.

GOALS AND OBJECTIVES

The vision and mission statements in this strategic plan are translated into specific
goals and objectives. The plan relies on a basic foundation composed of four themes,
each incorporating several goals, and the objectives to accomplish those goals. The
four themes are:

* Organization
* People
* Infrastructure

» Technology
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Oregon's Enterprise Information Resources Management Vision

The Vision of Oregon's IRM Enterprise is to improve citizen
productivity, business infrastructure and government efficiency

through the effective use of technology.

N

Organization

A 4
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Planning \I:oundation

T~

People

Infrastructure

Technology
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Goal O-1

Respond to changes
in technology and

citizens' expectations
and establish a

business-driven, IRM

governance structure

Goal 0-2

Incorporate enterprise
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STRATEGIC PLANNING FOUNDATION

The Enterprise Information Resources Management Strategy translates the vision into
specific goals and objectives. The plan relies upon a basic foundation composed of four
themes, each incorporating several of the goals and objectives. In the work program
section of the plan, the objectives for each goal are defined and specific actions are
recommended for various stakeholders.
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Organization

Goal O-1: Oregon government will respond to changes in technology
and citizen expectations and maintain accountability for public
resources by collaboration and establishment of a business driven IT
governance structure.

Today, more than ever, citizens and their legislators expect their
government to be responsive, efficient and effective in providing needed
information and services. To do this better, state government must
eliminate the barriers that prevent it from operating in the world as it exists
today. It must acquire and implement new technologies before they
become obsolete.

Every public entity relies upon information resources, and must coordinate
such resources in order to acquire and use them to their maximum
potential. To that end, the State requires management of its information
resources from an enterprise perspective. Such an approach can ensure
that state information resources operate in concert to the net benefit of its
citizens.

Enterprise IT Governance

Our IRM governance processes must be adaptable to changing
requirements and demands, and decision making around information
resources and technology must be expedited to take advantage of the
opportunities we have today. IRM governance must be driven by and
owned by the State’s executive managers. Decisions regarding IRM
strategy, direction, funding for major initiatives, allocation of resources,
etc. must be timely, and well balanced against other needs of government.
A governance structure should be established, which encourages intra-
governmental cooperation and inter-governmental continuity, maximizes
success of IT initiatives, and prudently manages risk.

Strategic Initiative
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Goal O-2: Enterprise business needs will be incorporated into the
enterprise IRM strategic plan, where priorities are set and resources
are allocated from an enterprise perspective.

Goal O-3: Executive leadership in state agencies will assure that
agency planning and implementation of IT is in alignment with the
State's Enterprise Information Resources Management Strategy.

Goal O-4: State agencies will pursue joint information resources
planning and implementation with their business partners wherever
possible. This may involve regional, multi-state, multi-jurisdictional,
and private sector collaboration on shared initiatives.

Goal O-5: Projects will be managed and tracked well to ensure that
originally stated objectives are being met.

Agency level planning for information technology implementation should
be carried out within the context of the State’s overall IRM strategy and
there should be a clear mechanism to support and encourage this.

Information technology must have executive sponsorship and active
support to successfully meet the business needs of the agency and of the
enterprise. Executive leadership must understand enough about
information technology to make policy decisions. They must understand
the business needs around information technology and must exhibit
commitment to information technology as a mission-critical function.

Information technology development must be executed according to a
plan and agencies should have a clear format for preparing plans and
justifying them for approval. Business needs must be identified; joint
planning should be conducted with other business partners; information
technology alternatives must be defined; tradeoffs must be identified;
priorities must be set; and resources must be allocated.

Strategic Initiative: Enterprise IT Management

Finally, on-going project management must follow accepted procedures to
ensure that projects meet objectives and there should be procedures and
practices to measure and track results.
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Information Technology Funding and Budgeting

Goal 0-6: Information technology will be funded, whenever possible,
from a lifecycle perspective. Funding for multi agency projects will
be encouraged throughout the budget and funding process.
Information technology funding strategies that allow departments,
agencies, and regional partners to collaborate, to share resources
and leverage innovation will be adopted.

Currently, funding and budgeting for projects is focused primarily on
system implementation, not on the entire lifecycle of the investment. Costs
for training, maintenance and support of the system and ultimately the
cost of retiring and disposing of the system are not considered. It is
important to evaluate, wherever possible, total cost of ownership as a part
of cost projections and to have a mechanism to inventory and track
information technology assets.

Inter-governmental cooperation creates opportunities for shared funding
between state, local, regional, and federal government. However, a
defined budget for innovation and expansion of enterprise-wide services
does not yet exist. There is no specific mechanism for funding applications
that serve multiple agencies, and facilitate data sharing within or across
jurisdictions. Lacking alternatives, funding trends tend to be, of necessity,
short-term. This short-term approach does not address the needs of large,
complex projects that may go on for years.

Information Technology Selection and Procurement

Goal O-7: The State will have a procurement process, which
efficiently acquires information resources and technology
commodities and services through streamlining requests,
solicitation processes, legal reviews, and where appropriate,
leveraging agencies’ purchasing power.

Enterprise IT Management (continued)

The State’s current procurement methods are obsolete. Rules enacted
over time to protect the State from contractual abuses have led to complex
procedures that consume time and money, and often result in the
procurement of outdated technological solutions. The State needs to
streamline its procurement oversight and review processes.

Several efforts are underway to address these issues. The State’s newly
adopted legislation, House Bill 3399, proposes to enhance and streamline
the information technology purchasing process. For example, it: a)
considers the value of total cost of ownership, rather than just purchase
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price in evaluation of vendor offerings; b) allows and encourages vendors
to offer innovative and creative solutions to business problems, rather than
over-specifying technical requirements; and c) implements strategic
partnerships with vendors. Additionally, a larger, more comprehensive
review and revision of the State’s procurement statute, Chapter 279, is in
process, again with the intention of streamlining the information resources
and technology procurement process.

People

IT Staffing: recruitment, training, retention, and sourcing

Goal P-1: The State will have an information technology workforce
with the skills to develop, manage, operate and maintain the State’s
information technology resources.

People are key to the successful implementation of the State’s information
technology strategy. Attracting and retaining new talent present ongoing
challenges for industry and government. Adding to this challenge is the
fast-approaching retirement of the “baby boom” generation. This translates
into the loss of critical skills, knowledge and information technology
leadership. There is and will be a continuing need for information
technology staff with mainframe skills. Further, there is the major task of
retooling skills for new technologies, e.g. the Internet.

The State has encountered barriers in attracting information technology
talent in the marketplace. Technical staff must be trained in new
technologies and new methods for system's development and
implementation. Moreover, technology training must be provided to the
users of technology to achieve desired results from information technology
investments. State-sponsored training programs like STEPS, the COBOL
Co-op Program, and the IT Co-op recruiting program have helped. Still,
more has to be done.

Enterprise IT Management (continued)
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Customer-centric Approach to Service Provision

Goal P-2: The State will consider its citizen customers’ needs as a
primary driver for information resources and technology planning,
development and implementation.

Many technology initiatives will be accomplished as a result of this plan.
User/citizen/business customer needs should drive the design and
implementation of these initiatives. One way to accomplish this objective is
to develop a process for involving representative citizen customers in the
design of the initiatives. Furthermore, the information resources
management activities that underlie these services will, in many cases,
need to be integrated to meet citizen expectations.

Enterprise IT Management (continued)
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Infrastructure

Goal I-1: The State will develop an enterprise technology architecture
that articulates the state’s technical direction and standards related
to telecommunications systems, networks and equipment, security,
disaster recovery, business continuation planning and data
management. This architecture will guide agency and multi-agency
tactical plans and information technology operations. It will also
enable collaboration with regional and multi-jurisdictional partners.

An enterprise-wide information technology architecture is a logically
consistent set of principles that guide the engineering of an organization’s
information systems and technology infrastructure. The State of Oregon
intends to move to a common information technology model that will
establish some coordinated and common services; therefore, a method to
express information technology strategy, policies, standards, and technical
directions to the various agencies within the State is required. This
common set of principles and directions provides a framework for sharing
services, information and data, and to provide information technology
value to all State agencies and branches of government.

The creation of a standards-based architecture for the enterprise will
reduce costs, improve the availability and performance of applications,
allow interoperability, improve the ability to share data, and reduce staff
training. Decisions about information resources and technology
management have been decentralized for decades, resulting in wide
diversity of technology throughout the enterprise. Creation of a standard
environment will not happen overnight. Movement toward a desktop
standard is probably feasible within five years.

However, standardizing development tools, network management tools,
middleware, servers, networking hardware, database engines, and
environmental software in computer centers, will need to be phased in
beyond this five-year horizon.

Strategic Initiative: Enterprise IT Architecture

The State of Oregon is progressing along this path with individual efforts
planned or underway in a variety of architectural domains. Still more can
and should be done to accelerate a comprehensive and cohesive
enterprise information technology architectural development process that
aligns with the Enterprise Information Resources Management Strategy
planning horizon.
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Information Technology Security

Goal I-2: The State of Oregon will establish polices and programs to
ensure the integrity and security of information technology
resources by protecting them from unauthorized access,
modification, destruction, or disclosure. These policies and
programs will be developed in compliance with the ISO/IEC 17799
standard. The focus will be on internal requirements, as well as on
external requirements such as HIPAA, personal identification,
universal identification, national driver’s license, personal privacy
protection, and homeland security.

The essence of intergovernmental connectivity is opening internal
processes and connecting them to partners' systems and services.
However, such openness can become a liability when a single security
incident wipes out the efficiencies gained by these collaborative
connections. On the other hand, if security controls are too onerous, the
end result is often the same: inefficient or crippled information exchange,
and customer frustration. Security risk is increased as the number and
types of access are increased. We must balance these risks against the
need to allow access to information. The State's success in this area will
be directly related to deploying enough security to maintain trust and to
satisfy pertinent federal mandates, but not impeding legitimate business
functions or discouraging use of connectivity with our government and
private sector partners.

Disaster Recovery/Business Continuation Planning

Goal I-3 : The State will ensure that mission-critical business
processes, computer resources, and data can be restored in the
event of a natural disaster or other business interruption.

The Y2K experience demonstrated that, in the event of disruption to our
computer resources, agencies must provide many basic services
manually. Business Continuation Plans (BCP) should be established and
maintained for all existing mission-critical business functions and systems.
BCP and disaster recovery should also be part of new system
development.  All mission-critical computing resources should have
disaster recovery plans to ensure expedient resumption of service
following loss of computing facilities. Agencies should work together to
provide backup for each other, if possible, or combine resources in
negotiating disaster recovery services. Disaster recovery services should
include data communications. Copies of all critical data owned by the
State should be securely stored at remote sites, and be readily accessible
in the event of data loss at primary processing facilities.

Enterprise IT Architecture (continued)
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Enterprise Network

Goal I-4: The State will establish and maintain a cost-effective, high-
performance, highly reliable and uniform voice, video and data
network architecture and infrastructure for Oregon government.

The State’'s rapid movement to client/server and object-oriented
application development, web-centric computing and telephony integration
with information technology systems underscores the importance of
network architecture. The network infrastructure is a key business enabler
for Oregon. The emergence of distributed applications; connectivity and
information sharing among multiple agencies, local municipalities, and
regional and federal systems; and the increased use of web-centric
commercial transactions will generate a significant amount of dependence
on the network backbone. This dependence must be founded upon trust
in the network’s ability to be available, provide good performance, and
provide strategic capacity and reliability into the future.

IT Infrastructure Organization and Management

Goal I-5: The State will organize and manage its IT infrastructure
based on sound business and economic considerations.

Recently, the Legislature directed state agencies to examine ways to
consolidate certain information technology services, i.e. wide area
networks, central imaging services, and consolidation of web resources.
This directive was meant to create operating efficiencies and avoid
unnecessary duplication of effort. Consolidation or centralization can, in
some cases, provide operational efficiencies to state government without
a corresponding loss in service. Conversely, there may be legitimate
reasons why consolidation or centralization does not make good business
sense. In any case, when examining whether consolidation/centralization
is prudent, analyses that carefully examine/weigh the true costs and
benefits will need to be done.

Shared Infrastructure Development

Strategic Initiative
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Technology

Goal T-1: The State will offer information and services through the
use of the Internet and Intranet technologies where a business and
economic justification exists.

Electronic government both enables and requires rethinking how
government is organized from the view of the citizen. An electronic

e

c government system, based on customer demands rather than agency

) jurisdiction, will lead to a more intuitive and efficient process of

E government-provided services, where information is collected once and

E government functions are integrated.

()

> The State has elected to use the cooperative partnering model to manage

8 its e-government program. Under this model the State will leverage
existing agency resources and will centralize e-government elements that

2 make appropriate sense to centralize.

Going onto the Web, though, will change the public's expectation of what
government can do and how quickly it does it. And that, in turn, will
inevitably change how government agencies work. Existing business
processes, policies, laws and regulations may be inadequate to address
new kinds of internal and external relationships that are enabled by e-
government.

Electron

Access/sharing/integration of data and applications

Goal T-2: Oregon government will, through collaboration, achieve
efficiencies in collecting, using, sharing, integrating and maintaining
information.

Human, natural, and economic issues are inextricably linked in every
aspect of government, yet data and supporting applications are not. Data
and application integration are difficult in a decentralized IRM
environment. Integration of data and applications across the
organizational and inter-organizational boundaries of human, natural, and
economic resource agencies is key to resolving problems that cut across
those boundaries.

(Use of Internet and Intranet Technologies)

Strategic Initiative

The data and information that resides within government computer
systems are vital assets and should be managed accordingly. Improving
access to data, and promoting intra- and inter-governmental data sharing
eliminates duplication of effort. The ability to ensure the accuracy, validity
and consistency of data is paramount to the success of this endeavor.
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Confidentiality and Privacy of Information

Goal T-3: The State will prudently address confidentiality, privacy,
and security of the public’s data and information resources in

"E conformance with legal and state policy requisites, as well as federal
Q government and regional and national organization initiatives and
S requirements.

<

()] Security of information technology systems also requires the protection of
g systems and information, and the assurance that the systems do exactly
S what they are supposed to and nothing more. Information technology
E security requires system controls and management controls to ensure only
- authorized access to information in the systems and proper handling of
(@) input, processing and output. The confidentiality of information must be
~— assured whether on-site or off-site, particularly when regional, multi-
‘E“ jurisdictional, and private sector information sharing is involved.

B The issues surrounding data sharing and use are complex. Further, the
"E opinions about how to deal with these issues are often strongly held. Key
- concerns are the issues of security, privacy, confidentiality, liability, and
O data ownership. The potential for misuse and abuse of the public’s data
g resource increases as the value of the resource increases. Confidentiality
Q. and privacy are not just an IT issue. Prudent business practices and
3 processes are key in responsibly addressing these issues.

)

C

W

Strategic Initiative
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OPERATIONAL WORK PLAN

(Prioritization, Resource Assignment, Cost Estimates and Timeframe for implementation
to be determined/assigned by ITEC in next version of the strategy)

Organization

STRATEGIC INITIATIVE: ENTERPRISE IT GOVERNANCE

Goal O-1: Oregon government will respond to changes in technology and citizen
expectations and maintain accountability for public resources by collaboration
and establishment of a business driven IRM governance structure.

Objective O-1-a: Evaluate and streamline the existing IRM governance structure
and placing executive authority either within agencies or joint power sharing
councils of executive managers.

Objective O-1-b: Vest authority with the Information Technology Executive
Council (ITEC) for adopting (1) information technology policies, procedures, and
methodologies, (2) the enterprise information technology strategic plan, (3)
information technology resource management standards, (4) and information
technology architecture for the enterprise of state government.

Objective O-1-c: Establish an advisory board of chief information officers, or their
equivalent, to provide technical guidance to the ITEC regarding enterprise issues
and initiatives.

Objective O-1-d: As enterprise IRM functions can be performed centrally, or
among groups of collaborating agencies and communities of interest, vest
authority with the ITEC for designating (1) ownership of information resource
processes and (2) the lead agency for implementation of new technologies and
networks shared by multiple agencies.

Objective O-1-e: The ITEC will formally address the requirements within ORS
291.038 that established the Information Resources Management Council.

Objective O-1-f: The ITEC, working with the Department of Administrative
Services, Information Resources Management Division (IRMD), will develop
criteria for identifying projects that are multi-agency in nature, as well as the
appropriate level of management and methodology that should be available to
the project.

Objective O-1-g: IRMD will examine its internal structure and staffing and make
appropriate adjustments to assure that it can provide staff, tools, and
methodologies to multi-agency data and system development initiatives.
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Objective O-1-h: The state will create an enterprise level program focused on
innovation and emerging technologies.

Objective O-1-i: Improve communication between staff of the Executive Branch
agencies and the Joint Legislative Committee on Information Management and
Technology, including the marketing of successes.

STRATEGIC INITIATIVE: ENTERPRISE IT MANAGEMENT

Goal 0-2: Enterprise business needs will be incorporated into the enterprise IRM
strategic plan, where priorities are set and resources are allocated from an
enterprise perspective.

Objective O-2-a: Develop and maintain an enterprise-wide strategic planning
process that has annual components for reviewing, prioritizing, and updating
activities based on current conditions and recent accomplishments, as well as a
three-year formal revision cycle.

Objective O-2-b: Create an Enterprise Information Resources Management
Strategy (EIRMS) that provides:

* A foundation and clear context for the development of agency-specific
tactical plans and information technology operations and;

e Structure and direction to the information technology activities of State
government as an enterprise.

Objective O-2-c: Support the development of an enterprise business architecture
that identifies core business functions, needs and requirements.

Goal O-3: Executive leadership in state agencies will assure that agency planning
and implementation of information technology is in alignment with the State's
Enterprise Information Resources Management Strategy.

Objective O-3-a: Develop an enterprise information technology architecture that
clearly articulates the state’s technical direction and standards related to
telecommunications systems, networks and equipment, security, and data
management to provide guidance for agency-specific and multi-agency tactical
plans and IT operations.

Objective O-3-b: Establish centrally managed information technology consulting
resources to assist agencies lacking internal information technology
staffs/expertise with the general business/information technology planning and
system management processes.

Goal O-4: State agencies will pursue joint information resources planning and
implementation with their business partners wherever possible. This may involve
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regional, multi-state, multi-jurisdictional, and private sector collaboration on
shared initiatives.

Objective 0O-4-a: Create a mechanism (system and/or process) that enables
communication between and among agencies about ongoing information
technology activities and plans.

Objective O-4-b: Establish forums and vehicles for better information technology
information and resource sharing

Objective O-4-c: Identify and create communities of interest (COI) based on
common business needs. Have those COls recommend action/initiative priority
to the ITEC.

Objective O-4-d: Develop methods and administrative structures to assign and
share responsibility for multi-agency initiatives.

Objective O-4-e: Develop simple approaches for the pooling of staff and
management resources for information technology.

Goal O-5: Projects will be managed and tracked well to ensure that originally
stated objectives are being met.

Objective O-5-a: Revise and develop new templates and tools to support such
functions as information technology product and service procurement and
proposal evaluation, information technology purchase contract preparation,
information technology project needs assessment, preparation of a project plan
and team assignments, and information technology policies.

Objective O-5-b: Develop examples and instructions to better enable the use of
templates and tools.

Objective 0O-5-c: Streamline all aspects of project planning, management and
execution

Objective O-5-d: Establish a centrally managed pool of certified project
managers, available to serve the information technology project management
needs of designated enterprise information technology projects/initiatives.

Objective O-5-e: Develop and publish statewide guidelines for identifying and
managing risks to information systems and for developing and implementing
quality assurance plans.

Objective O-5-f: Both the executive and legislative branches must establish new
protocols for viewing and understanding information technology projects that
have multi-agency, multi-year project implementation periods.
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Objective O-5-g: The new protocols and approach will reflect agency and
legislative analysis and funding along the lines of Total Cost of Ownership
modeling and as justified by an appropriate level of benefit/cost analysis or cost-
effectiveness analysis (CEA).

Objective O-5-h: Develop a track record of success, with realistic commitments
on progress, time, and budget delivery of IT capability; communicate this to the
other branches of State government.

Information Technology Budgeting and Funding

Goal O-6: Information technology will be funded, whenever possible, from a
lifecycle perspective. Funding for multi agency projects will be encouraged
throughout the budget and funding process. Information technology funding
strategies that allow departments, agencies, and regional partners to collaborate,
to share resources and leverage innovation will be adopted.

Objective O-6-a: Establish a centrally managed enterprise information technology
innovation fund as a means for financing innovative information technology
projects in government.

Objective O-6-b: State agencies will develop information technology budgets that
represent the total expenditures on information resource management
technology for the agency.

Objective 0O-6-c: State agencies will develop information technology project
proposals from a total cost of ownership perspective (including the initial
project/acquisition costs, internal staff and overhead costs, personal service
costs, hardware and software costs including maintenance, ongoing operations
costs, training, and upgrade costs).

Objective O-6-c: The State will explore modifications to the state budget process
as it applies to major information technology projects.

Objective O-6-d: Create multi-year funding vehicles (e.g. capital budgets) for the
creation of multi-year information technology assets. The life of the
project/system and the amount of time spent paying for it will match or at
minimum be in closer alignment with one another.

Objective O-6-e: Create simple administrative vehicles that authorize agencies to
invest in enterprise activities extending beyond the boundaries of narrowly
constructed agency missions.

Information Technology Selection and Procurement
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Goal O-7: The State will have a procurement process, which efficiently acquires
information resources and technology commodities and services through
streamlining requests, solicitation processes, legal reviews, and where
appropriate, leveraging agencies’ purchasing power.

Objective O-7-a: Streamline all elements of the procurement process, reducing
both the labor and calendar time required to acquire services or commodities.

Objective O-7-b: Monitor the information technology industry and products from
key vendors.

Objective O-7-c: Maintain technical standards and State purchase contracts that
are practical and also current as to industry trends and the availability of
information technology products.

Objective O-7-d: Streamline the review process for procuring technology that
adheres to state standards.

Objective O-7-e: Develop an Intranet capability so that agencies can
communicate their interest in specific technologies or capabilities with the
Department of Administrative Services (IRMD and Central Purchasing) and
among themselves.

Objective O-7-f: Survey the needs of the State's small boards and commissions
and various members of the Oregon Cooperative Purchasing Program to
determine their needs for procurement assistance (requirements gathering,
RFI/ITB/RFP document preparation, product/vendor selection, contract
negotiation/award, ongoing management, etc.).

Objective O-7-g: Competitively establish pre-qualified supplier lists for both
commodities and services.

Objective O-7-h: Develop methods and procedures that facilitate and simplify
multi-agency or group “block” negotiation and purchasing of information
technology goods and services from vendors and other third parties, including
universities and other government agencies.

People

IT Staffing: recruitment, training, retention, and sourcing
Goal P-1: The State will have an information technology workforce with the skills

to develop, manage, operate and maintain the State’s information technology
resources.
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Objective P-1-a: Create an enterprise-wide process for recruiting and retaining
information technology professionals.

Objective P-1-b: Establish a process or system for “career progression planning”
at the enterprise level.

Objective P-1-c: Develop training vehicles for both core competencies and
cutting edge technologies.

Objective P-1-d: Develop executive education programs to communicate
information resources management issues and opportunities to government
executives.

Objective P-1-e: Continue and create information resources management
certification-based training courses as required by the enterprise (Project
Management, Quality Assurance, IT Portfolio Management, etc.)

Objective P-1-f: Develop an enterprise register of trained individuals who can
serve as mentors or trainers to others who have a need for a particular skill or
experience set.

Objective P-1-g: Develop a clearinghouse of information (training, technology,
policies, procedures and projects) available to State information technology staff
via the Intranet.

Objective P-1-h: Develop simple administrative vehicles for sharing/loaning
information technology professionals within the State enterprise, in part to
provide the information technology professional with a broader range of
perspectives and challenges.

Objective P-1-i: Designate IRMD to play a coordinating role and to remove
barriers to sharing expertise among agencies and organizations within the
enterprise, including the university system and local government.

Customer-centric Approach to Service Provision

Goal P-2: The State will consider its citizen customers’ needs as a primary driver
for information resources and technology planning, development and
implementation.

Objective P-2-a: The State will periodically conduct customer surveys and/or
convene focus groups to determine customer needs as part of the IRM and
information technology planning, development and implementation process.
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Objective P-2-b: The State will specifically incorporate the needs of Oregon’s
aging population as modifications and enhancements to service delivery
mechanisms are made through the use of information technology.

Infrastructure

STRATEGIC INITIATIVE: ENTERPRISE IT ARCHITECTURE

Goal I-1: The State will develop an enterprise technology architecture that
articulates the State’s technical direction and standards related to
telecommunications systems, networks and equipment, security, disaster
recovery, business continuation planning and data management. This
architecture will guide agency and multi-agency tactical plans and information
technology operations. It will also enable collaboration with regional and multi-
jurisdictional partners.

Objective I-1-a: The ITEC will evaluate the current approach to the evaluation
and setting of standards and propose a more streamlined approach for use in the
future.

Obijective I-1-b: In concert with the ITEC, the State Chief Information Officer will
promulgate standardized and stratified methodologies for various analytical
activities, including Total Cost of Ownership (TCO), Benefit/Cost Analysis (BCA),
and System Development Life Cycle (SDLC).

Objective 1-1-c: The ITEC will clearly define expected compliance with standards
and designate a group with the role of oversight on compliance with standards.

Objective 1-1-d: Make clear the differentiation between standards and guidelines
and provide a reasonable migration path and time period to attain standards.

Objective I-1-e: The State will have a standard desktop environment by July
2007. Where feasible, the development environment, network hardware and
software, and centralized computing hardware, software and processes will also
be standardized.

Information Technology Security

Goal I-2: The State of Oregon will establish polices and programs to ensure the
integrity and security of information technology resources by protecting them
from unauthorized access, modification, destruction, or disclosure. These
policies and programs will be developed in compliance with the ISO/IEC 17799
standard. The focus will be on internal requirements, as well as on external
requirements such as HIPAA, personal identification, universal identification,
national driver’s license, personal privacy protection, and homeland security.
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Objective |-2-a: Develop the enterprise technology architecture and include
security as a top priority at the enterprise level

Objective 1-2-b: Establish a Chief Information Security Officer (CISO) position
that reports directly to the State Chief Information Officer.

Objective 1-2-c: Collaboratively develop security standards and guidelines,
methodologies, and tools for use within the enterprise.

Objective |-2-d: Regularly assess the information technology security needs of
the enterprise and look for opportunities for collaborative improvement in
response to changing requirements at a state, regional, federal, and national
level.

Objective |-2-e: Establish a process to help agency management proactively
address core risk identification/management, data/information classification,
data/information disclosure, employee education, and policy and procedure
development issues. This should include communication and training to assist
agencies in responding to federal and national requirements related to personal
privacy, universal identification, national driver’s licenses, etc.

Objective |-2-f: The ITEC will clearly define expected compliance with security
standards and designate an entity (individual or group) with the role of oversight
on compliance with standards. This entity will periodically audit the security of the
State’s systems, networks, and data and make recommendations on the
improvement of those capabilities as necessary.

Disaster Recovery/Business Continuation Planning

Goal I-3: The State will ensure that mission-critical business processes, computer
resources, and data can be restored in the event of a natural disaster or other
business interruption.

Objective 1-3-a: Research and share best practices for disaster recovery, backup
and archival of information resources across the enterprise.

Objective 1-3-b: The ITEC will ensure the development of enterprise-wide
contingency plans that incorporate “business continuation” as an adjunct to
disaster recovery.

Objective 1-3-c: The ITEC will conduct a detailed analysis of the State’s Burns
backup facility to determine the role the facility should/will play (near and long
term) as a subset of the State’s overall disaster recovery strategy.

Objective I-3-d: A disaster recovery and backup strategy for the state’s General
Government, Oregon Department of Transportation, Department of Human
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Services, and Department of Revenue data centers will be developed and a
service developed/procured.
STRATEGIC INITIATIVE: SHARED INFRASTRUCTURE DEVELOPMENT
Network Architecture
Goal I-4: The State will establish and maintain a cost-effective, high-performance,
highly reliable and uniform voice, video and data network architecture and

infrastructure for Oregon government.

Objective I-4-a: The State will continue to work toward network consolidation and
enterprise voice, video and data network development.

Objective 1-4-b: Evaluate opportunities to aggregate and re-bid contracts for
voice, video, and data services.

Objective 1-4-c: Develop a coordinated investment strategy that supports Oregon
Department of Transportation ITS, Department of Corrections video visitation,
and State of Oregon enterprise Network development.

Objective 1-4-d: Expand distance learning and distance education programs via
enhanced video technology throughout the state.

Objective I-4-e: Promote and encourage the successful implementation of SB622
by the Economic and Community Development Department and its state and
local government, and citizen and private sector partners.

IT Infrastructure Organization and Management

Goal I-5: The State will organize and manage its information technology
infrastructure based on sound business and economic considerations.

Objective |-5-a: Develop simple administrative vehicles for determining and
selecting the best "sourcing" option for the planning, development, maintenance
and support of information technology systems.

Objective 1-5-b: The State will consider consolidation/centralization, selective
outsourcing, and/or cross sourcing (from agencies across the enterprise) based
on a sound business case.

Objective I-5-c: To enhance the state’s “sourcing options”, however, the State will
consider the use of third party functionality (e.g., other agency applications,
commercial application service provider) as a prototype, precursor, and/or
possible substitute for in-house development and operational efforts.
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Objective 1-5-d: Implement an information technology portfolio management
program as envisioned in HB 3372 at the agency and enterprise level.

Technology

STRATEGIC INITIATIVE: ELECTRONIC GOVERNMENT
E-Government (Use of Internet and Intranet Technologies)

Goal T-1: The State will offer information and services through the use of the
Internet and Intranet technologies where a business and economic justification
exists.

Objective T-1-a: The e-Government initiative will yield an overall strategy that
focuses on the Intranet/Internet as an application and network environment, as a
way of promoting common access and interoperability.

Objective T-1-b: The e-Government initiative will build on the successful efforts of
several State agencies and design and implement an enterprise-wide Intranet.

Objective T-1-c: The e-Government initiative will develop, enhance, support and
maintain an Internet portal.

Objective T-1-d: The e-Government initiative will provide secured financial and
informational transactions between the public and any State agency via the web.

Objective T-1-e: The e-Government initiative will use shared networks and/or
existing points of presence for citizen access — use Employment Department
kiosks, Lottery systems, library terminals, local school systems, and other public
access devices to provide services.

STRATEGIC INITIATIVE: ENTERPRISE INFORMATION MANAGEMENT
Access/sharing/integration of data and applications

Goal T-2: Oregon government will, through collaboration, achieve efficiencies in
collecting, using, sharing, integrating and maintaining information.

Objective T-2-a: IRMD will host and coordinate an enterprise data clearinghouse,
populated principally with metadata identifying the content, formats, custodian,
and access requirements of the data. This clearinghouse will also contain
information regarding existing data needs, data being collected, and data under
development.
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Objective T-2-b: IRMD will lead a multi-agency effort to define and promulgate
common identifications as a basis for enterprise data integration. The common
data element “keys” can be used to relate data records from different systems.

Confidentiality and Privacy of information

Goal T-3: The State will prudently address confidentiality, privacy, and security of
the public’s data and information resources in conformance with legal and state
policy requisites, as well as federal government, and regional and national
organization initiatives and requirements.

Objective T-3-a: Establish and monitor State agency conformance to policies
meeting the security and confidentiality requirements, of the federal Health
Insurance Portability and Accountability Act (HIPAA).

Objective T-3-b: Establish processes applicable to all State agencies for
classifying, retaining, sharing, archiving and removing data/information in
electronic records.

Objective T-3-c: Monitor changing external requirements, specifically related to
personal identification, universal identifications, national driver's licenses,
personal privacy protection, and other national and federal initiatives, and remain
attentive and ready to respond appropriately to such changes.

Version 1.0 39 August 7, 2002



State of Oregon Enterprise Information Resources Management Strategy

This page intentionally left blank.

Version 1.0 40 August 7, 2002



200g ‘L snbny L-v 0’| uoisisp

‘sajisinbal Aoljod
2)e)S pue [eba] yym 92UBWIOMUOD Ul S92IN0Sa Uoljew.lojul pue ejep so1gnd ayy jo Ajunoas pue ‘Aoealid ‘Ajjenuspiuod ssalppe Apjuapnid [im ajels ay] :¢-1 [eoo

‘uonew.ojul Buiuiejuiew pue ‘Buneibajur ‘Buueys ‘Buisn ‘Bunod||00 Ul SBIDUBIDIYS dABIYJE ‘uoljeloge|[o9 ybnoay) ‘|m juswuianob uobalQ :g-1 |[eoo

"s)sIx®
uoneounsnl oOlWOU0Ss pue ssauisng e alaym salfojouyos) Jsueliul pue Jaulaju] 8y} Jo asn 8y} Ybnoiy) SeoIAIeS pue UOITeWIOUIl JBYO [IM S)elS 8yl -1 |eos

"SUOI}BJaPISUOD 2ILIOUODS pUB SSBUISNG PUNOS Uo paseq ainjoniiselul ABojouyos) uoneuwlojul sy ebeuew pue aziueblo [jIm 81elg ay] :G-| [eoD

"JuswuIaAob uobaiQ 1o} ainjonuselyul
pue ainjosliyole }IOM}SU Bjep puB O8PIA ‘90I0A wioyun pue sjqelal Ajybly ‘eouewlopad-ybiy ‘9Aj08e-}S00 B UIBJUlBW pUB YSI|gelss [IM 8JelS 8yl -] [eoD

‘uondnuis)ul ssauisng
Joy)o IO JoJSesIp [einjeu B JO JUSAS 8y} Ul palojsel 8g UEeD Bjep pue ‘saoinosal Jejndwod ‘sesseooid SSauisng [eo1lio-UoISSIW Jey) 8INsSus ||IM 31elS 8yl :g-] [e0D

‘paepuels 66221 DII/OS| @Y1 yum aoueldwiod ur padojoaap aq ||im swelbold pue saioljod 8say] '2InsojosIp JO ‘UOIONSSP ‘UOHEDLIPOW ‘SS8308 paziuoyineun
woJy way) Bunosjold Ag seainosas ABojouyos) uoieuLoul Jo Ajunoaes pue Albslul ay) ainsus o) swelsboid pue saioljod ysiigelss [jim uobalQ Jo 81e1s 8y :Z-| [eoD

‘suonesado ABojouyoa} uonewlojul pue sueid jeonoey Aouabe-jnw
pue Aousbe apinb |Im ainjosyyolse syl uswabeuew eyep pue Buiuue|d uonenuizUOd ssauisng ‘AlaAodal Jajsesip ‘Alunoas ‘Juawdinba pue sylomiau ‘swalsAs
SUOIJEOIUNWWO0D9|9) 0} paje|al splepuels pue UoidalIp |EDIUYDS) S, 8IS B} Saje|nolue jey) ainyosyyole ABojouyos) asudisius ue dojoasp |IM S)eiS 8yl :L-] [eoD

‘uonejuswaldwi
pue juswdojonrsp ‘Buiuueld ABojouyos) pue s824n0SaJ uolewloul Joj JoAup Alewud B SB Spasu SIBWOISND USZIID S) JBPISUOD [IM 3)elS Byl :g-d |eoo

's90Inosal
ABojouyoa} uonjewlojul s,9181S 9y} ulejuiew pue ajelado ‘abeuew ‘dojoAsap 0} S|IS 8y} Yum aalopom ABojouyos) uonjewlojul ue aAey [|Im 3jels a8yl :L-d [eoo

1amod Buiseyaind salouabe buibeiang| ‘ejendoidde aiaym pue ‘smainal |eba) ‘sassaoold uonenoljos ‘sysanbal bululjweans
ybnoly) seoines pue sapipowwod ABojouyos) pue sa2inosal uoljewlojul sasinboe Apusioe yoym ‘sseoosd juswalnooid B aAey |im BBl 8yl /-0 |eoo

‘pajdope aq ||Im UoieAOUUL
abelans| pue ‘seoinosal aleys 0} ‘Sjelodge||0d 0} selousabe pue sjuswiedsap moje jey) saibajeljs Buipuny ABojouyos) uonewloul “sseooid Buipuny pue joBpng 8y}
noybBnouyy pebeinoous aq |im syosloid AousbBe-inw Joy Buipun4 “eAnoadsied aoAos)l| B wWol) ‘a|gissod JaAsuaym ‘papuny aq |Im ABojouyos) uoneuwlloju] :9-0 [eo9

1w Buleq aie saAoslqo pajess Ajjeulblio eyl ainsus 0} |[am payoe.) pue pabeuew aq ||im sjoslold :G-O [eoD
"a|qIssod Janalaym sisuped ssauisng Jisy) yum uonejuswaldwi pue Buiuueid seoinosal uoijewdoyul Julof ansind |Im seiousbe 8)e)s (-0 [ oD

‘ue|d o16e1ed)s |NY| @sudisyua
s,9)1e1S 9y} yum wswubie ur si ABojouyosa) uonewloul jo uonejuawsajdwi pue Bujuueld Aouabe jeyy ainsse |Im salouabe ajels ul diysiapes| aAiNdax3 :¢-Q |0

‘aAnoadsiad asudisjua
Ue WoJ} pajedo|e ale $82in0sal pue }as ate sanuoud aisaym ‘ueld oibajeds |NY| asudisiua ay} ojul pajesodiodoul aq [|IM Spaau ssauisng asldisjug :g-O |eoo

‘aJnjonJs aoueulanob ABojouyoa) UoBWIOUI USALIP SSBUISN] B JO JudWysl|ge)sa pue
uoneloge||0d Ag saoainosal olgnd Joy Ajigelunodoe ulejuiew pue suopjejoadxe uaziio pue ABojouyos) ul sebueyo o} puodsal [jim Juswularob uobaliQ -0 | oD

xupe Juawublly JaAlg ssauisng D311 — V XIANIddV

ABajess Juswabeuely s824n0Say uoljewlou] asudisiug uobalQ jo ajeIS



Z00z ‘2 1snbny

0’| uoIslop

‘(uoneussuab wooq Ageq

ay} Jo Juswaunal ‘uone|ndod
Buibe -a'1) buibueyo

ale solydeibowap apimalels

‘sJ/awoisnd
[le Aq 82usIUBAUO0D JO
uonejoadxa Jaybiy e s aisy |

sjenuajod Jo saijigeded

11 Yyum dajs ui Jou sawowos
aJe jey} sebueyd pauonuayul
-|l@m pue papaau 1oy
suonnjos aAne|siba| Buyoss
aJe sjuanyjsuo9/siap|oyanels

‘UoisJane

)SU JO SlewlI|O e paleald aney
JUSWUIBA0B uIyyIM saun|ie}
jo8foud || paziolgnd AlybiH

‘swie)sAs

pajelbajul 0] SWaIsAS
Aoebo| ,adidanoss, wouy
aAOW 0} paau 8y} sajeald
sJauped Ajlunwwo/|eoo)
ypm pue sajouabe sieys
usamiaq uoneibajul 89IAI8S

‘Ayinunuod

aje)s-lajul Joy Buiysnd ale
SUOIIBIO0SSE [BUONEU SNOLIEA
pue juswulanob [esaps) 8y |

| 4

€1
[0

z-1
)

b1
)

Il
[eco

Lal
[eco

€l
1eoco

| 4

Al
1e0d

-l
1eod

Z-d
[eoo

b-d
[eo9

L0
1eod

9-0
1eod

-0
1eco

-0
1eocd

€0
1eoco

¢0
[eco

-0
1e0d

"0}@ ‘uoneaynuapl

|euosiad ‘A1unoas punole
sjuswalinbal |esapa} Buibueyo
pue mau ‘“6'8) Juswalinbali
pasoduwl Ajjeulayx3

SYIAIRMA SSANISNG O3l

ABajess Juswabeuely s824n0Say uoljewlou] asudisiug

uobalQ Jo 91e1S



Z00z ‘2 1snbny

0’| uoIslop

‘saoljoeld
ssauisng Buibueys Ajueisuod
pue suoljoesuel} pajeoldwod

10 awnj|oA Buisealou|

"SIOpUBA || Jo}
19)JBeW B MOU S| JUBWUISAOL)

*J0}08s ajeAud

8y} wouj aAl1gdal Aay) se
92IAJ8s 0} yoeoudde awes ayy
juswiulanob wouy Buipuewsp
A|Buiseaioul ate suaziyi)

Juswiuianob yym Bunoelayul
pue saoiAnIas Buissadoe ul
pajeonsiydos aiow Buiwoosaq
aJe sa|ouaN}ISu0 ||

‘Juswiulanob ulylIm siayew
uolis|oap pue slapes| Auew
Aq sayoeolidde asiidisjus pue
11 Jo Buipuejsiapun jo yoeT

'S921N0Sal |euUolIppE
OU Y}IM 92IAISS 1aW0}sno
pasueyus pue suopelado
pauljweas)s Jo uoneyoadxy

‘Jualey 1] Joy uonnedwos
pue syjuswa.nal Ag pesneo
paseq abpajmouy Jo SSOT

"suoieywl| s|diynw sey
$s9204d jJuswainooud Juaiing

€1
1eoo

¢l
[eoo

-1
[eoo

il
[eoo

Lal
[eoo

€l
1eoo

(Al
1809

Ll
1e09

¢d
[eoo

l-d
1eoco

L0
1e09

-0
1eoo

€0
1eoo

(4lo)
[eoo

-0
1809

'SPadU ssauIsn( 0} S82JN0Ssal
Buiyorew ur Aypigixepul
a)ealo pue splepuels
Bunealo 0} Jualiayep

B Sk 9AJI8S uUed suoljolLilsal
pue saainos Buipuny

SYIARIA SSANISNG O3l

ABajess Juswabeuely s824n0Say uoljewlou] asudisiug

uobalQ Jo 91e1S



Z00z ‘2 1snbny

0’| uoIslop

‘Juswdojansp uoneoldde
10} SpJEepuB)S pue S|0Jjuod
|eussjul Jayaq Joy puewaq

"S82IAISS pue
suonouny Si/L| 1o Budinosino

" sabenbue), pue
salbojouyosy mau Ul yeys Si/1|
|[00}2J pue UleJjal 0} pasu ay |

“Joyap 1ebpnq
pue sanuaAal paonpay

"S|9A8| [BD0] pUB S)E)S BU})

e sajouabe aonsn( [eulwd J0}
sayoeoidde pue juswabeuew
11 Bunoaye st poys

AIN28g puejsWoH Mau ay |

‘Juswuianob ssejwess
oy puewsp Buisesiou|

'S9)IS/SUOI}B00| 9j0Wal
Ul spuewap a9IAlas Buisealoul
pue Ajsianip [eoiydesboas)

"asldiajua ay} ulyIm ejep Jo
Ajnoas pue Ajubayul ‘Aoeand
ay} Buunsua pue Buiosjoid

"s)ipne 81e)g Jo Alejaloss

€1
1eoo

¢l
[eoo

-1
[eoo

il
[eoo

Lal
[eoo

4

€l
1eoo

4

(Al
1809

Ll
1e09

¢d
[eoo

l-d
1eoco

L0
1e09

-0
1eoo

€0
1eoo

(4lo)
[eoo

"uollenuRUOd ssauisng
pue Aianooai Js)sesiq

SYIARIA SSANISNG O3l

ABajess Juswabeuely s824n0Say uoljewlou] asudisiug

uobalQ Jo 91e1S



State of Oregon Enterprise Information Resources Management Strategy

APPENDIX B - Planning Process

The following diagram is a graphic representation of the strategic planning process used
by the Enterprise Information Management Committee (EIMC) of the Governor's
Information Technology Executive Council (ITEC).

The strategic planning process devised by the EIMC, and approved by ITEC, was
designed to be as inclusive as possible. In the absence of a comprehensive, statewide
business plan, the EIMC began the process by defining high-level business drivers for
the enterprise. These drivers were reviewed for content by the ITEC and form the basis
for defining the goals and objectives for enterprise information management contained
in this strategic plan.

The EIMC also drafted a vision statement and fourteen high level strategies for
enterprise information management based on support of the enterprise business
drivers. A series of focus group sessions were then planned by the EIMC, with the help
of a management consultant, to address each of the high level strategies. The focus
group sessions were facilitated by the management consultant and had two primary
objectives:

 To gain input from the information management community on the issues, and
consensus where possible

 To initiate dialogue among the community in a manner that would promote
collaborative processes.

Enterprise IT Strategic Planning Process
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The management consultant delivered a report, following the focus group sessions,
containing recommendations from the focus groups related to the strategies drafted by
the EIMC. The EIMC, with assistance from the State Chief Information Officer and his
staff, reviewed and analyzed those recommendations and developed a draft Enterprise
Information Resources Management Strategy for review and approval by the ITEC.
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APPENDIX C — Oregon Policies, Standards, Statutes, and Other
Relevant Background Documentation

Oregon Policies, Standards, Statutes, and Other Relevant Background
Documentation

1998 State of Oregon Enterprise Information Technology Strategy Document (including
appendices)

Executive Order 98-05

Executive Order 99-05

Revision to EO 00-30 Electronic Government Executive Order
OGIC Executive Order 00-02

DAS/IRMD Secretary of State Audit

ORS 291.038

HB 3372

HB 3399

GIS Strategic Plan

E-Government Project Documentation

Governor's Information Technology Executive Council (ITEC)
State's IT Policies

Information regarding SB622, the Connecting Oregon Communities Board and the
Oregon Economic and Community Development's Telecommunications section
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