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Letter from the SDC Administrator

As the Administrator of the Oregon State Data Center (SDC) it is with great pleasure that |
present our third annual strategic report.

Now, more than ever, technology drives successful public business practices, and serves as an
effective tool to provide cost-effective and valuable service solutions to our citizens. It is my
hope that this report serves as a beneficial review of our mission, history and top SDC
objectives for 2009-2013.

At the SDC, we realize that our value should not be measured simply by the number of
accomplishments achieved. Our success as a service provider should be based on effectively
managing the availability, accessibility and stability of the technology that supports the State’s
business.

The SDC processes over 2 billion computer instructions per second to deliver state services 24
hours a day, 365 days a year, to over 4 million citizens across Oregon. Every citizen is touched
in some way by the technology and computing systems operated at the SDC. These computing
systems are the technology power behind the delivery of state services. Technology is critical
for the day-to-day operations of state government, and for the future and strategic vision of the
State of Oregon as a whole. The SDC continues to be a critical resource in the hands of state
government leaders to deliver services requested by the Legislature and our agencies to our
citizens.

Governmental effectiveness and customer service are always at the forefront of how we
conduct business at the SDC. While the State faced very tough difficulties, a number of
cooperative initiatives were undertaken in support of reducing costs and risks by putting critical
strategies in place. Some of those initiatives were:
¢ Consolidated and compressed technologies to reduce costs and improve operational
efficiency
e Reduced energy consumption and related costs and environmental impacts
o Applied technical strategies to avoid new construction and infrastructure costs
o Refreshed older systems, storage and network technology for improved availability,
performance and capacity
¢ Improved technical staff productivity at the SDC and agencies via standard system tools
Consolidated and enhanced security systems through improved management and
monitoring
And we continuously look at ways to improve our organizational effectiveness and enhance
services to our customers while effectively managing costs and providing value.

Although we are pleased with our progress, we are committed to continuing the history of
leadership and success in state data center technology. We continue to assess and change our
business processes to reflect best practices. As we move forward, our intent is to focus on our
strengths, partner with our customers to meet their technology needs, and provide competitive
service in support of state government.

Through this strategy, we realize both the scale and agility that the SDC will require to
aggressively support a growing technology demand in the coming years

I look forward to working with all of you in the future!

Julie Bozzi
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Strategic Plan Annual Report

Overview

The SDC'’s strategic direction is to:

Build upon and describe the existing strategy by establishing specific strategic goals and
focus areas from FY 2006 through FY 2013

Further drive the consolidation of the State’s IT infrastructure toward lower costs, effective
services, and efficient use of IT resources

Align the business processes and technologies in support of its overall strategic mission and
vision

Identify new strategies to strengthen SDC’s capacity and success in delivering results

Balance of Accomplishments

Critical decisions that pull in competing directions are a daily challenges. The State Data Center
strives to manage risk, contain costs and consistently deliver customer satisfaction and value.
Understanding the drivers brings balance to the equation and helps the SDC to define future
direction. To accomplish positive outcomes, the SDC must agilely balance the priorities set by
our business customers with other priorities. SDC’s accomplishments in the areas of stability,
flexibility, and cost effectiveness creates verifiable data that supports our goals. The following
chart summarizes these values.

Stability

Cost
Effective

Flexibility
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More details of the above accomplishments can be found in the Focus Areas of this document.
The more notable achievements of the SDC and our customers are:

= Completion of the hardware consolidation in the mainframe, i-series and UNIX
environments.

= |mplemented a private cloud technology to host servers on a secure state-of-the-art virtual
infrastructure or on custom servers designed for specific needs of agency customer.

= Moved 30% of older, non-standard servers into the new virtual environment.

= Consolidated storage and implemented storage technology that allows for capacity on
demand. Cost per unit of storage has significantly decreased while demand for new
storage has increase 45% per year.

= Conducted off-site tests of Disaster Recovery plans; additional ongoing tests are
scheduled.

= Reduced network fragmentation from over 4000 routes to less than 400. Key network
locations were equipped with redundant power and equipment.

= Completed the standardization of the network architecture, configurations and equipment..

= Completed a high speed, redundant network ring allowing the conversion from older to
newer network connections. This newer technology provides higher speeds at less or the
same cost

Vi
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Strateqic Plan Progress

The strategic plan outlines focus areas outcomes. These outcomes are based on our goal to
build an entrepreneurial strategy using industry recommend maturity models which guide our
priorities and timelines. The principles of the maturity models are based on best practice and
what has been proven as needed to be accomplished, in specific stages, to achieve higher
levels of IT service delivery. This has guided what programs, projects, and practices have or
will be implemented and in what time frames

The following chart is a miniature of our planning framework. The actual diagramisa 5 x 7’
chart which is required to map and display the completed, in progress, and not started projects
of the strategic plan. It represents the Programs and Projects undertaken since the FY 2005-
2007 lift and drop through what is planned for FY 2011-2013.

We have included it in the report to demonstrate the magnitude and number of projects
undertaken to build a standardized statewide technical environment, to accommodate significant
technology growth and to lower technology costs.

The majority of these projects have been achieved with significant cooperation and change by
state agency customers.

vii
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Growth in Service Requests

Several growth factors in the IT industry rely heavily on the capacity and performance of an
organization’s technical infrastructure. These factors include data to be stored, larger numbers
of users that need access to perform job functions, new or modified applications required by
business needs, federal requirements or legislation, and higher volumes of data exchanged

between users and applications.

The following charts represent the number of services by fiscal year requested by the SDC'’s
customers.

Request by Customer by Fiscal Year This measures the number of requests made by
customers for simple services or for modifications to their applications. These requests include
adding network bandwidth, scheduling additional computer jobs, and resetting passwords. In
general, this chart represents the amount of service requests for capacity required to maintain
existing systems and forecasts an upward trend in dependency on technology.

Requests by Customer by Fiscal Year
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Service Tickets This measures infrastructure requests made by customers in support of
applications needed to run their businesses. These numbers include the simple requests in
the chart on the preceding page and more complex, time-consuming and costly projects. The
more complicated requests may require security, network, voice, and storage services.

In general, this chart represents the increased demand, requested by customers, to enhance
systems, develop new systems, and obtain additional voice or data connectivity.

Service Tickets
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Left axis represents the number of tickets
Right axis  represent each month.
Opened green line with boxes, represents the number of tickets opened in each month.
Closed blue line with triangles, represents the number of tickets closed in each month.

Open EOM  yellow line with diamonds, represents the number of tickets still open at end of
month.
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Savings & Cost Avoidance

A critical component of the SDC strategic plan has been to achieve State savings in
technology delivery and management. A great deal of the SDC’s effort has resulted in
significant cost savings and/or cost avoidance. “Cost avoidance is a cost reduction that results
from spend that is lower than spend that would have otherwise been required if the cost
avoidance exercise had not been undertaken.” — from CAPS Research Report, a non-profit
independent research organization. Even though many people might find it easy to discount
cost avoidance as “phantom” or lesser savings to the State, these are “real” savings
nonetheless.

The SDC has had to account for the situations where cost is higher due to customer need for
more computing capacity but overall cost per unit has lowered; where up-front investments
reduced overall spend in one or more categories over our multi-year initiative; and where a
process improvement or product replacement resulted in a lower operating cost or cost per
unit compared to what the State would have spent had the SDC not improved the process or
replaced the product.

Cost Reductions may be “Hard” or “ Soft”

“Hard” cost savings are understood as tangible bottom line reductions that have and continue
to be achieved by the customers and SDC by:

= year-on-year saving over the constant volume of purchased product/service, e.g.,
reduction in software services from mainframe consolidation - $2.4 M/5 years

= direct reduction of expense or a change in process/technology/policy that directly
reduces expenses, e.g., Unix hardware support reduction - $650,000/biennium,
reduction from consolidation of i-Series on one lease — $422,520/biennium, migration
from GTD-5 to VolP on voice network core - $444,000/year

= examination of existing products or services, contractual agreements, or processes to
determine potential changes that reduce cost, e.g., reduction from right sizing network
maintenance contract — $519,771/year, reduction from network Ethernet conversions -
$1.35 M/year

= net reductions in prices paid for items procured when compared to prices in place for the
prior 12 months or a change to lower cost alternatives, e.g., reduction from centralizing
AlX user account management - $340,000

“Soft” cost avoidance saving activities which are much more intangible but have contributed
significantly to savings are and continue to be:

= resisting or delaying our supplier’s price increases,
= negotiating lower purchase price than the original quoted price,
= acquiring additional services at no cost, e.g., free training, increased capacity, speed
= establishing long-term contracts with price-protection provisions.
Quantifying Savings has been Challenging

Some of the challenges faced by the SDC as they seek to properly assess cost reduction have
included:

= cancellation of net savings due to an increase in the business unit’s cost structure,
= vendor’s pricing models relating to upgrades and increased capacity,
= chronology of contract timelines, contract bundling and the need for budget cuts,

= cancellation of net savings due to an increase in the business capacity or availability
requirements, and

Xi
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= multi-year issues in cost savings.

The following charts show cost reductions that have contributed significantly to the
organization’s bottom line.

Growth Savings This shows that the capacity of the SDC has grown faster than its costs.
The mainframe, mid-range, server, storage and network capacity requirements have grown to
168% of what was migrated to the data center, while the costs have only increased by 33%. If
the operating costs of the data center increased at the same rate as capacity, the total cost
would have been $268 million per biennium, instead of the current $135 million. This
difference of $136 million in cost avoidance savings was obtained via consolidation,
standardization and other efficiencies.

Growth and Cost Savings Avoidance

200% - Capacity Cost

268%

e $270M
250% -

B Jan07 Savings  $136M
| Aug-08
O Aug-09

OJun-10

200% -

150% -

132% 132% 133%

$135M

100% - $101M

0% A

0%

The SDC capacity was calculated for each of the five areas where capacity data was
consistently available for all periods (mainframe, mid-range, server, storage and network).

Mainframe MIPS 888 1,675 89% Increase
Mid-Range CPUs 1,220 2,704 122% Increase
Servers Server Capacity 1,749 3,059 75% Increase
Disk Storage Terabytes 69 460 567% Increase
Network MBS 10,402 19,974 92% Increase

To calculate the overall capacity for the data center, the capacity for each area was weighted
based on the cost of that area. The costs were calculated based on the charge-back amounts

Xii
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recovered in each area. Once each area’s capacity increase was normalized by the weighting
factor, the SDC overall capacity increase was determined as 168% since January of 2007.

The SDC costs were gathered from the Legislatively Approved Budgets for FY 2005-2007 and
FY 2007-2009 and excluded Voice Services budget. Voice Services were excluded from the
business case and the original scope of the SDC, so were excluded from this analysis.

SDC Savings The previous chart shows that the capacity of the data center has increased
significantly since agencies first moved into the facility. Another way to assess the
effectiveness of cost saving strategies is to hold the capacity constant and look at costs. The
capacity has increased faster than the cost, which means we have been able to reduce the
cost per unit of capacity. By consolidating for economies of scale, each dollar now buys more
capacity than it did when the data center first opened.

The chart below shows how the total cost of the data center would have decreased with
consolidation, if the capacity requirements had remained the same. The cost per unit of
capacity decrease would equate to $ 36 million dollars in reduced costs. The more effort we
put into consolidating on standards and enterprise technologies the greater the savings via
economies of scale.

SDC Savings
(Had Capacity Remained the Same)

120% -

Capacity ost
100% 100% 100% 100%

100% — - $101M
B0% Savings  $36M
60%

Y — $65M
40%
o Jan-07
B Aug-08
20% 4 O Aug-09
OJun-10
0%

The SDC Savings (had capacity remained the same) were calculated by dividing the cost
increases for each period by the increase in capacity. This normalizes the capacity to show
savings under constant capacity.

Xiii



STATE DATA CENTER

Data Center Costs vs. Original Business Case This chart compares the data center costs to
those projected in the original data center business case. The business case projected the
data center costs over several years holding capacity or growth constant. The original
projections showed a temporary increase in costs before savings were realized. Using the
data center actual costs with the same business case data (as in the chart above), we can
show that savings were realized earlier than the business case had predicted. To achieve
these outcomes the SDC used a different strategy then the original business case. The SDC'’s
strategy focused on ongoing savings via consolidation and standardization. The original
business case based much of its savings on staff reduction.

Data Center Costs vs. Original Business Case
Had Capacity Remained the Same

F120M

$112M

F100m

Fa0M

FEOM

F40M

F20mM

osDe
B Orig. Business Case

B 4
200507 200709 2009-11

The comparison to the original CNIC business case is based on the same data and methods
used in the previous two charts. The CNIC business case had specifically removed capacity
growth from the calculation.
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Key SDC Challenges

When setting strategic direction, SDC management must consider, explore and resolve many
challenges. Major challenges for the SDC are:

= New IT growth; additional scope, services, and significant capacity needs since 2005.

= Funding limitations for growth of service, minimum lifecycle replacements, disaster
recovery.

= Expectation for facilitation of cross agency initiatives where the common thread of the
application or software is hosted at the data center.

= Increased threats and challenges to IT security.

= Limited information about customer plans for future IT projects.

= Designing, coordinating and implementing enterprise processes.

= Funding methodologies for new agency applications and information technology support.

= Audit and assessment results that push priorities above service delivery.

XV
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Explanatory Notes

These explanatory notes provide description of the structure and content of the Strategic
Annual Report that is essential to its effective understanding.

Report Content

The DAS Director’s Advisory Board asked the State Data Center (SDC) to provide annual
reports starting in July 2008. This is the third edition of the requested report. It contains history,
results, strategies and plans for each of the focus areas of interest described in the SDC
Director’s Advisory Board charter. The SDC will provide progress updates each quarter
between annual reports.

Report Layout

There are two parts to this report. The first part provides the SDC’s strategic direction, goals
and strategies. It also provides background information on the framework for planning and
delivering strategies for the SDC.

The second part of this report applies the strategies from the first part to the eight supporting
focus areas. Each focus area has one or more program areas that are responsible for
implementing the strategies of the focus area.

The report structures each focus area in the same way.

Introduction Contains the exact text of the focus area description from the
Director’s Advisory Board charter

Strategic Describes the direction the SDC plans to go with this focus area in
Direction general terms

Strategic Goals Lists the SDC'’s goals for the focus area

Objectives Identifies how the SDC will manage the programs of the focus area
Measure Identifies how the program will measure progress towards the

objectives and goals

Maturity Model Shows characteristics that provide a measurement of process maturity
Stages for this focus area

Focus Area Provides information about the programs within each focus area; the
Programs report structures each program area the same way

Description Identifies the scope of the program

XVi
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Initial State

Current State

Future State
Objective

Program
Outcomes by
Biennia

Program-specific
Information

Updates

Describes the condition of the program after the 2006 lift and drop of
infrastructure from the agencies into the SDC

Describes the present state circumstances, configurations, attributes,
quality, or condition as of July.

Describes what the program will look like by the end of FY 2011

Summarizes the major outcomes for the program for each biennium
between 2005 and 2013

This gives both history of accomplishments and plans for future work,
all of which contribute to reaching the future state objective. If an
outcome spans biennia, it is listed in the biennium the outcome is
projected to be complete. Each outcome provides a reference for type
of funding suggested, gross cost estimates, and a simple status. This
high-level view describes the “size of the breadbox.” It is not an exact
fiscal accounting and is not for audit purposes.

Provides additional charts and graphics to help with understanding the
program and the methods used for managing reporting on the
program’s progress

The SDC will refresh the strategic plan and present a report annually to the SDC Director’s
Advisory Board each July. The SDC will prepare and present quarterly updates to inform
stakeholders on progress, measurement, issues and implications.

Key Definitions

Although the annual report does not contain a glossary, the following key definitions will aid
with consistent understanding of the report’s sections.

Focus Areas

Future State

Guiding
Principles

A topic of great importance to the governing body of the data center
and which defines the organization’s work.

The circumstances, configurations, attributes, quality, or condition of a
thing at the future point of its existence. For the purposes of this report,
the future point is when the state achieves the benefit or outcomes.

A standard set of actions and behaviors, provided by the Director’s
Advisory Board charter, which will be beneficial to all stakeholders.

XVii



STATE DATA CENTER

Initial State

Lift and Drop

Maturity Models

Outcome
Description

Outcome Fund

Outcome Gross
Estimate

Outcome Status

The circumstances, configurations, attributes, quality, or condition of a
thing at the starting point of its existence. For the purposes of this
report, the starting point was at lift and drop.”

The migration model where devices move from one location to another
without changes in function, functionality, or support.

A model that defines stages of maturity that an organization and its
stakeholders can expect to pass through in its road to improve its
overall services, practices and processes, and ultimately business
performance.

A definition of the result of a complex sequence of events.

Fund sources are Operations (OP), Certificate of Participation (COP) or
Policy Option Package (POP). Not Available (NA) means funding has
not been determined or could not be easily separated from other work
efforts.

Gross estimate is the estimate of the cost when there is only a general
idea of what is needed and before taking into account scope,
requirements, complexity, dependencies, alternative solutions, or make
or buy decisions. The gross estimate do not include personnel
services FTE cost.

Gross estimated may have two figures separated by a “/”. The first
figure is the original estimate; the second figure is the amount funded.

“Approved” means the work is planned for FY 2009-2011 and the POP
or COP request was be submitted as part of the SDC budget request.

“Agency Offered Reduction” means the agency offered the reduction
during the budget process.

“Completed” means the work is finished.

“Cancelled” means the project was cancelled and will not be initiated in
either FY 2009-2011 or FY 2011-2013.

“In Process” means the funding request and/or effort was approved
and the work is underway.

“Legislative Elimination" means the funding request was denied during
the budget process and the project will not be initiated during FY 2009-
2011.

“Legislatively Approved” means the funding request was approved by
the Legislature at or below the amount requested.

“Not Implemented” means the work was completed but not approved

XViii
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Planning
Framework

Strategic
Framework

Strategic Goals

for implementation.

“Not Started” means the funding request was approved but the work
has not begun.

“Tabled” means the program outcome was removed from consideration
due to funding constraints.

“Undetermined” means the funding probably will come from
Operational Funds but the budget for the work has not been
determined.

Models used to break down and organize large classes of critical work
managed by an organization.

An array of factors that guide those choices that determine the nature
and direction of an organization.

A goal set by and for top management of the organization to achieve its
mission, strategy, and position over the course of five to six years.

XiX
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PART I
Strategic Direction, Goals

and Strategies

Provides SDC'’s high-level plan and
measurements outlined in the focus
areas of interest described in the DAS
Director’s Advisory Board Charter
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Strategic Direction

This section presents the SDC’s mission, vision, guiding principles and focus areas from the
Directors Advisory Board Charter.

MISSION

To provide infrastructure-shared service to fulfill the computing needs of customers and their partner
jurisdictions.

VISION
To provide technical services engineered to standards for quality and efficiency.
To eliminate duplication of effort and expense in computing and networking services.
To reduce the overall cost of the state’s computing infrastructure.

GUIDING PRINCIPLES

1. All shared-service clients have a compelling interest in achieving maximum efficiency, while
simultaneously optimizing service.

2. The State Data Center strives to provide competitively priced services to its member-agencies.

The SDC will recover operating costs through rates and charges that are necessary, reasonable,
equitably allocated, and in accordance with OMB circular A-87.

4. The SDC provides a utility service based on defined business need.
5. Helping the SDC operate successfully is in the best interest of participating agencies.

6. Within the scope of the charter, relevant stakeholders vet all issues and consider the consequences
of their decisions.

7. Tradeoffs are necessary to support the greater good, but they should be explicit and transparent.
8. The SDC is a trusted, valued partner that provides an essential and unique perspective.

9. The SDC is the principal provider for shared data center services.

10. Transparency builds trust in SDC governance and operations.

11. A fully engaged DAS Director’s Advisory Board working collaboratively as a team leads to successful
SDC governance outcomes.

Focus Focus Focus Focus Focus Focus Focus Focus
Area Area Area Area Area Area Area Area
1 2 3 4 5 6 7 8
SDC Staffing Cost Energy & Custom- Disaster Security Mgmt
Consoli- & Work- Recovery Power er & Recovery Mgmt Process
dation & force & Rates Mgmt Service Mgmt &
Serivces Mgmt Mgmt Level Controls
Mgmt

GUIDING, PLANNING and MANAGING RESULTS

Focus Areas are guided by industry maturity models to allow for appropriate and evolutionary planning and
for measurement by stages.

Focus Areas’ programs and projects plans, adjustment to plans, and measurement will be affected by the
law of triple constraint.

Focus Areas’ measurements and results against thesplans will be reported on a quarterly basis.
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Strategic Goals

This section shows the strategic goals for each of the eight focus areas.

Focus Area 1: Consolidation and Services
G1 - Provide consistent, reliable, measurable, end-to-end, and secure utility computing services

G2 - Increase effectiveness and efficiency by standardizing infrastructure software and hardware
capability and tools to reduce enterprise complexity and the State’s overall cost of computing

G3 - Ensure IT environments are planned, built, provisioned, managed, and funded to a level
consistent with the services that they support

Focus Area 2: Staffing and Workforce Management

G1 - Provide skilled staffing to support base operations, agreed services and service levels, growth of
existing services, and approved projects aimed at reducing costs and complexity

Focus Area 3: Cost Recovery and Rates Management
G1 - Protect agency budgets from large, unpredictable swings

G2 - Fully fund the SDC

G3 - Adhere to OMB A-87 principles

Focus Area 4: Energy and Power Management

G1 - Develop and manage to an energy plan that addresses projected ongoing energy needs and
energy conservation opportunities

Focus Area 5: Customer and Service Level Measurement

G1 - Develop and maintain a service catalog that represents agreement of the services provided and to
make sure that the agreed level of IT service provision is attained

G2 - Establish measurable service levels for each service offering; establish tools and methods to
determine performance against established service levels

Focus Area 6: Disaster Recovery Management

G1 - Provide disaster recovery services in support of customers’ application priorities to ensure that the
required services (computer systems, networks, etc.) can be resumed within agreed timeframe
and costs

Focus Area 7: System Security Management

G1 - Provide a secure utility computing service to customer agencies based on their business
objectives and in accordance with stated availability objectives

G2 - Increase effectiveness and efficiency by standardizing infrastructure software and hardware
capability and tools to reduce enterprise complexity and the State’s overall cost of security

Focus Area 8. Management Process and Controls

G1 - Define and implement the processes, products, and controls to manage and provide a stable and
responsive IT infrastructure for the State

G2 - Implement processes and controls based on industry-defined good practice, that has proven itself
in practice, as defined by the Information Technology Infrastructure Library (ITIL)
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Planning Framework

This section shows the planning horizon and relationships between components of the model used for
strategic planning at the SDC.

Strategic Flan
Define Mission, Vision, and Strategic Goals,

5T yrs Principles, Planning Framework
1 —to many
Focus Areas \
Focus Area Focus Area Focus Area o
Defines Focus Area Objectives, Programs and
57 yrs 57 yrs ’P;D‘grgggy 57 yrs Multi-year Outcomes

< Annual Report Addresses Strategies Above This Line

Program Program Program Program Program Defines Program
Objectives, Projects and
3-5yrs 3-5 yrs 3-5yrs 3-5 yrs 35yrs Yearly Outcomes
Praject Project Project Project Defines Project Objectives,
Milestones and Quarterl
& mth— 3 yrs 6 mth — 3 yrs 6 mth— 3 yrs Bmth—3 yrs Outcomes y
1 —to many
Projects
Project Project Project
6 mth — 3 yrs & mth—3 yrs Emth—3yrs
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Guiding, Planning, and Managing Results

This section addresses process models that serve as a best practice tool to assist the SDC
with planning and measuring achievement of its strategic goals. Models define five progressive
stages of maturity with key achievement attributes. The models help form strategic goals.

Managing Maturity in Service and Product Delivery

A key tool SDC management uses in the development of strategic direction is the maturity model.
The SDC adopted the maturity model concept to help staff and stakeholders recognize that the
SDC is a work in progress. The purpose of the use of a maturity model is to provide guidance for
improving an organization's processes and its ability to manage the development, acquisition, and
maintenance of products and services. Each maturity level has several key areas that indicate
where an organization should focus to improve its service or product delivery.

The SDC uses maturity models in its strategic planning to:

= Set expectations for service quality and delivery at each level of achieved maturity
= |dentify practices the organization will embed to achieve higher levels of maturity

= Guide selection of improvement strategies with the current level of maturity in mind

The SDC adopted the concept of the Capability Maturity Model (CMM). Watts Humphrey
developed CMM for the Software Engineering Institute. Gartner, Inc. and others use
adaptations of this model to help organizations understand patterns of growth and
development for processes and internal cultures.

The SDC guides the strategic development of IT services and organizational processes using
an adaptation of CMM. This concept particularly suits the SDC because the SDC’s formation
resulted from bringing staff and equipment from multiple state agencies together in a brand
new location. The result was chaotic. Initial emphasis was on day-to-day customer requests
and figuring out the best way to get things done given the varied approaches brought into the
SDC by staff from the customer agencies. As time went on, staff learned to work with their new
teams and approaches became more standardized. Each team found their own solutions to
problems. The next step is to increase process integration across teams. Integration requires
formalization and documentation.

Getting from one step of the model to the next requires time and commitment. In the Gartner
article titled, “Survey Results: IT Infrastructure and Operations Management Maturity,” dated
June 16, 2008, authors Donna Scott and Jay E. Pultz made the following comment about
Infrastructure and Operations (I&0) maturity development:

“Achieving 1&0 maturity is a multiyear transformation, and the movement from one level to another is
not evenly distributed in time and effort. Transitioning to each level is likely to take multiple years, and
each requires sustained commitment. Lapses (for example, due to organizational changes or changes
in priorities) can result in significant delays achieving the next level, or cause it not to be attained.”




STATE DATA CENTER

Maturity Models Phases

For the maturity models included in this report, the following phase descriptions apply:

Level Description

0 Chaotic Ad Hoc - disorganized, processes that exist vary by individual or group.
Management tools non-existent or inconsistently used.

1 Reactive  Minimum to Function - Intuitive, management of processes, development
of processes has begun to follow a pattern. Basic management tools
implemented to catch outages as they occur.

2 Proactive Initial - Defined, management of processes are documented and
communicated. Management tools monitor thresholds.

3 Service Formal - Managed, management of processes and systems has been
formalized, processes are monitored and measurable. Tools are
standardized and integrated with each other.

4 Value Comprehensive - Optimized, management of processes and systems is

now comprehensive, best practices are followed and automated. Tools
integrated with processes.

SDC Maturity Models

The model illustrated below describes an evolutionary improvement path from an ad hoc,

immature process to a mature, disciplined process for improving service for all the SDC focus

areas.

IT Service and Process Maturity Model

2010-13
2009 Position Level 4
Position Value .
2008 Level 3 m IT and business
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2007 Level 2 Service = [T/business
Position evle = Define services, collaboration
ngil:gn Level 1 Proactive classes, pricing improves business
[evel O Reactive m Analyze trends | m Understand costs process
. = Best effort m Set thresholds m Set quality goals |g Real-time
Chacotic « Fiaht fires = Predict problems | ® Gua.rantee SLAs | infrastructure
m Ad hoc | g ¢ m Automate = Monitor and m Business planning
m Inventor i
= Undocumented ", 4 = Mature problem report pn Services Profit Management
. m |nitiate - * | m Capacity g
m Unpredictable problem mgt configuration, SlArg <
= Muttiple help process change, asset [ Business Management
desks and performance " - - -
N = :\Ifﬁta:wgt mgt processes | Service Delivery Process EnglneerlngJ

operations

m User call
notification

= Monitor availability

Service and Account Management

Operational Process Engineering
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The model illustrated below describes an evolutionary improvement path from a dedicated,
non-standard, inefficient technical environment to a mature, efficient, on-demand utility

computing service.

Assisted Service Utility
Management Management Computing

Utility Computing Maturity Model

P &

Dedicated Shared
Systems Infrastructure

800¢/cCT

Business Interface

IT Organization
Distributed Functions

Simple Service Mgmt Comprehensive Svc Mgmt
Distributed Competence  Centers Of Excellence Discipline Discipline iR =le Cenicr
IT Processes
Squeaky Wheel Basic Mgmt Workflows Routine Task Automation Comprehensive Automation Fully Automated IT
Software Capability
Non-Standardized Basic Storage Abstraction  Std Software Tools Service Lifecycle Mgmt End-End Utility Mgmt
No Hardware Abstraction Centralized Mgmt Tools Basic Auto Provisioning Actionable Infrastructure 9
Hardware Capability
Distributed, Proprietary Shared Storage Shared Server Pools Hiera_rchical LR Commodity Hardware

Architecture
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PART Il
Strategic Focus Areas

Provides the course of action, goals
and measures for effectively managing
the SDC in support of the overall
mission, vision and guiding principles
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Focus Area 1 — SDC Consolidation and Services

This section outlines the current state of consolidation and the future state of consolidation;
how, when and to what degree the SDC will consolidate network servers, system tools,
mainframe operations, operating system platforms, staff; and other opportunities for
consolidation.

Consolidation creates a utility computing model where the SDC makes standard computing
resources and infrastructure services available to customer agencies as needed, at an agreed
service level, and charged for by specific usage. Standardization of equipment and support
processes and virtualization of platforms increases efficient use of resources and minimizes
associated costs. The SDC will continue to find ways to consolidate computing systems,
networks, security, voice, operations, staff, funding, business, and administration.

STRATEGIC GOALS

» G1-Provide consistent, reliable, measurable, end-to-end, secure utility computing services

» G2-Increase effectiveness and efficiency, by standardizing infrastructure software and
hardware capability and tools, to reduce enterprise complexity and the State’s overall cost
of computing

» G3-Ensure that IT environments are planned, built, provisioned, managed, and funded to a
level consistent with the services that they support

OBJECTIVES

For the purpose of these objectives, the term “program areas” identifies each of the following
as a program: Network, Voice, Servers, Unix, iSeries, zSeries, Storage, and Operations. The
definition includes the program’s system tools, utilities, systems software, and operating
systems. Each program area will:

= Define the current state of consolidation
= Define the future state of consolidation and to what degree consolidation will occur

= Provide the framework for planning, managing, and resourcing in stages and evolutions that
are progressively detailed over the timeframe of this strategic plan

= Consolidate for reliability, availability, performance, security, and serviceability with a minimum
of service disruption and aligned with the cost and value implications of an agreed level of
service

MEASURE
Each program area will:

= Establish outcome measures based upon the consolidation program area, the supporting
projects, maturity expectations, funding and other dependencies

= Provide updates on achievement of outcomes, obstacles or decisions preventing achievement
of outcomes, modifications to plans, and impact of decisions on cost and schedule to deliver
end-state service, service level, or dependent programs

= Establish at what stages and to what degree performance, availability, capacity can and will be
reported and managed as an outcome
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MATURITY MODEL STAGES

The following maturity model stages will guide, set expectations and provide measures that
the organization must achieve before it is ready to move to the next level of maturity goals.

SDC Consolidation and Services Maturity Model

2010-13
2009 Position Level 4
2008 Position Level 3 Value
2007 Position Seras * End-to-end utility
s ; management
onge Position Level 2 °A<;t|onable N ——
osition Level 1 Proactive inf rastrugture Hardware
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Level O Reactive « Arch sve models | Modular
. * Public network| implemented Architecture

ChaOt'C builds » Shared services
: élggnd drop | . virtualization migration R i

Network and * pSeries, zSeries, eSS it

. consolidation | iSeries consolid. [ .

Fnl‘ill::l architecture » Shared server Business Management
| * Basic storage | pools Service Delivery Process Engineerin

zgor::gl.e dation abstraction * Basic auto v ¢ e

idati A
« Non. * Shared provisioning [ Service and Account Management
tandardized storage
standardize [ Operational Process Engineering

|
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FOCUS AREA 1: CONSOLIDATION AND SERVICES

high speed, redundant network ring was

Program 1. Network Consolidation and Services
Manager: Al Grapoli
Description:

This program consolidates the SDC
network, along with network management,
system tools, utilities, systems software,
and operating systems used to support the
network services. The program aligns with
the cost and value implications of an
agreed level of service. Design efforts
consider impact of choices on reliability,
availability, performance, security, and
serviceability. Implementation efforts stress
minimum disruption of service to
customers.

Initial State:

The state networks were fragmented and
not standardized with many using ad hoc
design and implementation. In many
situations, network connectivity was not a
redundant loop to the communications
vendor, a high-risk situation. The SDC,
CISCO, and customer agencies conducted
a joint assessment and identified the
following:

o Approximately 40 percent of network
and security equipment was at or
beyond end of life (EOL).

e Several key network locations lacked
redundancy of power and equipment.

o Network security varied significantly by
agency.

Current State:

Today the State’s network is
comprehensive, centrally managed, highly
available, and secure. Network
fragmentation has been reduced from over
4000 routes to fewer than 400. Versions of
network operating systems were reduced
from over 450 to fewer than 200. Key
network locations are equipped with
redundant power and equipment. The
network architecture, configurations and
equipment are standardized. Seventy
percent of network and security equipment
are within acceptable lifecycle standards. A

completed providing the foundation to
convert from older to newer network
connections. This newer technology
provides higher speeds at less or the same
cost. The number of network management
tools has been reduced from 30 to 7. The
remaining tools are lower cost; Open
Source tools that provide real time statistics
and historical data for capacity planning.

Future State Objectives:

¢ Increase network availability through
use of rapid recovery equipment at key
network backbone locations.

¢ Replace equipment that is beyond
acceptable lifecycle standards to
reduce the failure rate.

o Complete Frame Relay to Ethernet
conversion to provide more bandwidth
at the same or less cost.

Complete Domain Name Service (DNS)
consolidation to improve statewide
manageability of computing services
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Planned Program Outcomes

FY Fund - OP/ Gross
05-07 Program Outcomes Description COP/POP  Estimate $ Status
1. Install redundant fiber loop connections from the COP $1.2M Completed
SDC to the telecommunications vendor and cut
over agency home circuits from agency locations
to the SDC
2. Build out high-speed network on SDC floor COP $7.5M Completed
3. Begin movement from co-managed network COP $1.1M Completed
devices
FY Fund - OP/ Gross
07-09 Program Outcomes Description COP/POP  Estimate $* Status
1.  Replace network equipment as part of network CcoP $3.5M Completed
wide security project
2. Replace EOL network equipment (Phase 1&2) CcoP $16 M Completed
FY Fund - OP/ Gross
07-09 Program Outcomes Description COP/POP  Estimate $* Status
1.  Replace EOL network equipment (Phase 3) POP $5.4 M Tabled
2. Complete movement from co-managed network OP $200 K Completed
devices
3.  Complete Western and Central Oregon high- OoP $300 K Completed
speed, redundant backbone
FY Fund - OP/ Gross
09-11 Program Outcomes Description COP/POP  Estimate $* Status
1.  Consolidate the connections of customer agency OP $1.5M/$0 In Process
locations into high-speed backbone (25%)
2. Enhance network management capabilities OoP $200 K Completed
3. Complete multi-protocol label switching (MPLS) OP $1.1M/$0 Completed
deployment
4.  Implement Eastern Oregon high-speed, OoP $3.5M Cancelled
redundant backbone
5. Replace equipment per lifecycle replacement OP $5.5M/ In Process
plan $1.6 M (70%)
6. Consolidate DNS systems to improve OP $85 K In Process
manageability and provide greater capacity (30%)
FY Fund - OP/ Gross
11-13 Program Outcomes Description COP/POP  Estimate $ Status
1.  Replace equipment per lifecycle replacement OP TBD Undetermined
plan
2. Continue consolidation of the connections of OoP TBD Undetermined
customer agency locations into high-speed
backbone
3. Converge the voice and data networks OP TBD Undetermined

* Gross estimates do not include personnel services FTE costs.

FY 09-11 Program Outcomes Challenges
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Replacement of Phase 3 EOL equipment was denied — failure has resulted in loss of service to
customers and/or data compromise with possibility for legal or financial sanctions. Replacement of
the network equipment will extend over a longer period of time and will target the oldest and most
problematic equipment.

Implementation of Eastern Oregon redundant backbone was denied — hindering our ability to meet
growing need for bandwidth in several locations. Partnerships with other organizations having
common interests will be explored.
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Program 2. Voice Consolidation and Services
Manager: Al Grapoli
Description:

This program consolidates the traditional
and Internet Protocol (IP) voice telephony
environments, along with system tools,
utilities, systems software, and operating
systems used to support telephony. The
program aligns with the cost and value
implications of an agreed level of service.
Design efforts consider impact of choices
on reliability, availability, performance,
security, and serviceability. Implementation
efforts stress minimum disruption of service
to customers.

Initial State:

State government managed a voice
network that served approximately 40,000
state employees. This network was
concentrated on the I-5 corridor and
centered in Salem. Two GTD-5 switches
(Eugene and Salem) purchased and
installed in 1984 and eight remote switch
units made up the network. Except for
offices with only one or two users,
approximately 700 systems (primarily
manufactured by Nortel) resided at the
users’ site. The State purchased these
systems between the early 1990s and the
present. Of the 700 systems, 46 were
private branch exchange (PBX) switches.

Current State:

Thirty PBX switches use Meridian Mail for
voicemail, which the manufacturer has
discontinued and no longer supports. The
SDC currently maintains a Cisco Voice
over Internet Protocol (VolP) infrastructure
with approximately 1,000 handsets in the
Salem Metro area. Migration to an IP
telephony infrastructure is underway to
address customer demand that will replace
aging and unsupported equipment. The IP
telephony infrastructure will provide for
growth, consolidate systems, provide
maintenance and support for all equipment,
and reduce the cost of infrastructure
administration. It will replace the Meridian
Mail system and consolidate into a
centralized voicemail system. IP telephony

and centralized voicemail will leverage the
use of data circuits for voice traffic. This will
permit replacement of traditional phone
circuits while avoiding additional cost.

Future State Objective:

¢ Implement an IP telephony
infrastructure that will provide for
growth, consolidate systems, provide
maintenance and support for all
equipment, and reduce the cost of
infrastructure administration.

¢ Replace the Meridian Mail system and
consolidation into a centralized
voicemail system providing higher
availability.

e Implement an IP telephony and
centralized voicemail that will leverage
the use of data circuits for voice traffic
and support future technologies.
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Planned Program Outcomes

FY Fund - OP/ Gross
05-07 Program Outcomes Description COP/POP  Estimate $ Status
1. Upgrade EOL equipment to ensure stable and OP $3.4 M Completed
reliable operation
2. Consolidate Portland telephone systems for OP $1.7M Completed
more efficient operation
3. Upgrade and replace off-net premise-based POP $3.4 M Tabled
telephone equipment to ensure stable and
reliable operation
FY Fund - OP/ Gross
07-09 Program Outcomes Description COP/POP  Estimate $* Status
1. Upgrade EOL equipment to ensure stable and OP $902 K Completed
reliable operation
2. Begin replacement of core voice network OoP $3.2M Completed
equipment to ensure sufficient capacity and
stable and reliable operation — Phase one
3.  Upgrade and replace off-net premise based POP $3.4 M Cancelled
telephone equipment to ensure stable and
reliable operation
FY Fund - OP/ Gross
09-11 Program Outcomes Description COP/POP  Estimate $* Status
1. Replace critical phone systems to ensure POP $3.8 M Agency
stable and reliable operation Offered
Reduction
2. Replace core voice network equipment to POP $3.2M Phase One
ensure sufficient capacity and stable and Starting
reliable operation July 1
(Salem,
Eugene)
3. Upgrade and replace premise based POP $34 M Agency
telephone equipment to ensure stable and Offered
reliable operation Reduction
FY Fund - OP/ Gross
11-13 Program Outcomes Description COP/POP  Estimate $ Status
1.  Complete replacement of core voice network TBD TBD Undetermined
equipment to ensure sufficient capacity and
stable and reliable operation
2. Replace on-net local voice mail systems with TBD TBD Undetermined

centralized system

* Gross estimates do not include personnel services FTE costs.
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FY 09-11 Program Outcomes Challenges

Upgrade and replacement of off-net premise based telephone equipment denied — failure to replace
will interrupt agency operations for several days while replacement equipment is acquired and
installed. Centralization of some systems to reduce risk will be pursued.
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new environment. The new server

Program 3. Server Consolidation and Services
Manager: Michael Rodgers
Description:

This program consolidates Windows,
Novell and Linux servers, along with
system tools, utilities, systems software,
and operating systems used to support
them. The program aligns with the cost and
value implications of an agreed level of
service. Design efforts consider impact of
choices on reliability, availability,
performance, security, and serviceability.
Implementation efforts stress minimum
disruption of service to customers.

Initial State:

Agencies transferred 1,728 in-scope
servers to the SDC. These servers were of
a variety of makes and models with
multiple operating systems, patch levels,
monitoring capabilities, antivirus and
backup methodologies. Server builds took
up to 6 months to deliver to the agencies.

Current State:

The SDC offers a full line of Intel based
computing platforms to meet the diverse
needs of its customers. This includes but
is not limited to Microsoft Windows, Novell
Netware and Linux based computing
systems. Utilizing cloud technology the
SDC hosts these servers on their secure
state of the art virtual infrastructure or on
standalone servers designed for the
specific needs of the agency. These
technologies are applied to servers hosted
in the data center as well as servers
located in remote locations.

The SDC has implemented an automated
patching program, certified templates for
server builds and port scanning to test for
ongoing threats and vulnerabilities. In
order to meet the needs of their customers
and effectively use the capacity of the
servers the SDC has embarked on a multi
year project to consolidate as many
physical servers as practical into our virtual
environment. They have completed the
first phase of this project and have
virtualized 30% of their servers into this

environment has accommodated an
increase of 75% in demand for server
computing capacity. Server delivery time
has been reduced to 2 weeks after
requirements are determined.

Future State Objective:

e Offer 48 hour turn around on standard
production servers by July 1°2010

e Continue phase Il effort and increase
percentage of servers virtualized to
70%

e Continue to work with the customers to
enhance the capabilities to proactively
protect their data for constantly
evolving threats

o Move to a tiered server rate based on
processor size and memory usage

¢ Monitor all customer facing systems
appropriately and integrate with a
collective enterprise systems
monitoring capability to act on cross
system disruptions

19



STATE DATA CENTER

Planned Program Outcomes

FY Fund - OP/ Gross

05-07 Program Outcomes Description COP/POP Estimate $ Status

1. Complete lift and drop of in-scope agency servers COoP $7.2M Completed
FY Fund - OP/ Gross

07-09 Program Outcomes Description COP/POP Estimate $* Status

1. Develop shared services infrastructure OP $500 K Completed

2. Implement virtual and Blade Center technology CoP $25M Completed
along with boot from Storage Area Network (SAN)

3. Implement standard management tools oP $1.0 M Completed
Develop standard processes OP $250 K Completed

5.  Consolidate existing servers located in the SDC into OoP $22M  Moved to 09-11
the virtual environments

FY Fund - OP/ Gross

09-11 Program Outcomes Description COP/POP Estimate $* Status

1. Consolidate existing servers located in the SDC into OP $4.0M/$2.4 InProcess
the virtual and Blade environments M (35%)

2. Reduce number of physical servers in remote OP $2.0 M/ $0 Legislative
locations by locally virtualizing on new hardware and Elimination
operating systems

3. Expand management capabilities for servers OP $1.0M/$0 Legislative

Elimination
4. Replace equipment per life cycle replacement plan OP $4.0M/ Legislatively
$1.2M Approved /In
Process 40%)

5. Implement tools to manage SDC computing capacity OoP TBD Legislative
and facilitate disaster recovery Elimination

6. Implement management tools to manage privileged OP TBD Legislative
access on all SDC servers Elimination

7. Implement tools to provide information on predictive OoP $0 In Process
failures on all servers (75%)

FY Fund - OP/ Gross

11-13 Program Outcomes Description COP/POP Estimate $ Status

1. Reduce life cycle replacement from 9 years to 5 TBD $4.0M Undetermined
years on servers, further reducing downtime due to
hardware failure

2. Reduce the number of remote servers utilizing TBD TBD Undetermined
network acceleration/cashing technology allowing
information to be centrally house in the data center
increasing redundancy and dependability while
reducing cost.

3. Enhance server security by implementing tools to TBD $500 K Undetermined

monitor all process running on servers

* Gross estimates do not include personnel services FTE costs.
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FY 09-11 Program Outcomes Challenges

Funding concerns for life cycle replacement could cause a high level of hardware failures, resulting
in customer downtime and traditionally replacement provided needed increased capacity.

Lack of agency resources to assist in consolidation to the Virtual environment is jeopardizing power
strategy as well as opportunities to keep cost down.

Active Directory maintained by agencies will limit our ability to control privileged access and make it
difficult to ensure service levels.
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Program 4. Midrange Consolidation and Services

Manager: Marshall Wells

Description:

This program includes consolidation and
management of Unix and iSeries on IBM
pSeries systems, along with system tools,
utilities, and systems software used to
support both operating systems. Program
targets align with the cost and value
implications of an agreed level of service.
Design efforts consider the impact of
choices on reliability, availability,
performance, security, and serviceability.
Implementation efforts stress minimum
disruption of service to customers.

Initial State:

A variety of Unix systems were migrated
from agencies into the SDC. These
systems consisted of a combination of
more than 200 physical servers and virtual
servers on several Unix operating systems,
including Solaris, HP-UX, and AlX, running
on multiple types of hardware. In addition,
there were three iSeries hardware/software
environments. The migrated systems ran a
variety of operating system and patch
levels. Tape and disk environments for the
systems varied as well. Systems required
manual management with little systems
management automation due to non-
standard software and configurations.
Much of the software and hardware were
back-leveled. Major agency projects for
new work were on hold until migrations
were complete.

Current State:

Consolidation efforts have created the
current Midrange Computing environment
where a combination of infrastructure
services and customer facing applications
run on a total of 138, mostly virtual, servers
on a total of 21 physical servers. This
reduced number of servers was still able to
accommodate an increase of 122% in the
demand for midrange computing capacity.
The services offered on midrange systems
range from customer dedicated systems to
shared Software as a Service
environments. Three brands of databases

and three brands of web application
hosting are offered as shared services.

A strong emphasis on uniformity has
allowed workload to be brought together in
order to realize economies of scale in
terms of software licensing, staff support,
and energy use. By bringing the workload
together within larger systems with built-in
reliability characteristics we have installed
a computing base that helps us to ensure
better business uptime. Capacity planning
for the pSeries systems that support AlX
has positioned the SDC to quickly support
business growth through capacity on
demand.

Future State Objective:

e Provide appropriate capacity in a
recoverable environment that delivers a
high level of quality and flexibility and
meets the business uptime
requirements of SDC customers.

e Monitor all customer facing systems
appropriately and integrate with a
collective enterprise systems
monitoring capability to act on cross
system disruptions.

o Achieve the most efficient use of
technology, staff, contracts and other
resources to support the consolidated
Midrange Computing environment by
standardizing on a limited number of
products and versions for operating
system, application and utility software.
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Planned Program Outcomes

FY Fund - OP/ Gross

05-07 Program Outcomes Description COP/POP  Estimate $ Status

1.  Lift and drop in-scope agency UNIX servers COP $2.3 M Completed

2. Lift and drop in-scope agency iSeries servers COP $1.4 M Completed

3.  Acquire new pSeries hardware and consolidate COP $29M Completed
non-standard systems for SDC utility and
management services (approximately 10
LPARS)

FY Fund - OP/ Gross

07-09 Program Outcomes Description COP/POP  Estimate $ Status

1. Develop shared services UNIX infrastructure on OP $4.4 M Completed
standardized IBM pSeries servers — includes
36-month lease for hardware

2. Consolidate non-standard systems onto OP $273 K Completed
standardized IBM pSeries hardware and AlX
operating system

3.  Standardize administrative and management OoP $200 K Completed
toolsets for UNIX

4,  Standardize iSeries operating system OoP $44 K Completed
environments

5. Implement and migrate to standard backup and COP Costs Completed
recovery tool for iSeries, utilizing enterprise reflected in
automated tape library storage tape

upgrade
6. Consolidate non-standard iSeries systems onto OoP $1.2M Completed

standardized IBM pSeries hardware and
operating system —36-month operating lease
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FY Fund - OP/ Gross

09-11 Program Outcomes Description COP/POP  Estimate $ Status

1. Upgrade pSeries AlX systems to utilize higher OoP $25M/0 Completed
capacity and advanced management tools

2.  Develop, document and implement standard OoP $245 K In Process
operating process for Unix environment (20%)

3. Migrate applications off of 11 old physical OoP $245 K In Process
servers onto new technology and implement (15%)
designs to improve system security

4.  Develop, document and implement automated OoP $122 K Not started
monitoring and reporting tools for AlX, including
integration into SDC tools

5. Lifecycle replacement of current pSeries OoP $277 K Completed
systems due to lease expiration

6. Develop, document and implement standard OP $112 K In Process
operating processes for iSeries environment (10%)

7.  Develop, document and implement automated OoP $122 K Not started
monitoring and reporting tools for iSeries,
including integration into SDC tools

8. Implement and migrate development iSeries OoP $0 Not started
systems to standard SAN via virtualization tools

9. Manage Midrange Computing environment to OoP Not In Process
meet service level requirements by gathering Available
and understanding agency service level
requirements relative to systems hosted within
the environment

FY Fund - OP/ Gross
11-13 Program Outcomes Description COP/POP  Estimate $ Status

1. Analyze the potential to migrate iSeries to a $150 K Undetermined
common hardware platform with AlX, lease new
system or move to common platform based
upon cost/benefit

2. Implement and migrate remaining iSeries $250 K Undetermined
systems to standard SAN via virtualization tools

3. Lifecycle replacement of current pSeries OopP TBD Not started
systems due to lease expiration

4.  Continue to develop, document and implement OP $491 K Undetermined

standard operating processes for the Midrange
environment

* Gross estimates do not include personnel services FTE costs.
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FY 09-11 Program Outcomes Challenges

Consolidation efforts have been impacted by a few remaining agency systems that currently
run on EOL equipment and operating systems. These legacy applications are out of
support support and cannot be moved to the new environment due to compatibility issues.

Some staff are nearing retirement, resulting in recruitment, hiring and training challenges
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Program 5. Mainframe Consolidation and Services
Manager: Deanna Dyer
Description:

This program consolidates the zSeries
systems, along with system tools, utilities,
systems software, and operating systems
used to support the zSeries. Program
targets align with the cost and value
implications of an agreed level of service.
Design efforts consider impact of choices
on reliability, availability, performance,
security, and serviceability. Implementation
efforts stress minimum disruption of service
to customers.

Initial State:

There were three mainframes, with a
combined 888 million instructions per
second (MIPS), all with their own storage
area networks (SAN), virtual tape systems
and automated tape libraries. There were
hundreds of software products at various
versions with different configurations and
support levels.

Current State:

As agency computing requirements have
steadily increased, the mainframe
environment has been physically upgraded
and consolidated onto a single IBM
Enterprise z10, with 1675 MIPS. A
business case was initiated and approved
by Agency CIO’s and Directors to
consolidate mainframe software. This
business case addresses 14 functional
software groups for consolidation work,
resulting in a $7.7 M savings over five
years and reducing the number of software
products supported by 18%. In addition to
the initial dollars saved other benefits
include increased staff efficiencies in both
the SDC and the agencies, increased
cooperation between agency staff, and
increased opportunity for additional savings
in on-going training costs and better use of
software products.

Mainframe Services offers a full line of zOS
based computing platforms to meet the
diverse needs of our customers. This
includes but is not limited to zOS, zVM,
zLinux, DB2, WebSphere, CICS, and IMS.

The mainframe provides fault tolerance and
redundancy while supporting high volume
enterprise critical applications. The virtual
environment allows systems resources to
be automatically available to applications
on demand, while maintaining software
license compliance. The mainframe is
positioned to provide connectivity and
integration to other platforms including
Oracle, DB2 and WebSphere running on
other systems.

Future State Objectives:

¢ Achieve cost savings on purchase and
maintenance fees; enabling efficient
use of technology, staff, contracts and
other resources by consolidating and
standardizing system software
products.

e Achieve common operating processes
that will streamline configuration and
management by creating a shared
environment on the mainframe.

o Complete additional software
consolidation projects as called out in
the Mainframe Systems Software
Consolidation Project Business Case
(MSSC).

¢ Implement architecture and processes
for disaster recovery that support
business continuity objectives.
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Planned Program Outcomes

FY Fund - OP/ Gross
05-07 Program Outcomes Description COP/POP  Estimate $ Status
1. Lift and drop ODOT mainframe COoP $1.1K Completed
2. Purchase z990 hardware COoP $2.1 M Completed
3. Migrate DHS and DAS onto z990 hardware COoP $2.0M Completed
4. Upgrade major sub-system software packages, OP $474 K Completed
maintaining support and serviceability
FY Fund - OP/ Gross
07-09 Program Outcomes Description COP/POP  Estimate $* Status
1. Upgrade mainframe operating system to z/OS OoP $0 Completed
1.7, maintaining support and serviceability
2. Consolidate ODOT/DHS/DAS onto single OP $2.9M Completed
enterprise zSeries hardware platform — 36
month lease
3. Upgrade major sub-system software packages, OP $110 K In Process
maintaining support and serviceability (95%)
4. Consolidate developer toolset, provide pass OP $1.1 M/ %0 Tabled
through software savings to the agencies —
Phase 1
FY Fund - OP/ Gross
09-11 Program Outcomes Description COP/POP  Estimate $* Status
1.  Consolidate and reduce number of installed OoP $1.1 M/ A_egislati(;/elly
software products that have redundant functions $480 K pgrove -n
to include developer toolset. Reduce SDC r:;)g;ss
software costs and pass through costs to (30%)
agencies
2. Architect shared services environment OP $0 Not Started
3. Develop, document and implement standard OP $112 K Not Started
operating process for zSeries environment
4.  Upgrade mainframe capacity to accommodate OoP $1.1M Completed one
increased utilization — one upgrade required in upgrade
this biennium
5.  Manage zSeries environment to meet service OoP $0 In (ljr(c)a;e;ss
(o]

level requirements by gathering and
understanding agency service level
requirements relative to systems hosted within
the zSeries environment.
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FY Fund - OP/ Gross

11-13 Program Outcomes Description COP/POP  Estimate $ Status

1. Architect shared services LPAR environment opP TBD Undetermined

2. Consolidate software as identified in Mainframe ~ Savings $300 K Undetermined
Systems Software Consolidation reinvestment
(MSSC)Business Case

3.  Upgrade mainframe capacity to accommodate POP $2.0M  Undetermined
increased customer demand

4.  Expand zVM/Linux environment to opP $340 K  Undetermined
accommodate increased customer demand

5.  Standardize disaster recovery processes across opP TBD Undetermined
mainframe

6. Maintain operating system and major POP TBD Undetermined
subsystems at current supported software
versions

7. Consolidated and standardize mainframe OP/Savings  TBD  Undetermined
systems and processes reinvestment

Jan 2010

* Gross estimates do not include personnel services FTE costs.

FY 09-11 Program Outcomes Challenges

Multiple software products and versions difficult to support with limited staff. The work to implement

the MSSC Business Case represents a significant commitment from the SDC and customer

Changes to be implemented are highly dependent customer staff resources and technical changes.

Existing staff levels do not allow SDC mainframe to stay current with critical software or operating

system levels. As a result, the SDC invites additional risk running unsupported software and incurs

significant additional costs to license “end-of-life” software. Furthermore, greater than 50% of
current staff is eligible to retire now or within 5 years, adding additional risk.
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Program 6. Storage Consolidation and Services

Manager: Gary Kreiger

Description:

This program consolidates the storage
systems, along with system tools, utilities,
systems software, and operating systems
used to support storage. Program targets
align with the cost and value implications of
an agreed level of service. Design efforts
consider impact of choices on reliability,
availability, performance, security, and
serviceability. Implementation efforts stress
minimum disruption of service to
customers.

Initial State:

After migrations, the SDC managed
multiple storage and backup systems.
Some storage systems did not migrate to
the SDC, waiting instead for the SDC to
purchase standard technology and
capacity. Agencies used various methods
and contracts to do off-site backup and
archival (e.g., Burns Backup facility, Iron
Mountain). Tape backup systems were in
need of upgrades and additional capacity.
Disk storage on Storage Area Network
(SAN) technology varied by agency and
was at or near end of life, needing
upgrades and additional capacity for
regular continued operations. Storage
practices were minimal, resulting in large
volumes of identical data to store, manage,
backup, and archive.

Current State:

Storage Services offers SAN Storage of
over 460 terabytes with several levels of
service to meet the diverse needs of
customers. This storage is utilized by
mainframe, Unix and Intel computing
services at the SDC. This storage is also
attached to the virtual server environment
that supports server consolidation.
Storage Services also support an
enterprise backup solution that backs up all
SDC managed computer platforms at the
data center and across the state at remote
offices. The SDC now has a capacity on
demand solution for storage utilization.
Cost per unit of storage has decreased

while demand has increased by 45% per
year.

Future State Objectives:

o Replace the SAN storage to take full
advantage of newer virtualized
technology and gain 30% better
storage utilization.

e Provide storage solutions that take less
time to provision and provide quicker
response time to the customer.

¢ Implement additional offerings for our
enterprise backup system allowing
options for faster restore rates that
align with customer Business Continuity
Plans (BCP).
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Planned Program Qutcomes

FY Fund - OP/ Gross
05-07 Program Outcomes Description COP/POP Estimate $ Status
1. Install 435 TB of tiered storage COP $2.2M Completed
2. Install virtual tape system (VTS) COP $2.0M Completed
3. Install automated tape library COoP $2.6 M Completed
FY Fund - OP/ Gross
05-07 Program Outcomes Description COP/POP Estimate $* Status
1. Install additional storage for agency capacity COP $10 M Completed
needs
FY Fund - OP/ Gross
07-09 Program Outcomes Description COP/POP Estimate $* Status
2.  Implement enterprise data backup system COoP $1.5M Completed
3.  Implement Cisco fabric OP $650 K Completed
4. Upgrade automated tape library drives for POP $2.1 M Tabled
capacity and to enable tape encryption
5. Implement limited tape library drive upgrade OP $500 K Completed
6. Implement planning, billing, and chargeback OoP $500 K Completed
methodology
7. Replace equipment per lifecycle replacement POP $500 K Tabled

plan
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FY Fund - OP/ Gross
09-11 Program Outcomes Description COP/POP Estimate $* Status
1. Implement hierarchal storage management OP $1.0M Tabled
2. Implement data de-duplication oP $1.0M/g0  Legislative
Elimination
3. Complete tape drive upgrades OP $500 K In Progress
(60%)
4. Implement tape encryption on tape library OoP $100 K/ $0 Legislative
Elimination
5.  Implement SAN storage encryption OP $100K/$0  Legislative
Elimination
6. Implement test SAN OP $150 K/$0  Legislative
Elimination
7. Reduce agency data storage requirements on the OP $512 K In Process
(50%)
SAN
8. Increase storage capacity to meet customers’ OP $2.0 M/ $0 Agency O_ffered
needs Reduction
9.  Replace equipment per lifecycle replacement plan POP $1.0 M/ $0 Legislative
Elimination
10. Replace SAN Storage with new leased virtual OoP $2.8 M In Process
storage technology to meet increased customer (30%)
demands
11. Plan for additional backup/restore offerings to OoP TBD In Process
closely align with agencies BCP (20%)
FY Fund - OP/ Gross
11-13 Program Outcomes Description COP/POP Estimate $ Status
1. Continue to work with agencies to help reduce data POP $0 Undetermined
stored on SAN Storage- FTE costs
2. Implement additional backup/restore offerings to opP $250 K Undetermined
closely align with agencies BCP
3.  Design and start implementation of an online oP $0 Undetermined
storage solution
4.  Implement tape encryption on tape library OoP $50 K Undetermined
5.  Implement SAN storage encryption OP $100 K Undetermined
6. Implement NAS storage solution OoP

$0 Undetermined

* Gross estimates do not include personnel services FTE costs.
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FY 09-11 Program Outcomes Challenges

Due to Legislative budget reductions, the SDC is not able to work on the following programs:
implement tape and SAN storage encryption, implement test SAN, and replace equipment per
lifecycle replacement plan.

A growing demand for longer data retention periods (e-discovery) without having the offline storage
capacity or resources.

Significant increases for capacity in the computing environment continues to create an
exponentially large increase in demand for storage capacity.

Getting agencies to evaluate storage data and commit to reducing data that is no longer needed.
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Program 7.

Manager: Bryan Nealy

This program consolidates the tools and
utilities needed to operate the SDC
infrastructure and operating systems.
Program targets align with the cost and
value implications of an agreed level of
service. Design efforts consider impact of
choices on reliability, availability,
performance, security, and serviceability.
Implementation efforts stress minimum
disruption of service to customers.

Initial State:

There was no consolidation of tools or
utilities to support operations during the
migration to the SDC. The SDC inherited a
variety of tools and methods of operation
from agencies. Migration to the data center
significantly disrupted ad hoc infrastructure
operations present in the agencies prior to
migration. No common tools were present
for receiving and tracking customer agency
requests, monitoring infrastructure, or
managing common infrastructure.

Processes were siloed within agencies and
within technical areas, undocumented, and
for the most part ad hoc and relationship
based.

Current State:

A 24 X 7 enterprise operations environment
that achieves efficiencies in service and
cost, and proactively prevents or minimizes
disruptions across the enterprise has been
implemented to the extent targeted.

The SDC facility is a Tier Il data center,
with two levels of redundancy inherent in
the power and cooling infrastructure. This
redundant infrastructure design has
provided for continuous operation of the
facility with no interruption to operations
since the building was commissioned in
November of 2005. This type of long term
stability and availability was not possible
within the state facilities prior to
construction of the SDC.

Operational tools within each major
technical domain have been consolidated
with the guiding principle of “one tool for

Operations Consolidation and Services

one purpose”. For example, a primary open
source tool is used to operationally monitor
all network devices, and a single tool is
used to monitor the entire distributed server
environment.

Operational processes have been
centralized where it makes sense to do so,
while other more technically complex
operations have matured within each
technical area.

Future State Objective:

¢ Refine our ability to scale SDC service
operations to meet the business needs
of our customers.

NOTE: Future efforts to standardize
technical operations and consolidate
tools will be managed and reported in
the context of each technical area.
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Planned Program Outcomes

FY Fund - OP/ Gross
05-07 Program Outcomes Description COP/POP  Estimate $ Status

1 Establish basic service desk and tools OP $457 K Completed

“Implement open source monitoring toolset in | OP . $10K Completed
network infrastructure

3. VTransfer ad hoc operational responsibility to OP 7 $72K Completed
SDC staff
FY Fund - OP/ Gross
07-09 Program Outcomes Description COP/POP  Estimate $* Status
1.  Expand implementation of open source OP $15K Completed

monitoring toolset to provide initial enterprise-
wide event management functions

2. VEstainsh the Enterprise Service Operations OP 7 $50 K Completed
Center and toolsets at the initial functional level

3. Initial phase to implement enterprise toolsets to OoP $329 K Completed
monitor and manage licensed software, map
applications infrastructure to devices, and detect
changes across the SDC infrastructure complete
(Phase 2 deployment is addressed under
Disaster Recovery for FY 2009-2011)

FY Fund - OP/ Gross
09-11 Program Outcomes Description COP/POP  Estimate $* Status
1. Incorporate initial security operations into OP $50 K In Process
enterprise service operations (20%)
2. Establish minimum operations to begin to OoP $100 K In Process
manage availability, utilization and capacity (20%)
FY Fund - OP/ Gross
11-13 Program Outcomes Description COP/POP  Estimate $ Status
1.  Refine service and capacity projection OP $0 Undetermined

processes to ensure proper alignment with
customer business needs

* Gross estimates do not include personnel services FTE costs.

FY 09-11 Program Outcomes Challenges

Proper alignment of SDC operations and services to deliver maximum value is dependent on
accurately understanding and projecting customer business and capacity needs. This is challenging
to project within an individual customer business environment, and is exponentially complicated
with the number of customers the SDC serves.

Toolsets for monitoring all infrastructure components are in place, but still siloed by technical area.
The challenge is to integrate those tools and processes to achieve consistency and an enterprise-
wide service oriented view.

34



STATE DATA CENTER

Focus Area 2 — Staffing and Workforce Management

This section includes a status update for SDC staffing levels and planned future activities in
this area.

Under the Staffing and Workforce Management Focus Area, SDC management will create a
staffing plan that ensures SDC meets the established service levels for each service area,
completes customer requests in a timely manner and achieves defined objectives in the area
of consolidation at the lowest possible cost.

STRATEGIC GOALS

G1-Provide skilled staffing to support base operations, agreed upon services and service
levels, growth of existing services, and approved projects aimed at reducing costs and
complexity

OBJECTIVES
The program for this focus area will:

= |mplement resource planning and management to assess and adjust staffing needs to
effectively meet the current state and ongoing growth and expectations set by service levels

= Define the initial state of staffing for the SDC
= Define the current state of staffing at the SDC

= Define the future state of staffing and to what degree staffing can meet the program areas in
this and other focus areas

= Provide the framework for resource planning to support SDC operations and programs, which
are planned in stages and evolutions that are progressively detailed over the timeframe of this
strategic plan

MEASURE
The program for this focus area will:

= Establish outcome measures based upon the staff planning program area, maturity
expectations, funding and other dependencies

= Provide updates on achievement of outcomes, obstacles or decisions preventing achievement
of outcomes, modifications to plans and impact of decisions on cost and schedule to deliver
services annually, at agreed service level, or dependent programs
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MATURITY MODEL STAGES

The following maturity model stages will guide, set expectations and provide measures that
the organization must achieve before it is ready to move to the next level of maturity goals.

SDC Staffing & Workforce Management Maturity Model

1

Tool Leverage

2010-13
2009 Position Level 4
Position
2007 F’ggi(t)iin Level 3 Y?é%e
o Service
2006 Position Level 2 « Staffing plan
Fostien Level 1 | proactive mappedto
Level 0 Reactive - Replacement 22{;‘;\’“ service
Chaotic * 3 round staffing ’
- SDC rotational | ~ staff for * Succession
staffing specialties planning Profit Management
+ 1st round staff | *Internal
from CNIC training and [ Business Management
affected list communica- )
- 2nd round staff [ tion plan Service Delivery Process Engineering ]
for tech gaps
« Little or no [ Service and Account Management ]
staff dev.
opportunities [ Operational Process Engineering ]
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FOCUS AREA 2: STAFFING AND WORKFORCE MANAGEMENT

Program 8: Staffing Plan and Report
Manager: Darin Rand

Description:

This program outlines an estimate of the
staffing outcomes to support base
operations, agreed upon services and
service levels, growth of existing services,
and approved projects.

Initial State:

Preliminary estimates for staffing at the
SDC grossly underestimated the staff
required to:

¢ Migrate agency applications to the SDC

e Consolidate agency application
infrastructure

e Ensure ongoing administration and
operations for the expectations and
coordination of an enterprise shared
service

Initial staffing plans assumed DAS would
perform some services including:

e Administration

e Contracting

e Finance

e Account management

Initial staffing plans did not account for the
amount of:

e Managed coordination
e Communications

o Processes

e Time

¢ Implementing and support of shared
services

These obstacles created the need to use
significant amounts of overtime and
vendors to meet basic service needs as
staff worked other issues.

Current State: The SDC currently has
32% less staff than industry best practices

recommends. Overall technology capacity
demand has increased by 111% while FTE
staffing, due to budget cuts, have
decreased. Appropriate staffing for
increasing technology demand continues to
be a challenge. While the SDC is capable
of meeting basic service level
commitments; process maturation,
exploiting opportunities for consolidation,
risk mitigation and leveraging cost saving
have been delayed due to prioritization of
completing agency requests.

Future State Objectives:

o Provide staffing levels that map to the
agreed upon services and service
levels that agencies request and fund.

e Provide adequate staffing levels to
achieve the planned consolidation
benefits and efficiencies that would
reduce: 1) staff requirements for
existing services, 2) requirements for
significant overtime and vendor support
for regular operations and, 3) reduce
staffing associated costs.

¢ Monitor staffing to gaps in service
levels and leverage flexible and on-
demand staffing options (such as
contracted resources when funding
allows) until achieving efficiency or
legislative processes approve
permanent increases to staffing.
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Planned Program Outcomes
FY Fund - OP/ Gross
05-07 Program Outcomes Description COP/POP  Estimate $ Status
1.  Determine in-scope positions OP Not Completed
Available
2. Acquire staff to support agency migrations and OP N_Ot Completed
initial support through contract or job rotations Available
3. Hire round 1 staff to support technical OP NOt Completed
environments migrated to SDC Available
4. Hire round 2 staff to support gaps in technical OP N_Ot Completed -
positions needed Available
5. Hire round 3 staff to support in specialty areas — OP N_Ot Completed
i.e. process, architecture, account management, Available
service desk
FY Fund - OP/ Gross
07-09 Program Outcomes Description COP/POP  Estimate $* Status
1. Monitor and adjust staffing to critical gaps in OP $0 Completed
operations and consolidations where feasible
2.  Mitigate critical staff gap shortages through OoP $5.6 M Completed
overtime, on-call, contracted support, limited
duration positions and professional services
3. Provide training to staff on newly deployed OP $285 K Completed
technologies and other required skills essential
to customers, service support and new
processes
4. Add 4 FTE to manage the state e-mail hub, POP $820 K Tabled
message filters, encryption, spam and virus
protection in the Security program
5. Add 1 FTE to support mainframe operations POP $198 K Tabled
FY Fund - OP/ Gross
09-11 Program Outcomes Description COP/POP  Estimate $* Status
1. Acquire 2 additional positions for storage POP $549 K Completed
program gap
2. Add 20 FTE across the SDC to support POP $34 M Agency
understaffed functions Offered
Reduction
3.  Mitigate critical staff shortages through overtime, OoP $29M In Process
on-call, contracted support, limited duration (50%)
positions and professional services
4. Provide training to staff on newly deployed OP $299 K In Process
technologies and other required skills essential (50%)
to customers, service support and new
processes
5. Development of staffing plan for integration of 7 POP $1.3 M Completed
FTE to support long term support of new agency
projects implemented in 2009-11
6. Development of mitigation plan for reduction of 6 OP ($1,256,301) Agency
FTE Offered
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Reduction
FY Fund - OP/ Gross
11-13 Program Outcomes Description COP/POP  Estimate $ Status
1. Provide training to staff on newly deployed OP $299 K Undetermined
technologies and other required skills essential
to customers, service support and new
processes ,
2.  Define potential future POP to meet customer POP TBD Undetermined
requirements through the agency budget
development process
3.  Mitigate critical staff shortages through overtime, OoP $2.9M  Undetermined
on-call, contracted support, limited duration
positions and professional services
4.  Acquire 10 additional positions for storage POP $1.6 M  Undetermined

program gap, continuous efforts to ensure
mainframe modernization and disaster recovery
and currently unknown number of positions to
support agency growth

* Gross estimates do not include personnel services FTE costs.

FY 09-11 Program Outcomes Challenges

A severe shortage of particular skill sets currently exists and may worsen due to retirements.
(AFCOM, a leading professional association in IT data center management, anticipates that
retirements will shrink the pool of qualified senior-level data center technical and management
professionals by 45% by 2015.)

Balancing customer requests, increasing computing capacity demand, process improvement,
succession planning and consolidation with limited available staff creates a poor customer
service perception issue with customers

Persistent staffing shortages reduces employee morale due to overload common to industry.

Maintaining staff skills with limited training budget; limited budget for staff augmentation and
professional services.

SDC Staffing Report

The following illustrates SDC staffing by categories: actual FTE, augmentation FTE, and best
practice FTE.

= Augmentation FTE — Represents the contracted or rotational FTE used to augment permanent
staff in the primary functions. Typically used where a position is difficult to fill or where
bottlenecks exist due to volume of work. It also represents overtime FTE.

= Best Practice FTE — Represents industry practice from government research. In a couple
areas where a government industry practice with common measurements cannot be found, a
state standard is used. Government research and figures were sited from:

! Attribution from published research:
Gartner, Inc. IT Key Metrics Data 2008: Key Industry Measures: Current Year: Government
Analysis, Linda Tracy, Jamie K. Guevara, Oliver Harcourt, and Eric Stegman, 12/10/2007
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Focus Area 3 — Cost Recovery and Rates
Management
This section includes a cost-recovery plan and rates that assesses the effectiveness of cost

recovery for the past year, and provides expected rates for the future year; and addresses
changes in financial plans and rates as a result of operating experience.

Under the Cost Recovery and Rates Management Focus Area, SDC management will:

= establish a framework to determine the baseline expenses required to operate the SDC at
the established service levels

= equitably distribute the expenses based on usage and service overhead

= ensure that investment decisions align with agency business plans for services and growth
requirements

STRATEGIC GOALS

G1-Protect agency budgets from large, unpredictable swings
G2-Fully fund the SDC

G3-Adhere to OMB A-87 principles

OBJECTIVES
The program for this focus area will:
= Define the initial state of cost recovery and rate planning

= Define the future state of cost recovery and rate planning and to what degree they will be
implemented for the program area

= Provide the framework for cost recovery and rate planning in support of system usage,
operations, growth, and programs, which are planned in stages and evolutions that are
progressively detailed over the timeframe of this strategic plan

MEASURE
The program for this focus area will:

= Establish outcome measures based upon the cost recovery and rate implementation program
area, maturity expectations and other dependencies

= Provide updates on achievement of outcomes, obstacles or decisions preventing achievement
of outcomes, modifications to plans and impact of decisions on cost and rates

= Establish at what stages and to what degree cost recovery and rates will mature

= Align investment decisions with agency needs

41



STATE DATA CENTER

MATURITY MODEL STAGES

The following maturity model stages will guide, set expectations and provide measures that
the organization must achieve before it is ready to move to the next level of maturity goals.

SDC Cost Recovery & Rates Management Maturity Model

Level 4

Value
- TBD

Profit Management

[ Business Management

Service Delivery Process Engineering

2010-13
2009 Position
2008 Position
2007 Position Level 3
2006 Position Level 2 Se_rwce
o * Alignment of
Position L 1 .
eve Proactive service catalog
Lev'el 0 Reactive A S . and pricing
Chaotic * Chargeback | roven history
« Initial rate tool « License
assessment implemented|  \1anagement
based on « Initial hlStOfy- tool
customer IT based rates implemented
budgets * Procurement
System
implemented
[ Service and Account Management

[

Operational Process Engineering

|

Tool Leverage
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FOCUS AREA 3: COST RECOVERY AND RATES MANAGEMENT

Current State:

Program 9: Cost Recovery and Rate Implementation
Manager: Darin Rand
Description:

This program implements cost recovery
using rate models to recover costs
associated with delivering services at
agreed upon service levels. This includes
the equitable distribution of costs to users of
specific services including:

e The recovery of ongoing costs required
for equipment replacement lifecycles

e Continuing operations

e Additional capacity needed for growth in
existing applications

e Funding for providing services to new
locations or for new customer
applications.

Initial State:

FY 2003-2005 budget figures provided by
agencies outlined past spending for in-
scope services and determined the “initial
state” cost recovery model. The broadly
defined original scope led to a variety of
interpretations when agencies identified in-
scope services and associated budgets
resulting in varying level of detail between
agencies.

After lift and drop migrations, it was not
possible to match actual detailed costs to
determine if the budgets provided had
covered the costs in the past. After initially
implementing an assessment model based
on actual costs of providing services a
federal audit indicated the need to
implement a usage-based model
immediately, incorporating the historical
data available. The finance committee
developed an initial usage-based rate model
that the SDC implemented upon governing
board approval.

Current usage based model aligns with
services, service levels, and tiers of
services designed to promote cost value
decisions of business requirements needed
to support customers’ applications and
technical support needs.

For example, business requirements will
drive cost value decisions on which tier of
storage and backup, or network bandwidth
to deploy. Rates support business decisions
and behaviors that promote overall cost
reductions such as standardized or shared
environments versus the more expensive
dedicated and custom environments. In
addition, the cost recovery and rate model
accommodates growth in current service
capacity and addresses underfunding of
infrastructure technology replacement to
maintain technical service level
requirements.

Future State Objective:

¢ Provide future cost allocation methodology
options which leverage the efficiencies of
services provided by the State Data
Center facility and those services provided
by strategic partners out of their facilities
which are frequently referred to as Cloud
Computing while ensuring full recovery of
fixed costs and expanding incentives for
the efficient use of technology resources in
areas such as server virtualization.

o Continue to use mechanisms that allow
the funding of agency growth while
leveraging cost savings to reduce rates.
By fully funding equipment lifecycle
replacement and other data center
operational costs, growth will be funded
through the increase in billable units for
specific services.
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Planned Program Qutcomes

FY Fund - OP/ Gross
05-07 Program Outcomes Description COP/POP  Estimate $ Status
1.  Establish assessment-based cost recovery OoP Not Completed
Available
2.  Establish Finance Committee OP Not Completed
Available
3. Deploy usage-based collectors for billing on OP NOt Completed
DHS LPAR and ODOT mainframe Available
FY Fund - OP/ Gross
07-09 Program Outcomes Description COP/POP  Estimate $* Status
1. Migrate from assessment-based to rate-based OoP NOt Completed
cost recovery Available
2. Review rates and adjust as determined by OP NOt Completed
Finance Committee — Dec 07, Jun 08, Dec 08 Available
3. Develop rate methodology and rate setting for OP NOt Completed
FY 2009-2011 Available
4.  Develop unified billing methodology for job OoP NOt In Process
cards, account structure and user identification Available (50%)
on mainframe
FY Fund - OP/ Gross
09-11 Program Outcomes Description COP/POP  Estimate $* Status
1.  Refine rate methodology to identify all unique OP NOt In Process
costs associated with specific agencies versus Available (70%)
those costs shared by all agencies
2. Review rates and adjust as determined by OP NOt In Process
Finance Committee Available (70%)
3. Migrate from capital purchase to lease model for OP NOt In Process
high value equipment needs Available (70%)
4.  Migrate voice and network billing to TUAM OoP NOt In Process
(formerly CIMS) Available (20%)
5. Benchmark SDC rates and rate methodologies oP Not Not Started
against similar entities Available
6. Mature tools for budget planning and rate OoP NOt Not Started
development Available
FY Fund - OP/ Gross
11-13 Program Outcomes Description COP/POP  Estimate $ Status
1. Align agency cost and usage of services while OP TBD Undetermined

ensuring flexibility for changes in technology
such as cloud computing

2.  Review rates and adjust as determined by OoP TBD Undetermined
Finance Committee

* Gross estimates do not include personnel services FTE costs.
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FY 09-11 Program Outcomes Challenges
Growth projections in existing or new technical infrastructure capacity are not provided by
agencies requiring SDC to forecast without sufficient information.

While rates are steadily decreasing, large demand in computing usage has increased the
overall cost for existing customers. This causes misunderstanding about rate methodology by
customers and staff.

Large agency requirements may result in small agency disenfranchisement.
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FY 2009-11 SDC Rates approved by Advisory Board June, 2010

Approwved
Rates for
July 1, 2009

Proposed

Methodology Summary for 2009-11

Changes affecting rates from the
8242009 rate model to the
proposed 70172010 rate model

Billable {Adopted Rates for %o of change are listed below in italics under
Itenm Unit BFZ4F72009) | July 1, 2010 +F{-2 each domain.
Computing
Mainframe
Per CPLU .
Mainframe Hosting | Minute, per §65.92 $61.00 -11.5% Methodalogy rernains the sarme. Software
day costs part of base.

Distributed Systems

Server Hosting-

Per Box, Par

—ontinue current rmethodology with
updated counts. Billings are based on
actual counts taken rmonthly, Software
specific to custorner charged back monthly,

Site)

andalone E . -14.0%:

{5t dal Fa $604 .43 $520.00 1,05

Local) In House Manth . .
Serwvers that support warious functions of
SDC domains will be charged back to those
darmains.

Establishes per remote server per month

Server Hosting- Per Box, Per B - rate, Billings are based on actual counts

Remote Month $499.78 $430.00 1a.0% taken monthly. Software specific to
customer charged back monthly.

Midrange
Motable change of methodology from per
naormalized CPU per box rate to number of
allocated units per custormer basis, Count
taken July 2009 caused shifts in revenues
between agencies. As the CPU counts
Per number decline, the rate increases., The SDC
Midrange Hosting - allocated provided an analysis based on current
o tiongl a Units per $571.28 $6921.00 21.0% counts in an effort to align costs with
P CUStOI‘DI‘IBr’ agency budgets to the greatest extent
possible. UWsing July 1, 2010 locked counts
for first 12 months of the bisennium. SDC
will monitor capacity on a monthly basis,
Software specific to customer will be
charged back monthly.
Option 2 $571.28 $629.00 10.1%
Option 3 $571.28 $571.00 0.0%
Data Storage

Storage - CE per Zharges based on amount allocated for

Tier lg(Disk) Mor?th $0.50 +0.56 -30. 3% customer on Tier 1 Storage. Billings are
based on actual monthly counts.

Zharges based on amount allocated for
customer on Tier 2 Storage. Local Storage
for Distributed Svystermns, iSeries and

Storage - GB per p=eries will be charged at Tier 2 rate.

- ,

Tier 2 (Disk) Month $0.51 $0.36 30.4% S;Ill_:gtgss are based on actual monthly
Storage units to exclude SDC overhead
storage.,

—harges based on armount allocated for
customer on Tier 3 Storage. Count for
rate based on March 2002 averages.

Storage - SB per _ - Billimgs are based on actual monthly

Tier 3 (Disk) Manth $0.22 $0.15 F0.9% counts,

Storage units to exclude E0C owerhead
storage.,

Storage - Zharges based on amount used by

s SB per B - customer, stored on site. Count for rate

;;;:31)3 Tier 4 (On Moanth $0.18 $0.13 2945 based on March 2009 averages. Billings
are based on actual monthly counts,
Zharges based on amount used by
customer, stored off site. Count for rate
based on March 2009 averages. Billings

Storage - GE per are based on actual monthly counts.

Tape - Tier 5 (OFF MD:th 0.0 $0.25 -30.3%

Mainfrarme and iSeries tape stored off-site
will mot be billed until capacity information
can be collected and custormer ownership

werified,
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LAN Charges

Methodology based on "per Active Port"
Per Active {i.e., Connected, in use) basis. Counts
LAMN Charges Used Port $8.10 $£8.10 0.0%: taken annually because of inability to
per site accurately collect monthly data in networks
from non-standard network egquipment,
VPN Services
site-to-site vpN PTG P 4255 50 $256.00 02% | tomer. Caunts are refroched annually.
Core and Remote Combined Bandwidth Charges
9.6 Kb Per Month $92.75 $32.75 0%
56 Kb Per Month $191.50 $191.50 0%
256 Kb/DSL 256 Kb Fer Month $319.75 $319.75 0%
384 Kb Per Month $351.75 $351.75 0%
768 Kb Per Month $409.25 $409.25 0%
896 Kb/DSL 896 Kb | Per Month $415.25 $415.25 0%
1.5 Mb Per Month $447.00 $447 .00 0%
2 Mb Fer Month $447.00 $447 .00 0%
3 Mb Fer Month $575.25 $575.25 0%
4.5 Mb Fer Month $671.25 $671.25 0%
5 Mb Fer Month $734.50 $734.50 0%
6 Mb Fer Month $830.75 $530.75 0%
9 Mb Fer Month $927.00 $927.00 0%
10 Mb Fer Month $955.00 $955.00 0%
15 db Fer Month $1,022.25 $1,022.25 0%
20 Mb Fer Month $1,086.50 $1,086.50 0%
25 Mhb Fer Month $1,150.50 $1,150.50 0%
30 Mb Fer Manth $1,214 75 $1,214.75 0%
35 Mb Fer Month $1,262.25 $1,262.25 0%
40 Mb Fer Month $1,310.75 $1,310.75 0o Combined Core and Rernote. Security
45 Mb Fer Month $1,342.00 $1,342.00 e E:::iergg\lxed to SOC Administrative
50 Mb Per Month $1,406.00 $1,406.00 0%
55 Mb Per Month $1,460.50 $1,460.50 0%
60 Mb Per Month $1,517.50 $1,517.50 0%,
65 Mb Per Month $1,576.25 $1,576.25 0%,
70 Mb Per Month $1,636.25 $1,638.25 0%
75 Mb Per Month $1,701.75 $1,701.75 0%,
80 Mb Per Month $1,565.00 $1,865.00 0%,
85 Mb Per Month $1,575.75 $1,578.75 0%
a0 Mb Per Month $1,591.00 $1,891.00 0%,
95 Mb Per Month $1,904.75 $1,904.75 0%
100 Mb Per Month $1,917.25 $1,917.25 0%
200 Mb Per Month $2,045.50 $2,045.50 0%
300 Mb Fer Maonth $2,188.75 $2,188.75 0%
400 Mb Per Month $2,342.25 $2,342.25 0%
500 Mb Per Month $2,506.25 $2,506.25 0%
600 Mb Fer Manth $2,681.25 $2,661.25 0%
700 Mb Per Month $2,6869.50 $2,869.50 0%
800 Mb Per Month $3,070.00 $3,070.00 0%
900 Mb Per Month $3,264.25 $3,2684.25 0%
1 Gh Per Month $3,344 .00 $3,344.00 0%
Provisioning Charge on Pass-through Costs
Dollar-for- Collar-for-
Charges on Pass- Per Site Dollar_p_lus_5°.-’o Dollar_p_lus_5°.=’o Mo changes to methodology for 2009-11,
through Costs Frowisioning Prowisioning
Fee Fee
Voice Services
Mo changes to methodology for 2009-11;
Per Set, Per rate based on February count of 32,341
Phone Set Month $30.00 $Z7.00 -10%: handsets in use. Counts refreshed
ronthly,
Phone rates rounded to the nearest $0.25,
Pass-through Billed on a
charges ddollar—for_— nfa nsa Mo changes to methodology for Z009-11,
ollar basis
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Focus Area 4 — Energy and Power Management

This section includes an energy report that provides an energy consumption baseline for SDC
operations, reviews actions taken and energy saved during the past year, and projects energy
consumption for the upcoming year as well as planned actions during the upcoming year
related to energy consumption.

Under the Energy and Power Management Focus Area, SDC management will proactively
plan and manage energy consumption as a critical component for reliable, efficient and cost
effective data center operations.

STRATEGIC GOALS

G1-Develop and manage to an energy plan that addresses projected ongoing energy needs
and energy conservation opportunities

OBJECTIVES

The program for this focus area will:

= Define the initial state of energy management at the SDC

= Define the current state of energy management at the SDC

= Define the future state of energy management and to what degree it will be implemented for
the program area

= Provide the framework for energy management in support of operations, growth, and
programs that are planned in stages and evolutions that are progressively detailed over the
timeframe of this strategic plan

MEASURE
The program for this focus area will:

= Establish outcome measures based upon the Energy and Power Management focus area
maturity expectations and other dependencies

= Provide updates on achievement of outcomes, obstacles or decisions preventing achievement
of outcomes, modifications to plans and impact of decisions on cost and rates

= Establish at what stages and to what degree energy management will mature
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MATURITY MODEL STAGES

The following maturity model stages will guide, set expectations and provide measures that
the organization must achieve before it is ready to move to the next level of maturity goals.

SDC Energy & Power Management Maturity Model

2010-13
2009 Position Level 4
2008 Position L
evel 3
2007 Position ] Value
o L | 2 Service «TBD
2006 Position eve » Formal capacity
Position Proactive planning
Level 1 « Consolidation
Level 0 | Reactive and _
Chaotic * Recognition conservation
« Abundance of dwindling * Initial capacity Profit Management
of capacity, capacity planning and <
little or no * Monitoring growth mgmt. [ Business Management
thought to usage and processes <
limits growth *Green IT Service Delivery Process Engineering
. |n|t|at|ng initiatives <

power [ Service and Account Management

reduction 4

techniques [ Operational Process Engineering

l Tool Leverage
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FOCUS AREA 4: POWER AND ENERGY MANAGEMENT

Program 10: Energy Management
Manager: Bryan Nealy

Description:

This program proactively plans for and
manages energy consumption as a critical
component of reliable, efficient, and cost-
effective data center operations.

Initial State:

When the CNIC project team received
turnover of the data center facility to begin
migrations, there was an assumed
abundance of power capacity, with little or
no thought to limits. No formal power
management tools were in place, other
than those in operation at the facility level.
The granular information needed to
manage power consumption and planning
effectively within the data center was not
available.

The data center space that was in
operation at the individual agencies was
contained within general purpose office
buildings, which were not originally
designed or constructed to house
specialized computer equipment.

These facilities were going to require power

distribution and cooling infrastructure
upgrades to continue to meet the
computing business needs of the individual
agencies.

Current State:

The SDC monitors, manages and
proactively plans energy consumption as
an ongoing component of data center
operations. Through consolidation,
virtualization, and modernization efforts,
energy consumption has been reduced
from a high of 87% of capacity to the
current level of 78% capacity.

The SDC power distribution and cooling
infrastructure has been built with energy
efficiency as a primary goal. The “air side
economizer” technology allows the data
center to cool the equipment using outside
air whenever the temperature is 62

degrees or below. The result is a data
center that is inherently designed to be
energy efficient.

The SDC actively participates in a number
of initiatives in alignment with the
Governor’s focus on sustainable practices.
The SDC:

o Recently received an Earthwise
program award from Marion County

o Leases equipment to ensure the latest
energy efficient technologies are used
and updated on a regular basis.

¢ Is engaged with the Energy Trust of
Oregon on a number of efforts. One
program results in receiving financial
credit for server consolidation and
decommissioning that can then be
reinvested in further energy
conservation endeavors.

o Participates in a cooperative program
with PGE which enables utilization of
the SDC power generation capacity in
the event of a public utility need. The
tangible value for the SDC is that PGE
has assumed financial and operational
responsibility for maintaining the
generators. The power generation
equipment that previously only served
the SDC now provides benefit to the
general public.

Future State Objective:

¢ Include considerations for power
consumption in decisions on standards,
architecture, and service solutions.

o Choose and implement a power
management toolset to automate
current manual processes to further
enhance our capabilities to efficiently
utilize the power and cooling
infrastructure of the SDC
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e Evaluate and implement physical
improvements in the SDC to further
enhance the efficient use of energy, .
such as hot aisle/cold aisle containment
systems, cabling standards to increase
airflow, and complete use of blanking

hot air.

planning processes.

panels to prevent mixing of cold and

Seek energy conservation opportunities
and participate in sustainability
initiatives based on customer growth
projections and more formal capacity

Planned Program Outcomes

FY Fund - OP/ Gross
05-07 Program Outcomes Description COP/POP  Estimate $ Status
1.  Establish the minimum manual monitoring of OP NOt Completed
power usage and growth in order to function Available
2. Provision power for all equipment moved into the COoP $335K Completed
SDC during the initial lift and drop migrations, as
well as new equipment for initial capacity such
as the tape library and enterprise storage arrays
FY Fund - OP/ Gross
07-09 Program Outcomes Description COP/POP  Estimate $* Status
1. Engage engineering firm to provide an estimate OP $5 K Completed
and strategy for increasing the power capacity in
the SDC
2. Prepare and submit proposal for consideration of POP $10 K Completed
doubling the power and cooling capacity of the
SDC
3.  Provide ongoing power consumption reduction OP Costs Completed
through consolidation and virtualization reported for
techniques each
platform
FY Fund - OP/ Gross
09-11 Program Outcomes Description COP/POP  Estimate $* Status
1. Purchase and implement power monitoring OP $60 K - In Process
toolset for the equipment on the raised floor to $80 K (10%)
support power management and formal capacity
planning
2.  Explore energy conservation opportunities. OP $100 K - In Process
Possible candidates are hot aisle enclosures $500 K (10%)
and creating different temperature zones in the
raised floor area
3. Develop infrastructure capacity strategy based OP $0 In Process
on computing and storage forecasts (20%)
4.  Provide ongoing power consumption reduction OoP $0 In Process
through consolidation and virtualization (30%)

techniques
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FY Fund - OP/ Gross

11-13 Program Outcomes Description COP/POP  Estimate $ Status

1. Provide ongoing power consumption reduction OoP Costs Undetermined
through consolidation and virtualization reported for
techniques each

platform

2.  Explore and implement strategies to fully utilize TBD TBD Undetermined
entire capacity of the power and cooling
infrastructure

3. Implement infrastructure capacity strategies TBD TBD Undetermined

based on computing and storage forecasts

* Gross estimates do not include personnel services FTE costs.

FY 09-11 Program Outcomes Challenges

The CIO and Advisory Boards approved power reduction plan requires a cooperative and
aggressive effort by both the SDC and agency customers to consolidate and virtualize computing
and storage infrastructure. Risks of delay include the inability to meet capacity growth demands as
well as potential power shortages for existing systems.

Implementing further energy conservation opportunities as described in 09-11 outcome 2 has not
been accomplished. Initial estimates indicate that it would not be cost effective to do so prior to
completing the server consolidation work still underway.

Maximizing the utilization of the existing infrastructure will require a granular level of information not
currently available. The methods to determine equipment configuration and deployment strategies
will need to be modified to accommodate power delivery criteria. Existing equipment deployments
may need to be modified to optimize the use of the power distribution infrastructure.
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Power Consumption Summary Chart

The chart on the following page summarizes past power consumption based on actual
readings and projected consumption based on known factors. The horizontal line at the top of
the chart (6000 amps) is 100% power capacity on the raised floor; the middle horizontal line
(4850 amps) is 90% capacity, and the bottom line (4325 amps) is 80%. Industry
recommendation for normal ongoing operations is near the 80% mark. The dots and
connecting line represent consumption: left of the vertical “you are here” line represents actual
consumption; right represents projections based on known power impacts.

The chart receives weekly updates. SDC management uses the chart as an informational tool
for power consumption planning and tracking.
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Focus Area 5 — Customer and Service Level
Management

This section includes customer service activities that measure agency service levels and
describe actions taken to improve and meet agency service needs.

Under the Customer and Service Level Management Focus Area, SDC management will:
= establish service level agreements with customer agencies

= administer those services to agreed service levels via management, methods, technology,
staffing and funding efforts

= provide information on what level of service to expect from each SDC service (e.g.,
availability, delivery times, incident response, etc.)

= address in the agreement what actions to take when services fail to meet agreed service
levels
STRATEGIC GOALS

G1-Develop and maintain a service catalog that represents agreement of the services
provided and to make sure that the agreed level of IT service provision is attained

G2-Establish measurable service levels for each service offering; establish tools and methods
to determine performance against established service levels

OBJECTIVES
The program for this focus area will:
= Define the initial state of service level management

= Define the future state of service level management and to what degree it will be implemented
for the program area

= Provide the framework for service level planning in support of agreed services, operations,
staffing, growth, and programs that are planned in stages and evolutions that are progressively
detailed over the timeframe of this strategic plan

= Develop the process for service level management, including planning, coordinating,
supplying, agreeing, monitoring and reporting on service level agreements (SLAs) and
ongoing review of services rendered

MEASURE
The program for this focus area will:

= Establish outcome measures based upon the service level maturity expectations and other
dependencies

= Provide updates on achievement of outcomes, obstacles or decisions preventing achievement
of outcomes, modifications to plans and impact of decisions on cost and rates

= Establish at what stages and to what degree service level management will mature
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MATURITY MODEL STAGES

The following maturity model stages will guide, set expectations and provide measures that
the organization must achieve before it is ready to move to the next level of maturity goals.

SDC Customer & Service Level Management Maturity Model

2010-13
2009 Position Level 4
2008 Position Level 3 Value
2007 Position . » End-to-end
2006 Position Level 2 Service service
Position Proactive 0 Guafantt_ae SLAs management
Level 1 ) * Metrics tied to
* Service SLAs
Level O Reactive catalog
Chaotic » Svc. catalog approved
*CNIC grey areas * Customer
service redrafted support Profit Management
catalog * Acct. mgmt. website _ <
established reporting released [ Business Management
. fn?noaugnetment Eqr:#irzénary :\gggttogr? d Service Delivery Process Engineering
EStaSbllI;hed . Xarici)tl;t;?)? services [ Service and Account Management
*No s
SLAs Operational Process Engineering

|

Tool Leverage
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FOCUS AREA 5: SERVICE LEVEL MANAGEMENT

Program 11: Service Level Management Implementation

Manager: Darin Rand

Description:

This program provides a method to agree
upon the level of IT service provided for
each SDC service, and then ensures
meeting those agreed service levels via
management, methods, technology,
staffing and funding efforts. Service level
management provides a mutual
understanding between the SDC and its
customers on what level of service to
expect from each service area (e.g.,
availability, delivery times, incident
response, etc.). It also requires agreement
on the actions to take when services fail to
meet agreed service levels. Activities
include service catalog management,
determining service level agreements, and
service level monitoring.

Initial State:

The CNIC project chartered an agency
workgroup to develop a Service Catalog
and a Scope Matrix for approval by the
CNIC Steering Committee. Although the
CNIC Steering Committee reviewed
several drafts, there was no official
approval. While useful for discussion of the
scope of the SDC, these documents did not
prove comprehensive, nor detailed enough
to establish service levels or division of
responsibilities between the SDC and the
agencies. In December 2006, the CNIC
Steering Committee approved a
complementary Service Level Agreement
(SLA) template. Agencies were to use this
template to complete and agree to service
levels with the SDC. However, since
service terms were unapproved, the
service levels were arbitrary and
impractical to measure.

Current State:

The SDC now offers measurable
performance (e.g., availability, delivery

times, incident response times, etc.)
through the current SLA.

A more definitive understanding of the
scope of services that the SDC offers has
been achieved through the completion of a
Service Catalog. Additionally, a process is
in place to allow the inclusion of services
that the SDC provides to our customers.

Future State Objective:

e Develop Service Level Monitoring to
make certain that the SDC can take
action when service level expectations
are not met

e Provide customers with access to
service level monitoring information to
ensure transparency

e Develop a plan for the expansion of
SDC services to ensure that they will
meet the customers changing needs

o Define, architect, staff and budget for
newly proposed service prior to offering
the service to the customers

o Demonstrate an ability to monitor,
support and guarantee new services.

e Continue to strengthen mutual
understanding of service expectations
through the SLAs with the customers

o Establish Operating Level Agreements
to ensure underpinning activities are
performed and clearly aligned to
support the intended SLA.
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Planned Program Outcomes

FY Fund - OP/ Gross
05-07 Program Outcomes Description COP/POP  Estimate $ Status
1. Develop and implement service catalog and COP Not Not
77777777777777777777777777777777 scope matrix Available Implemented
2. Develop, get approval, and implement SLA COP Not Not
template Available  Implemented
FY Fund - OP/ Gross
07-09 Program Outcomes Description COP/POP  Estimate $* Status
1.  Develop, get approval, and implement service OP $90 K Completed
7777777777777777777777777777777 catalog and term sheets
2. Develop, get approval, and implement service OP Not In Process
levels Available (1 0%)
3. Implement service level agreement template OP Not In Process
Available (20%)
FY Fund - OP/ Gross
09-11 Program Outcomes Description COP/POP  Estimate $* Status
1.  Negotiate and get agreement to service level OP $0 Completed
7777777777777777777777777777777 and sign new service level agreements
2. Define service level monitoring OP $0 Completed
3. Develop service level reporting OP $0 In Process
77777777777777777777777777777777 (20%)
7777777 4.  Develop SDC product list OoP $0 Not Started
5. Refine SDC Service Catalog OoP $0 Not Started
FY Fund - OP/ Gross
11-13 Program Outcomes Description COP/POP  Estimate $ Status
7777777777777777777777777777777 Refine service level monitoring OoP $0 Undetermined
2. Refine service level reporting OoP $0 Undetermined
3 77777777777777777 Refine service level agreements OP $0 Undetermined
7777777 4Ref|ne SDC product list oP $0 Undetermined
5. Refine SDC Service Catalog OP $0 Undetermined

* Gross estimates do not include personnel services FTE costs.

FY 09-11 Program Outcomes Challenges

Now that the Service Catalog and Service Level Agreements are approved; the development of a
Service Level Monitoring process will be a significant challenge. The SDC will have to begin a
cultural shift from reacting to anecdotal information to planned activities based on data collection
and analysis.

Aligning the SDC services to the products that customers request, and the rates that they are
charged will require careful attention to the scope that the SDC agreed to in the SDC Service
Catalog. Refining the scope of each service that the SDC provides will take considerable effort.
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Focus Area 6 — Disaster Recovery Management

This section includes a disaster recovery service plan that outlines plans and actions taken to
provide agency disaster recovery services as determined necessary by the state agency.

Under the Disaster Recovery Management Focus Area, SDC management will provide
processes and procedures to ensure that technical infrastructure supported by the SDC for
agency-identified mission critical business applications is recoverable to agreed terms in case
of a declared disaster. This includes providing for restoration of a functional technical
environment consisting of hardware, software, data, and network services. Processes must
ensure availability of required staff resources to provide successful restoration of these
services.

STRATEGIC GOALS

G1-Provide disaster recovery services in support of agencies’ application priorities to ensure

that the required facilities (computer systems, networks, etc.) can be resumed within
agreed timeframes and costs

OBJECTIVES

The program for this focus area will:

Define and implement the policy, conditions and scope, resources and funds, implementation,
testing and change management for disaster recovery services

Define the initial state of disaster recovery services for the State
Define the current state of disaster recovery service for the State

Define the future state of disaster recovery services and to what degree they will be
implemented for the program area

Provide the framework for planning, managing, and resourcing the disaster recovery services
in stages and evolutions that are progressively detailed over the timeframe of this strategic
plan

MEASURE

The program for this focus area will:

Establish outcome measures based upon the disaster recovery program area, the supporting
projects, maturity expectations, funding and other dependencies

Provide updates on achievement of outcomes, obstacles or decisions preventing achievement
of outcomes, modifications to plans and impact of decisions on cost and schedule to deliver
end-state service, service level, or dependent programs

Establish at what stages and to what degree performance, availability, and capacity will be
reported and managed as an outcome
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MATURITY MODEL STAGES

The following maturity model stages will guide, set expectations and provide measures that
the organization must achieve before it is ready to move to the next level of maturity goals.

SDC Disaster Recovery Maturity Model

Level 4

Value
« TBD

Profit Management

Business Management

Service Delivery Process Engineering

Service and Account Management

2010-13
2009 Position
2008 Position Level 3
Position
P2°2,7 Service
2006 osttion Level 2 » Cyclical DR
Position Level 1 | Proactive By
Level O Reactive + DR contract in
Chaotic place
*DRand BCP| .3pC DR plan
* Customer DR process .
plans or none written and [
 all KL 21 initially tested
ata appointed
* System + Call tree
backups taken| tosts
and stored conducted [
offsite
[ Operational Process Engineering

1

Tool Leverage
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FOCUS AREA 6: DISASTER RECOVERY MANAGEMENT

Program 12: Disaster Recovery Plan
Manager: Bryan Nealy

Description:

This program implements disaster recovery
(DR) services in support of and as
determined necessary by each state
agency and aligned with the cost and value
implications of an agreed level of service.

Initial State:

Prior to migration to the SDC, agencies had
varying levels of preparation for recovery
due to disaster. Most agencies had no DR
plans or DR planning activities in process.
There were inconsistencies and differing
levels of applicability among the agencies
that had done some disaster recovery
planning. A statewide contract for technical
infrastructure recovery existed, but only a
few agencies utilized the contract. Few
agencies had tested their plans. Those that
did limited DR testing to recovery of only a
small portion of their infrastructure. There
was little funding for DR in the agency IT
budgets that transferred to the SDC.

Current State:

To ease the difficulty of creating a disaster
recovery plan in a highly complex
environment, like that of the SDC, the
disaster recovery program adopted a
“Crawl, Walk, Run” philosophy. In 2009, the
SDC started to “Crawl” by contracting with
SunGard Availability Services for full-
production capacity to cover the z10
mainframe, AlX Unix, and iSeries
platforms, and around 150 critical servers
in case of disaster. Agency CIOs and
Directors became active stakeholders in
the disaster recovery effort by approving
the purchase of these services as an
interim step towards defining precise
requirements.

SDC technicians successfully conducted
offsite testing of portions of the core
infrastructure required to return customer
applications to service. Several workshops

and tabletop exercises were conducted to
raise customer awareness and lay a
foundation for determining requirements
and potential DR solutions.

Future State Objective:

e Establish an ongoing program for
disaster recovery focused on customer
business requirements and
commensurate cost effective solutions

e Establish and conduct a regularly
occurring disaster testing strategy
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Planned Program Outcomes

FY Fund - OP/ Gross
05-07 Program Outcomes Description COP/POP  Estimate $ Status
1. Provide input to customers’ business continuity OP N_Ot Ongoing
plans with reference to the agency’s DR Available
functions
2.  Collect agency and SDC requirements for RFP OP $184 K Completed
to solicit disaster recovery services
FYQ07- Fund - OP/ Gross
09 Program Outcomes Description COP/POP  Estimate $* Status
1. Establish and make available to customers a OP $15K Completed
price agreement contract with an approved DR
vendor
2. Define infrastructure requirements based on OoP $625 K In Process
agency identified critical applications to support (90%)
disaster recovery scenarios and price the
identified services
3. Initially deploy a discovery tool to validate OP $250 K Completed
________________________________ agency application interdependencies . S
4. Develop a Technology Availability Plan (TAP) to OoP 0 In Process
recover the required technical infrastructure to (40%)
agreed levels
FY Fund - OP/ Gross
09-11 Program Outcomes Description COP/POP  Estimate $* Status
1. Complete deployment of the discovery tool to OP $300 K/ $0 Legislatively
validate customer application interdependencies Eliminated
and ensure that identification of all infrastructure
components and changes to components are
‘managed for successful recovery _
2. Conduct initial off-site testing of the recovery OP $50 K/ $0 Legislatively
plan (TAP) Eliminated
________________________________ | | _ (50%)
3. Conduct periodic reviews with participating OoP $50 K/ $0 Legislatively
customers to ensure any changes to customer Eliminated
critical business functions, infrastructure (50%)
requirements, and cost to recover are known
rand approved
4. Develop and implement cost recovery model for OP $0 Completed
disaster recovery
5.  Define architecture and business case to OoP $25 K Not Started
support alternatives to meet shorter recovery
objectives
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FY Fund - OP/ Gross
11-13 Program Outcomes Description COP/POP  Estimate $* Status
1. Conduct periodic reviews with participating OP $50 K Undetermined

agencies to ensure any changes to customer
critical business functions, infrastructure
requirements, and cost to recover are known
and approved

2. Continue periodic testing of the recovery plan OoP $50 K Undetermined
(TAP)
3. Implement approved architecture supporting TBD TBD Undetermined

faster recovery capabilities to meet customer
requirements

4.  Provide a consolidated, prioritized, cross-agency OoP $25 K Undetermined
recovery sequence for critical data and
applications

* Gross estimates do not include personnel services FTE costs.

FY 09-11 Program Outcomes Challenges

Stakeholder expectations exceed capabilities achievable given allocated funding.

Limitations on DR test funding, staff resources for DR planning, depth of understanding of customer
DR requirements and application inter-relationships, and technical limitations currently prohibit
ability to test full production recovery. Customers will need to determine the correct balance
between test coverage and cost to mitigate these limitations.

Planning for tape-based recovery is a good starting point, but insufficient to meet recovery
objectives for all customers. Alternatives for faster recovery will incur greater cost. Customers will
need to determine the correct balance between speed and cost.

The efficiency of disaster recovery is dependent on work being done in all computing service areas
to optimize backup and recovery.

The ability of the program to execute successful recovery requires a high level of collaboration with
customers. The program is highly dependent on customer staff and financial resources.
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Focus Area 7 — System Security Management

This section includes a system security plan that describes progress in addressing SDC
system security.

Under the System Security Management Focus Area, SDC management will develop a
consistent model for appropriate network and server security, applied in a cost effective
manner to the assets managed by the SDC. This includes a process for granting and
administering appropriate access to devices as warranted by business need and in alignment
with clearly defined roles and responsibilities.

STRATEGIC GOALS

G1-Provide a secure utility computing service to customer agencies based on their business

objectives and in accordance with stated availability objectives

G2-Increase effectiveness and efficiency by standardizing infrastructure software and

hardware capability and tools to reduce enterprise complexity and the State’s overall cost
of security

OBJECTIVES

The program for this focus area will:

Define the initial state of security at the SDC after migrations

Define the future state of security and to what degree it will be implemented for the program
area

Provide the framework for planning, managing, and resourcing the security program in stages
and evolutions that are progressively detailed over the timeframe of this strategic plan

System security management will include implementation of security policy, management,
controls and tools that address the measures within the scope of the SDC

Ensure that system security is planned, built, provisioned, managed, and funded to a level
consistent with the services it supports

MEASURE

Each program area will:

Establish outcome measures based upon the security program area, the supporting projects,
maturity expectations, funding, and other dependencies

Provide updates on achievement of outcomes, obstacles or decisions preventing achievement
of outcomes, modifications to plans, and impact of decisions on cost and schedule to deliver
end-state service, service level, or dependent programs

Establish at what stages and to what degree performance, availability, and capacity will be
reported and managed as an outcome
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MATURITY MODEL STAGES

The following maturity model stages will guide, set expectations and provide measures that
the organization must achieve before it is ready to move to the next level of maturity goals.

SDC Security Management Maturity Model

2010-13
2009 Position Level 4
PZOI(t).g Position Cevel 3 V_?élé)e
2007 osfion Service
2006 Position B Le}[/_el 2 - Central logging and
Position roactive analysis
Re alz:ﬁ\\;gl 1 * Firewall » System security
consolidation arch. supporting
Level 0 |-Centraltoolto | . \sst intrusion business needs for
Chaotic 'r;nana?le prevention system access and| Profit Management |
* Fragmented |, Cllrgr:\;?aﬁy * Network isolation .
control of controlled admission contro [ Business Management ]
security firewalls for VPN, wireless . . ) )
infrastructure |, & mmon server and wired Service Delivery Process Engineering ]
* Administrative mgmt of
access SIS €1 [ Service and Account Management ]
undocumented updates
[ Operational Process Engineering ]
—[ Tool Leverage ]

68



STATE DATA CENTER

FOCUS AREA 7: SYSTEM SECURITY MANAGEMENT

Program 13: Systems Security Implementation

Manager: Al Grapoli

Description:

This program implements systems security
as prescribed by the State and the State’s
agencies. Program targets align with the
cost and value implications of an agreed
level of service. Design efforts consider
impact of choices on reliability, availability,
performance, security, and serviceability.
Implementation efforts stress minimum
disruption of service to customers.

Initial State:

Systems security at the time of the lift and
drop of systems to the SDC was ad hoc.
Networks had inappropriate trust
relationships between segments and many
types and brands of firewalls were in use.
Some of these firewalls were either
unsupported or soon to be out of vendor
support. There were layers of firewalls with
complex and sometimes conflicting security
rules. There was little or no business
documentation to indicate why the majority
of firewall rules existed. Server operating
systems were built to differing standards,
some without common security controls
such as antivirus or patch management.
Administrative access to devices was
inconsistent and not well documented.
Security logs were non-existent or
scattered in numerous locations. These
factors contributed to an inconsistent
stance for system security at the SDC.

Current State:

Firewall management is consistent, under
SDC control and firewall consolidation is in
progress. Consolidation will address
unused or inappropriate rule sets and
document business requirements for
remaining or new rules. A privileged access
policy is now in effect and privileged
access monitoring and reporting efforts are
in progress. Standard security zones have
been established to secure data at the

levels detailed in business requirements.
Security logs are centralized and selective
review process established. Incident
response processes are refined and
working effectively. Intrusion Detection
Systems (IDS) are mature and monitored
by experienced staff.

Future State Objectives:

e Implement and operate network
security with standards that reduce risk
and safeguard customer assets.

e Implement internal network intrusion
detection and intrusion prevention
capabilities for proactive detection of
security risks.

e Implement standard security controls
that are appropriate for supported
operating processes to provide another
layer of protection.

e Implement event logging and
correlation systems to detect cross
system security issues.

e Provide system security services to
meet ongoing business requirements
for system security and manage them
in a sustainable manner.
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Planned Program Outcomes

FY Fund - OP/ Gross
05-07 Program Outcomes Description COP/POP Estimate $ Status
1. Migrate in-scope firewall administration to data OP $35K Completed
center security staff with a single process for
approving changes
2. Deploy interim network intrusion detection and COP $35 K Completed
staff for appropriate monitoring

3.  Procure standard security tools for Windows and COP $860 K Completed
Linux systems

4.  Develop standard secure builds for Windows and OP $15K Completed
Linux systems

FY Fund - OP/ Gross

07-09 Program Outcomes Description COP/POP  Estimate $* Status

1.  Deploy standard security tools for Windows and OP/COP $300 K Completed
Linux systems — TrendMicro antivirus, Patchlink,
Cisco CSA

2.  Standardize firewall administration through a COP $130 K Completed
single administrative interface

3.  Implement technology to allow vendors and COP $100 K Completed
customer agencies to securely work remotely with
system implementations and repair

4. Implement integrated network intrusion detection COP $500 K Completed
to protoct segments of the state’s network

5.  Document approval for administrative access to all OP $120 K Completed
devices

6. Acquire and implement necessary infrastructure to COP $400 K Completed
conduct posture assessment of devices that
connect to protected network segments to assure
compliance with identified requirements

7.  Create a protected segment of the state network OP $150 K Completed

that examines incoming and outgoing traffic for
known malware and attacks
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FY I Fund - OP/ Gross
09-11 Program Outcomes Description COP/POP  Estimate $* Status
________ 1. Consolidate firewall management ~ OP $150 K Completed
2.  Consolidate firewalls and rule sets OoP $250 K In Process
_________________________________ | (20%)
3. Conduct posture assessment of devices that OP $0 Completed
connect to protected network segments to assure
rcompliance with identified requirements
4. Document agencies’ business needs for security, OP $0 In Process
including regulatory requirements to assure (15%)
_________________________________ appropriate standard security architecture _
rDeveIop and implement Privileged Access Policy OoP $0 Completed
6.  Secure clear text transmissions to mainframe OoP $200 K In Process
7 (10%)
7. Implement Privileged Access monitoring and OoP $100 K In Process
reporting (10%)
FY Fund - OP/ Gross
11-13 Program Outcomes Description COP/POP Estimate $ Status
1. Continue securing clear text transmissions to TBD TBD Undetermined
mainframe, add other systems
2.  Implement enhanced security monitoring and TBD TBD Undetermined
event correlation.
Implement equipment lifecycle replacement. TBD TBD Undetermined
Implement advanced intrusion prevention TBD TBD Undetermined

* Gross estimates do not include personnel services FTE costs.

FY 09-11 Program Outcomes Challenges
Doubled volume of agency requests created severe bottleneck in the Security group — mitigating
with additional staff and modification to process work flow.

Continued growth in requests may continue to stall security projects needed to reduce overhead in
maintaining security services.

Several projects such as firewall consolidation are highly dependent on customer involvement and
commitment to complete.
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Focus Area 8 — Management Process and Controls

This section provides the management process and controls implemented to effectively
manage an enterprise level computing environment.

Under the Management Process and Controls Focus Area, SDC management will implement
a “good practice” process structure for managing and maintaining IT infrastructure. This
structure enables the SDC to achieve IT Service Management (ITSM) through a set of
procedures that support the business in achieving quality and value in IT operations.
“Processes form a big part of IT service management. Availability in a complex computing
environment does not happen on its own or automatically by acquiring high-availability
technology. It takes strategy, planning, policy and implementation to achieve it. These are
people and process issues, not technology issues." —Gartner

STRATEGIC GOALS

G1-Define and implement the processes, products and controls to manage and provide a
stable and responsive IT infrastructure for the state

G2-Implement process and controls based on industry defined good practice, which has
proven itself in practice, as defined by the Information Technology Infrastructure Library
(ITIL)

OBJECTIVES

The program for this focus area will:

= Define the initial state of management process and control

= Define the current state of management process and control

= Define the future state of management process and control and to what degree they will be
implemented for the program area

= Provide the framework for process and control planning in support of agreed services,
operations, staffing, growth, and programs that are planned in stages and evolutions that are
progressively detailed over the timeframe of this strategic plan

= Deliver SDC services in accordance with a set of service management policies and processes
based on the activities identified in the ITIL V3 Service Lifecycle

MEASURE
The program for this focus area will:

= Establish outcome measures based upon the service level maturity expectations and other
dependencies

= Provide updates on achievement of outcomes, obstacles or decisions preventing achievement
of outcomes, modifications to plans, and impact of decisions on cost and rates

= Establish at what stages and to what degree service level management will mature
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MATURITY MODEL STAGES

The following maturity model stages will guide, set expectations and provide measures that
the organization must achieve before it is ready to move to the next level of maturity goals.

SDC Management & Process Control Maturity Model

2010-13
Position
2009 Level 3 Level 4
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2008 Service Value
2007 Position + Some mature * TBD
2006 Position Level 2 processes
Position Level 1 Prq_active * Capacity planning
. « Initial process in place
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« Ad hoc . 'Il‘/llulttl;:élte mvnttry. automation mgmt discipline Profit Managementj
* Aler even « Mat b fi }
processes ature prob, config, ,
for Sa/gagementq asset and perform. Business Management
immediate * Yp/down aval management Service Delivery Process Engineerin }
needs {“.‘t’.’"lm””gl processe Y ° °
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FOCUS AREA 8: MANAGEMENT PROCESS AND CONTROLS

Program 14: Process and Controls Implementation

Manager: Darin Rand

Description:

This program implements the IT Service
Management (ITSM) guided process and
controls for an enterprise level computing
environment. ITSM will ensure improved
service quality and controlled operation of
ongoing services in support of and aligned
with the cost, maturity and value
implications of agreed levels of service.

Initial State:

The CNIC project chartered an agency
workgroup to explore enterprise service
management. Although the workgroup
developed process maps that the CNIC
Steering Committee reviewed, there was no
implementation of these processes prior to
the lift and drop. SDC management and
staff had to perform ad hoc development for
the most critically needed processes.
Multiple, fragmented processes, and in
many cases undocumented processes,
were adopted to support the as-is
environments as they moved. SDC
management quickly determined that the
processes, knowledge and adherence to
these processes were resource intensive
and highly error prone. Agencies expected
the SDC to have fully matured processes in
place. The lack of process maturity caused
disappointment.

Current State:

IT Service Management process
development is guided by maturity models
and management planning that were
established in SDC’s IT Service
Management Policy. The ITSM program
identifies 29 process areas divided into the
five phases of IT Infrastructure Library v. 3,

service lifecycle. ITIL is an internationally
recognized set of “good practices” for IT
Service Management. Process areas are
addressed in order of critical need. Each
process area is developed in stages that
correspond to capability and maturity.
Processes that are a priority for the 2009-11
biennium are:

e Service Level Management

e Service Catalog Management

¢ Information Security Management
e Supplier Management

e Service Continuity Management

o Change Release and Deployment
Management

e Service Asset Management
e Configuration Management
e Priority and Planning Management

¢ Incident Management

Future State Objective:

o Prepare the SDC culture for operating in
a proactive mode

e Continue to mature and roll out IT
Service Management processes
according to critical need and value

o Review and adjust program
expectations annually, while. continuing
the aggressive review of progress
monthly
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Planned Program Qutcomes

FY Fund - OP/ Gross
05-07 Program Outcomes Description COP/POP  Estimate $ Status
1. Implement minimum to function processes for OoP Not Completed
incident, change, request, release, and service Available
catalog
2. Hire a process architect, initiate process OP Not Completed
implementation planning for policy, process, and Available
procedures
3. Certify process owners and managers in ITIL OoP $12K Completed
FY Fund - OP/ Gross
07-09 Program Outcomes Description COP/POP  Estimate $* Status
1.  Develop blueprints for strategy, design, OoP $25 K Completed
transition, operation and improvement
processes to mature
2.  Develop and mature to the minimum to function OoP $120 K In Process
state the critical process for incident, change, (99%)
request fulfillment, strategy generation, financial,
information security, and asset management
3. Implement ad hoc processes for capacity, OP $75K Completed
availability, event, service knowledge, release,
demand, service portfolio, supplier, transition,
validation, evaluation, configuration, technology
and operations management
FY Fund - OP/ Gross
09-11 Program Outcomes Description COP/POP  Estimate $* Status
1.  Develop and mature to the initial proactive state OoP $0 In Process
the critical processes for strategy, financial, (75%)
service level, information security, IT service
continuity, asset, change release and
deployment, request fulfilment, and incident
management
2. Implement minimum to function processes for OoP $0 In Process
service portfolio, service catalog, capacity, (80%)
availability, supplier, transition planning and
support, priority and planning, configuration,
technology, and IT operations management
3. Implement ad hoc processes for demand, OoP $0 Complete
validation and testing, evaluation, service
knowledge, event, problem, access, service
management, service reporting, service
improvement, and service analysis management
4.  Implement continual process improvement OP $0 Not Started

process for those processes that have passed
initial stage
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FY Fund - OP/ Gross

11-13 Program Outcomes Description COP/POP  Estimate $ Status

1. Implement minimum to function process for OoP TBD Undetermined
configuration management

2. Develop and mature to the initial proactive state OoP TBD Undetermined
the critical processes for financial, service
portfolio, service catalog, capacity, availability,
supplier, priority and planning, asset, problem,
and service management

3. Implement mature processes for service level, OoP TBD Undetermined
information security, service continuity, change
release and deployment, request fulfillment, and
incident management

4. Implement continual process improvement OP TBD Undetermined

process for those processes that have passed
initial stage

* Gross estimates do not include personnel services FTE costs.

FY 09-11 Program Outcomes Challenges

Continued expectation that all processes are matured, developed and implemented at an
enterprise level.

Process development, implementation and cultural change and acceptance takes significant
amounts of focus and time within the industry and state.

Continued effort to improve all processes simultaneously through higher maturity levels may
exceed capability of the SDC and its customer agencies. Significant participation by
customers will be required to reach highest levels of maturity.

Culture change takes lower priority than service delivery and cost savings efforts.
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SDC IT Service Management Process Development Roadmap

The diagram below represents the strategy for introduction of IT service management
processes into the SDC. Process introduction occurs at different stages of SDC maturity as
need is recognized and prioritized and resources become available. Once introduced, all
processes follow a similar path of maturity development. The phases in that path are:

1. Ad Hoc - This is a chaotic environment where the process occurs informally and
inconsistently. There is no process documentation and the process only applies
occasionally when someone thinks to do so.

2. Minimum to Function — There is recognition that there is a process. Process-related
terminology starts appearing. There may be some documentation. Process lacks reliable
repeatability.

3. Initial Process — There is recognition that the process is an integral part of the
organization and efforts occur to own, formalize and stabilize the process. The
organization begins to practice the process and develops some initial metrics.

4. Mature Process — The process is formally owned, maintained, documented, performed
regularly by all employees, and provides useful metrics.

5. Continual Improvement — The process is used either as documented or fixed. There is a
periodic review of the process for suitability or potential enhancements. There is integration
of processes to provide an efficient flow from end-to-end.

SDC IT Service Management Process Development Roadmap

Strategy Generation

Service Analysis 5 Financial
Demand

Service Improvement

Service Reporting A Service Portfolio

Service Management Service Catalog

IT Operations Capacity

Access Availability

Techhology ; . Service Level

Problem Information
Security
Incident Gl Supplier
Request 8 IT Service
Fulfillment Continuity

Transition Planning
and Support

Priority and Planning

Event

Service Knowledge
Asset

Evaluation ]
) Configuration
Change Release validation
and Testing
o 13-15 Maturity Target = 11-13 Maturity Target = 09-11 Maturity Target = 0709 Maturity Target
w0507 Maturity Target B Current Maturity Score
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Glossary of Terms

Term

Definition

ACD

Automatic Call Distributor (ACD) is a telephone facility that manages
incoming calls and handles them based on the number called and an
associated database of handling instructions.

ADF Printer

Automated Document Feeder — The printer at P&D which prints greenbar
and reports from large drums and boxes of paper. This printer is used for
continuous feed paper.

AIX

Advanced Interactive Executive, a version of the popular UNIX operating
system produced by IBM. AlX runs on a variety of computers, including
PCs and workstations.

AM

Account Manager

Apache Web
Server

Often referred to as simply Apache, a public-domain open source Web
server developed by a loosely-knit group of programmers. The first
version of Apache, based on the NCSA httpd Web server, was developed
in 1995.

API

Application program interface, a set of routines, protocols, and tools for
building software applications. A good API| makes it easier to develop a
program by providing all the building blocks. A programmer puts the
blocks together.

Asset

Component of a business process. Assets can include people,
accommodation, computer systems, networks, paper records, fax
machines, etc.

ATL

Automatic Tape Library — In data storage, a tape library is a collection of
magnetic tape cartridges and tape drives. An automated tape library is a
hardware device that contains multiple tape drives for reading and writing
data, access ports for entering and removing tapes and a robotic device
for mounting and dismounting the tape cartridges without human
intervention. (see VTL)

Attempo

Vendor name for the Time Navigator (TINA) software product for backup
at Burns
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Term

Definition

Availability

Ability of a component or service to perform its required function at a
stated instant or over a stated period of time. It is usually expressed as
the availability ratio, i.e. the proportion of time that the service is actually
available for use by the customers within the agreed service hours. The
SDC Service Catalog specifies that availability percentages are derived
using the following formula:

[(AST — DT)/AST] X 100 = Service or Component Availability (%)

AST = Agreed Service Time
DT = Actual downtime during agreed service time

Availability
Management

The process to monitor Information Technology (IT) components to
ensure that IT consistently and cost-effectively delivers the level of
availability required by the customer. Availability Management will fall
under the Service Level Management team within the State Data Center.

Backbone

A backbone network or network backbone is a part of computer network
infrastructure that interconnects various pieces of network, providing a
path for the exchange of information between different Local Area
Networks (LANs) or sub networks. A backbone can tie together diverse
networks in the same building, in different buildings in a campus
environment, or over wide areas. Normally, the backbone's capacity is
greater than the networks connected to it.

Baseline

A snapshot or a position which is recorded. Although the position may be
updated later, the baseline remains unchanged and available as a
reference of the original state and as a comparison against the current
position.

BCP

Business continuity planning (BCP) is the creation and validation of a
practiced logistical plan for how an organization will recover and restore
partially or completely interrupted critical (urgent) functions within a
predetermined time after a disaster or extended disruption. The logistical
plan is called a business continuity plan. The intended effect of BCP is to
ensure Business continuity, which is an ongoing state or methodology
governing how business is conducted.

Burns Backup

Oregon State Data Center sponsored computer backup facility located in
Burns, OR.

Business
Process

A group of business activities undertaken by an organization in pursuit of
a common goal. A business process usually depends upon several
business functions for support, e.g. IT, personnel, and accommodation. A
business process rarely operates in isolation, i.e. other business
processes will depend on it and it will depend on other processes.

CAB

Change Approval Board. A board of appointed members who oversee
the SDC’s Change Management process.
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Term

Definition

Capacity
Management

The process of planning, sizing, and controlling IT hardware, software,
and/or FTE resource capacity to more efficiently satisfy user demand at a
reasonable cost within the performance levels agreed to in the service
level agreement (SLA) or internal to IT as a operating level agreement
(OLA). Definition of this process to be assigned to either the Logistics
team or SDC Management Team.

CoD

Capacity on Demand. A method which allows computer owners to
activate computer CPU, memory, and/or disk storage capacity
temporarily to facilitate moving machines between data centers,
upgrades, and other routine management tasks at a much lower cost.

Change
Management

ITIL Process — Ensures that standardized methods and techniques are
used for efficient and immediate handling of all changes to the IT
infrastructure, while minimizing change released incidents. A change is
an action that results in a new status for one or more IT infrastructure
Configuration items. A Request for Change (RFC) is the main input to the
Change Management process. The process that ensures that
standardized methods and procedures are used for efficient and prompt
handling of all changes, in order to minimize the impact of Change-
related Incidents upon service quality.

Change(s)

The addition, modification or removal of hardware, network, software,
application, environment, system, desktop build, or associated
documentation.

Charging /
Chargeback

The process of establishing charges in respect of agencies or business
units and raising the relevant invoices for financial recovery from
customers.

CIDR

Classless Inter-Domain Routing, an IP addressing scheme that replaces
the older system based on classes A, B, and C. With CIDR, a single IP
address can be used to designate many unique IP addresses. A CIDR IP
address looks like a normal IP address except that it ends with a slash
followed by a number, called the IP network prefix. CIDR is also called
supernetting or super-netting.

ClO

Chief Information Officer. The CIO is a job title commonly given to the
most senior executive in an enterprise responsible for the information
technology and computer systems that support enterprise goals.

Cloud
Computing

The NIST defines cloud computing as a model for enabling convenient,
on-demand network access to a shared pool of configurable computing
resources (e.g., networks, servers, storage, applications and services)
that can be rapidly provisioned and released with minimal management
effort or service provider interaction.

Gartner defines cloud computing as a style of computing where scalable
and elastic IT-enabled capabilities are delivered as a service to external
customers using Internet technologies.

CNIC |
consolidation of 11 State of Oregon agency’s data centers into one State
- Data Center (SDC).

Computing, Network, and Infrastructure Consolidation project. The
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Term

Definition

CNIC Steering
Committee

A council of CIO’s from the 12 CNIC participating agencies, which
oversees the CNIC project, provides project guidance, and resolves
issues.

COE

Common Operating Environment, a set of standards defined by the
organization and applied to applications being deployed.

ColdFusion

A product created by Allaire Corporation of Cambridge, Mass. (in 2001,
Allaire merged with Macromedia) that includes a server and a
development toolset designed to integrate databases and Web pages.

Configuration
Baseline (see
also Baseline)

Configuration of a product or system established at a specific point in
time, which captures both the structure and details of the product or
system, and enables that product or system for efficient duplication to
other like systems or to be rebuilt at a later date.

Configuration
Items (Cls)

Component of an infrastructure - or an item, such as a Request for
Change, associated with an infrastructure - which is (or is to be) under

the control of Configuration Management.

Configuration
Management

ITIL Process — To identify, record, control, track, verify, and report on all
IT components, their versions, constituent components, and relationships
throughout the component’s lifecycle with the intended purpose to ensure
that only authorized components, known as configuration items (Cls), are
used in the IT environment. Other definitions include Inventory
Management and Asset Management.

Consolidation

Bringing the resources of two or more data centers, servers, storage area
networks, networks, software, power, heating and cooling, and services
together to improve scalability of operations including purchasing power,
support and infrastructure. Pooling of infrastructure generally improves
performance, resource utilization, data accessibility, at the same of
reduced net cost. Other aspects of data center operations, such as
security, are shared, providing more consistent functionality across the
organization (in this instance, the state enterprise).

Content
Filtering

On the Internet, content filtering (also known as information filtering) is
the use of a program to screen and exclude from access or availability of
web pages or e-mails deemed objectionable. Content filtering is used by
corporations as part of Internet firewall computers and also by home
computer owners, especially by parents to screen the content their
children have access to from a computer. (see Web Filter)
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Term

Definition

COP

Certificate of Participation. Are tax-exempt government securities used
to raise funds to improve and construct buildings or purchase equipment.
COPs are used to finance capital costs related to construction or
acquisition and may not be used to finance ongoing operating costs.
COPs are sold to investors who like the good credit quality of Oregon. In
return, investors receive COP payments, which include interest income
that is exempt from federal and Oregon income tax. COPs are used very
selectively in Oregon to implement projects essential to delivering public
services. Unlike general obligation bonds, which are secured by the full
faith and credit of the government issuing them COPs are financing
agreements, not legally defined as borrowing, that are special limited
obligations of the borrower, the Department of Administrative Services
(DAS), payable solely from available funds as provided in the financing
agreement and are not a general obligation of the State.

Criticality rating
- reputation
impact

The impact that 8 hours of downtime during business hours would have
on the reputation of the business unit. General guidelines are: LOW:
Internal to Organization, MEDIUM: Client/Customer visibility, HIGH:

Public/Press visibility

Criticality rating
- service
impact

The impact that 8 hours of downtime during business hours would have
on the business unit's service delivery. (Low, Medium, High).

CRON

Is a job-scheduling tool in the Unix operating system and enables users
- to schedule jobs such as Unix commands or scripts to run periodically at
- certain times and dates and is commonly used to automate system

- maintenance or administration and to execute certain software
application routines.

Customer

Owner of the service and/or information for which they are charged the
primary responsibility for the cost of the service, the integrity, the security,
the preservation, and the continuity. As such, it is the customer who
defines the service requirements in order to meet that responsibility.

Customer
Relationship
Management

Is a function that will be performed by a combination of Service Level
Management and the Service Desk for SDC customer facing activities.
The customer relationship management will provide for mechanisms on
SLA negotiations as well as incidents and change requests.

DAS

Department of Administrative Services (DAS) is the central administrative
agency of state government.

DASD

Direct Access Storage Device, and pronounced daz-dee, another name
for disk drive in the world of mainframes.

Data
Classification /
Sensitivity

Recognizing business or client confidentiality reqgts including any
encryption. Data Classification Level Guidelines: 1 — Published, 2 —
Limited, 3 — Restricted, and 4 — Critical.

Database

1) Often abbreviated RDBMS or just DB. A collection of software and
data organized in such a way that the data can quickly be accessed and
reported on.
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Term

Definition

DCBS

Department of Consumer and Business Services - Oregon's largest
regulatory agency. The department administers state laws and rules and
protects consumers and workers in the areas of workers' compensation,
occupational safety and health, financial services, insurance, building
codes, and targeted contracting opportunities for small businesses.

Delta Release

A partial release that includes only those Cls within the release unit that
have actually changed or are new since the last full or delta release.

DHCP

Dynamic Host Configuration Protocol is a communications protocol that
lets network administrators centrally manage and automate the
assignment of Internet Protocol (IP) addresses in an organization's
network.

DHCS

Oregon Housing and Community Services is Oregon's housing finance
agency, providing financial and program support to create and preserve
opportunities for quality, affordable housing for Oregonians of lower and
moderate income.

DHS

Department of Human Services (DHS) is the state's health and human
services agency. Established in 1971 as the Department of Human
Resources, it changed to its current name in 1999.

DNS

Domain name system (DNS) is the way that Internet domain names are
located and translated into Internet Protocol addresses. A domain name
is a meaningful and easy-to-remember "handle" for an Internet address.

DOC

Oregon Department of Corrections is responsible for the management
and administration of all adult correctional institutions and other functions
related to state programs for adult corrections. It has seven major
divisions and a strong relationship with Oregon Corrections Enterprises,
a semi-independent state agency.

DR

Disaster Recovery is the process, policies, and procedures related to
preparing for recovery or continuation of technology infrastructure critical
to an organization after a natural or human-induced disaster.

Elixir AFP

PPFA tool to create and edit PageDefs and FormDefs

Elixir DesignPro

Provides a visual interface that enables for creating and edit forms, fonts
and images for printing.

Enterprise

An entire legal or stand-alone organization.

EOL

End of Life, a term used with respect to terminating the sale or support of
software or hardware or the support thereof.

ESO

Enterprise Security Office - The State Enterprise Security Office is led by
the Department of Administrative Services, Information Resources
Management Division (DAS/IRMD). ESO’s primary responsible is to
effectively defend and secure the State’s Computing and Networking
Infrastructure (SCNI) and its related information technology investments
to ensure continued business operations that support the State’s mission.
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Ethernet

A family of frame-based computer networking technologies for local area
networks (LANS).

Financial
Management

The process which is responsible for the stewardship of the monetary
resources of the organization and supports the organization in planning
and executing its business objectives and requires consistent application
throughout the organization to achieve maximum efficiency and minimum
conflict. This process will be defined and determined by the Accounting
Workgroup.

Firewall

A dedicated appliance and/or software designed to prevent unauthorized
access to or from a private network. Firewalls are frequently used to
prevent unauthorized Internet users from accessing private networks
connected to the Internet, especially intranets. All messages entering or
leaving the intranet pass through the firewall, which examines each
message and blocks those that do not meet the specified security criteria.

Frame Relay

A standardized wide area networking (WAN) technology that specifies
the physical and logical link layers of digital telecommunications channels
using a packet switching methodology.

Full Release

All components of the release unit that are built, tested, distributed, and
implemented together.

HBA

Host bus adapter. An HBA is an I/O adapter that sits between the host
computer's bus and the Fiber Channel loop and manages the transfer of
information between the two channels. In order to minimize the impact on
host processor performance, the host bus adapter performs many low-
level interface functions automatically or with minimal processor
involvement.

HMC

Hardware Management Console (HMC) uses its network connections to
one or more servers or frames (referred to as managed systems) to
perform various management functions.

Hours of
Support

The number of hours per day and the number and which days of the
week that support will be provided for a given Service Level.

ICRA

Internet Content Rating Association is an independent, non-profit
organization whose mission is to protect children from potentially harmful
material.

IDS

Intrusion detection system and is software and/or hardware designed to
detect unwanted attempts at accessing, manipulating, and/or disabling

computer systems, mainly through a network, such as the Internet.
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S

Internet Information Server, Microsoft's Web server that runs on Windows
NT platforms. In fact, 1IS comes bundled with Windows NT 4.0. Because
IIS is tightly integrated with the operating system, it is relatively easy to
administer. However, currently IS is available only for the Windows NT
platform, whereas Netscape's Web servers run on all major platforms,
including Windows NT, OS/2 and UNIX.

Incident
Management

ITIL Process — Provides continuity: Restore services ASAP. Detection,
recording, classification, investigation, diagnosis, resolution, recovery. An
incident is a deviation from the (expected) standard operation of a system
or service.

The process of restoring normal service operation as quickly as possible
and minimizing the adverse impact on business operations. This will
ensure the best possible levels of service quality and availability are
maintained.

Incident(s)

Any event which is not part of the standard operation of a service and
which causes, or may cause, an interruption to, or a reduction in, the
quality of that service.

IP Address

Internet protocol address. An identifier for a computer or device on a
TCP/IP network.

IPS

Intrusion Prevention System is a network security device that monitors
network and/or system activities for malicious or unwanted behavior and
can react, in real-time, to block or prevent those activities. IPS is
considered by some to be an extension of intrusion detection (IDS)
technology.

IRMD

Information Resources Management Division - To provide leadership
within state government for the effective development, management and
enhancement of digital technologies. Provide core technology and
communication services in support of state agencies. IRMD includes:
Cyber Security, e-Government, Enterprise Application Services,
Enterprise Network Services, Enterprise IT Planning and Policy,
Enterprise Quality Assurance, State Data Center, Geospatial Enterprise
Office, Publishing & Distribution, and Technology Support Center.

Iron Mountain

Company located in Beaverton used for physical off-site storage.

IT Service
Continuity

The process ensuring that any IT service can provide value to the
customer in the event that normal availability solutions fail. This process
to be done within Disaster Recovery / Business Continuity Planning once
the SDC is initiated.

ITIL

Information Technology Infrastructure Library — a set of best practices
standards for information technology (IT) service management. The ITIL
provides businesses with a customizable framework of best practices to
achieve quality service and overcome difficulties associated with the
growth of IT systems
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ITSM

Information Technology Service Management. A discipline for managing
IT systems, philosophically centered on the customer’s perspective of
IT’s contribution to the business and stands in deliberate contrast to
technology-centered approaches to IT management and business
interaction.

IVR

Interactive Voice Response (IVR) is an automated telephony system that
interacts with callers, gathers information and routes calls to the
appropriate recipient.

JLCIMT

Joint Legislative Committee on Information Management and
Technology.

KPI

A key performance indicator and is a business metric used to evaluate
factors that are crucial to the success of an organization.

KVM

Keyboard, video, mouse switch, a hardware device that enables a single
keyboard, video monitor and mouse to control more than one computer
one at a time.

LAN

Local Area Network — internal connectivity within an office site.

Legato

Legato storage software solutions enable the complete process of
managing data in relation to storage — movement, protection, archiving
and availability — integrated with front-end applications. EMC product line.

Linux

A freely-distributable open source operating system that runs on a
number of hardware platforms. The Linux kernel was developed mainly
by Linus Torvalds. Because it's free, and because it runs on many
platforms, including PCs and Macintoshes, Linux has become an
extremely popular alternative to proprietary operating systems.

LPAR

Acronym coined by IBM for logical partition LPAR. An LPAR is the
division of a computer's processors, memory, and storage into multiple
sets of resources so that each set of resources can be operated
independently with its own operating system instance and applications.

LUN

Logical Unit Number. The identifier of a SCSI logical unit, and by
extension of a FiberChannel or iSCSI logical unit. This is a physical or
virtual peripheral device addressable through a target.

Metric

Measurable element of a service process or function.

MIPS

Millions of instructions per second. A standardized unit of measure for
mainframe performance.

Monitor

The activity of watching a particular function in order to ascertain its
status.
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MPLS

MultiProtocol Label Switching technology provides the flexibility to apply
an integrated approach to managing data transport needs. You can
ensure traffic that needs stable, reliable bandwidth, such as streaming
video or Voice over Internet Protocol (VolP) telephony, receives the
highest priority and routing on the network. Lower bandwidth
requirements, such as email, receive a lower priority — but guaranteed
throughput levels ensure there is no obvious difference to the user.

MSP

Managed Service Provider.

NAT

Network Address Translation, an Internet standard that enables a local-
area network (LAN) to use one set of IP addresses for internal traffic and
a second set of addresses for external traffic. A NAT box located where
the LAN meets the Internet makes all necessary IP address translations.

Normal Service
Operation

Service operation parameters within agreed Service Level Agreements
(SLA) limits.

@)

ODBC

Open Data Base Connectivity, a standard database access method
developed by the SQL Access group in 1992. The goal of ODBC is to
make it possible to access any data from any application, regardless of
which database management system (DBMS) is handling the data.

ODE

Oregon Department of Education

ODF

Oregon Department of Forestry was established in 1911.

ODOT

Oregon Department of Transportation was established in 1969.

OED

Oregon Employment Department.

OLA

Operational Level Agreement.

oMC

Operations Management Center.

On-Call Support

The number of hours per day and the number of days per week support
will to be provided via an On-Call communication mechanism (cell, pager,
text messaging, phone, signal flare, mega-phone, other) based on the
agreed SLA.

On-Site support

The resource is physically located on the SDC premises to provide
support.

Open Source

(1) Generically, open source refers to a program in which the source
code is available to the general public for use and/or modification from
its original design free of charge, i.e., open.

(2) A certification standard issued by the Open Source Initiative (OSI)
that indicates that the source code of a computer program is made
available free of charge to the general public.
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Operational
Level
Agreements
(OLA)

An internal agreement covering the delivery of services which support the
IT organization in their delivery of services.

Oracle

Oracle Corporation is the largest software company whose primary

business is relational database products.

ORPIN

ORPIN provides access to procurement and contracting information
issued by the State of Oregon, local governments, and political
subdivisions. www.orpin.oregon.gov

ON]

Operating System - The most important program that runs on a
computer. Every general-purpose computer must have an operating
system to run other programs and to interface with all primary computer
resources such as memory and all peripheral devices such as storage
devices, monitors, keyboards, and printers.

OSP

Oregon State Police.

ODVA

Oregon Department of Veterans’ Affairs.

OYA

Oregon Youth Authority.

P&D / Print
Plant

Publishing and Distribution (P&D) is part of the DAS agency. The Print
Plant is the physical structure providing print and mail distribution
services to State of Oregon agencies.

Packet Filtering

Also referred to as static packet filtering. Controlling access to a network
by analyzing the incoming and outgoing packets and letting them pass or
halting them based on the IP addresses of the source and destination.
Packet filtering is one technique, among many, for implementing security
firewalls.

Pharming

Pharming crimeware misdirects users to fraudulent sites or proxy
servers, typically through DNS hijacking or poisoning.

Phishing

Phishing attacks use both social engineering and technical subterfuge to
steal consumers' personal identity data and financial account credentials.
Social-engineering schemes use 'spoofed' e-mails to lead consumers to
counterfeit websites designed to trick recipients into divulging financial
data such as credit card numbers, account usernames, passwords and
social security numbers. Hijacking brand names of banks, e-retailers and
credit card companies, phishers often convince recipients to respond.
Technical subterfuge schemes plant crimeware onto PCs to steal
credentials directly, often using Trojan keylogger spyware.
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PMO

Project Management Office. The PMO is a strategic entity employed at
the corporate level, meaning it sets project standards across the
enterprise and is supported by upper managers. There are two basic
models of PMOs: one that acts in a consulting capacity, providing project
managers in business units with training, guidance and best practices;
and a centralized version, with project managers on staff who are loaned
out to business units to work on projects.

POP

Policy Option Package.

Problem
Management

ITIL Process — Ensures stability in IT services, by identifying and
removing errors in the IT infrastructure. A problem is a condition that has
been defined, identified from one or more incidents exhibiting common
symptoms, for which the cause in unknown. A known error is a condition
identified by successful diagnosis of the root cause of a problem, when it
is confirmed that a Cl is at fault. Problem Management differs from
Incident Management in that it seeks to investigate the root cause of an
incident and find the solution whereas Incident Management seeks to find
the quickest way of restoring service, potentially through a workaround
rather than a solution.

Problem(s)

Unknown underlying cause of one or more Incidents.

Process

A connected series of actions, changes etc. performed by agents with
intent to satisfy a goal.

Provisioning

“SDC Provisioning” is...
o Server
o Server requirements gathering.

o Server configuration including interfacing with network, internet,
and peripheral devices.

e Rack
o Rack availability
o Rack layout defined
o Shelves and/or rail kits available
o KVM available in the rack
e Power
o Power to the rack
o PDUs in the rack
o Power cables available
e Network
o Network switch in the rack
o Network switch configured for the appropriate VLAN(s)
o Network cables available (copper or fiber)
e Storage
o Storage allocated
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Proxy Server

A server that sits between a client application, such as a Web browser,
and a real server. It intercepts all requests to the real server to see if it
can fulfill the requests itself. If not, it forwards the request to the real
server. Proxy servers have two main purposes: Improve Performance
and Filter Requests

QinQ

802.1Q tunneling (Q in Q) enables support personnel to use a single
connection to support customers who have multiple connections, while
preserving customer network configurations and keeping traffic in
different customer networks segregated. Q in Q provides security via
isolation of customer traffic, backward compatibility preserving existing
customer structures and scalability.

RACF

Resource Access Control Facility is the IBM security management
product for its mainframe (large server) operating system, 0OS/390 (MVS)
as well as for its VM operating system. RACF allows an enterprise to
manage the biggest security threat in most enterprises: destruction of
computing resources by its own employees.

RAID

Redundant Array of Independent (or Inexpensive) Disks, a category of
disk drives that employ two or more drives in combination for fault
tolerance and performance. RAID disk drives are used frequently on
servers but aren't generally necessary for personal computers.

Red Hat

A leading software company in the business of assembling open source
components for the Linux operating system and related programs into a
distribution package that can easily be ordered. Red Hat provides over
400 different software packages, including the C language compiler from
Cygnus, a Web server from Apache, and the X Window System from X
Consortium.

Regression
Testing

The selective retesting of a software system that has been modified to
ensure that any bugs have been fixed and that no other previously
working functions have failed as a result of the reparations and that newly
added features have not created problems with previous versions of the
software.

Release

A collection of new and/or changed Configuration Items (Cls) which are
tested and introduced into the live environment together.

Release
Management

The process of coordinating and managing releases to a live
environment. The process includes planning, analyzing, designing,
building, testing, and deploying a bundled release of hardware and
software to multiple customers and locations. Includes release package
assembly, centralized and distributed software storage and version
control, migration control, release preparation and acceptance, software
and data distribution, and hardware and software installation.

Release
Package -

A group of releases (can include both full and delta releases) packaged
together and implemented concurrently.
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Remedy

Remedy® IT Service Management (ITSM) unifies service desk, incident,
problem, change, asset life cycle, and service level management
applications with a single configuration management database (CMDB),
data model, workflow platform, and user interface.

Request
Management

The process to ensure that requests submitted to the State Data Center
are handled appropriately. This function is handled by the Service Desk

and the Change Management process.

Respond

Acknowledgment by email or phone from staff at the State Data Center to
- the requester. This timeframe refers to the maximum time expectation for
- SDC staff to contact a customer in response to a reported break/fix,

- service request, or support request, once the SDC receives the email,

- phone call, or time that the voice mail is recorded.

RFI

Request for Information and is generally a prelude to a request for
proposal.

RFP

Request for Proposal, a document that an enterprise sends to a vendor
inviting the vendor to submit a bid for hardware, software, services, or
any combination of the three. An organization typically issues the RFP in
order to assess competing bids.

Router

A device that forwards data packets along networks. A router is
connected to at least two networks, commonly two LANs or WANSs or a
LAN and its ISP’s network. Routers are located at gateways, the places
where two or more networks connect.

RPO

Recovery Point Objective — This refers to the amount of data loss
(represented as a time period) that is acceptable or recoverable.

RTO

Recovery Time Objective — RTO1 refers specifically to the operational
recovery time objective, i.e. target time to restore failed operational
hardware.

RTO2 refers specifically to the site recovery time objective, i.e. target
time to restore or recover to a secondary site in the case of disaster.

SAN

Storage Area Network (SAN) is a high-speed special-purpose network (or
subnetwork) that interconnects different kinds of data storage devices
with associated data servers on behalf of a larger network of users.

Scope
Exclusions

Areas of IT responsibility that remain with the agency rather than the
SDC.

Scope
Inclusions

Areas of IT responsibility that will be transferred from the agency to the
SDC.
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SDC

Oregon State Data Center, a division of DAS — Department of
Administrative Services. The State Data Center was created to deliver
the state's computing and networking infrastructure services. This
consolidated data center for the state of Oregon is the result of the
Governor's Computing and Networking Infrastructure Consolidation
(CNIC) initiative. CNIC is the combined effort of 12 of the state's largest
agencies representing the majority of the state's computing power.

It creates a new environment to achieve economies of scale and other
benefits including 24x7 operations; improved tools and processes
through collective purchasing; increased security; better and more
reliable technology; improved ability to recover from disaster; and
standardization.

Server

A computer or device on a network that manages network resources. For
example, a file server is a computer and storage device dedicated to
storing files. Any user on the network can store files on the server. A print
server is a computer that manages one or more printers, and a network
server is a computer that manages network traffic. A database serveris a
computer system that processes database queries.

Service
Availability (see
also Availability)

Ability of a component or service to perform its required function at a
stated instant or over a stated period of time. It is usually expressed as
the availability ratio, i.e. the proportion of time that the service is actually
available for use by the customers within the agreed service hours.

Service Desk

Oregon State Data Center’s helpdesk. The single point of contact within
the IT organization for consumers of IT services.

Service Level
Agreement
(SLA)

An agreement between the SDC and representative agencies to specify
the services, the service levels, expectations, specific conditions, and the
parties involved.

Service Level
Management
(SLM)

ITIL Process — Ensures an agreement between the SDC and its
customers can be reached to monitor at an optimal level of IT service in
close cooperation between provider and supplier. The process of
maintaining and improving IT Service quality through a constant cycle of
defining, agreeing, documenting, monitoring, and reporting the levels of
customer IT service, that are required and cost justified. This process will
be defined and administered by the Service Level Management team
within the SDC.

Service
Response Time

Target timeframe set for a service to perform its required function at a
stated instant or over a stated period of time. It is usually expressed as
seconds or sub seconds but can be whatever time or unit measurement
that is appropriate and agreed upon for a given platform.

Service(s)

The deliverables of the SDC as perceived by its customers. Contains
one or more IT systems working together to enable a business process.
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SMTP

Simple Mail Transfer Protocol is a TCP/IP protocol used in sending and
receiving e-mail. However, since it is limited in its ability to queue
messages at the receiving end, it is usually used with one of two other
protocols, POP3 or IMAP that let the user save messages in a server
mailbox and download them periodically from the server. In other words,
users typically use a program that uses SMTP for sending e-mail and
either POP3 or IMAP for receiving e-mail.

SOEN

State of Oregon Enterprise Network.

SPO

State Procurement Office.

SSL

Short for Secure Sockets Layer, a protocol developed by Netscape for
transmitting private documents via the Internet. SSL uses a cryptographic
system that uses two keys to encrypt data — a public key known to
everyone and a private or secret key known only to the recipient of the
message. Both Netscape Navigator and Internet Explorer support SSL
and many Web sites use the protocol to obtain confidential user
information, such as credit card numbers. By convention, URLs that
require an SSL connection start with https: instead of http:

Stand alone /
Standalone

An entity that stands alone or in and of itself and has few if any
dependency requirements to fulfill its function. In IT a standalone object
can refer to a server, a process, a network, a storage device, a program,
or other entity. Most common use of standalone is with regard to a
server.

Support Hours
(see Hours of
Support)

The agreed upon number of hours per day and the number and which
days of the week that support will be provided for a given Service Level.

SuSE

SuSE (pronounced soo'-sah) is a German Linux distribution provider and
business unit of Novell, Inc. Like Red Hat and Caldera, SUSE assembles
open source components for the Linux operating system and related

programs into a selection of distribution packages that can be purchased.

Switch

In networks, a device that filters and forwards packets between LAN
segments. Switches operate at the data link layer (layer 2) and
sometimes the network layer (layer 3) of the OSI Reference Model and
therefore support any packet protocol. LANs that use switches to join
segments are called switched LANSs or, in the case of Ethernet networks,
switched Ethernet LANS.

System

An integrated composite that consists of one or more of the processes,
hardware, software, facilities and people, that provides a capability to
satisfy a stated need or objective.

System
Response Time

Target timeframe set for a system (OS, platform, printer, etc) component
to perform its required function at a stated instant or over a stated period
of time. It is usually expressed as seconds or sub seconds but can be
whatever time or unit measurement that is appropriate for a given
platform.
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TAP

Technical Availability Plan. Normally associated with disaster recovery
inititives.

TCP/IP

Transmission Control Protocol/Internet Protocol, the suite of
communications protocols used to connect hosts on the Internet. TCP/IP
uses several protocols, the two main ones being TCP and IP. TCP/IP is
built into the UNIX operating system and is used by the Internet, making
it the de facto standard for transmitting data over networks. Even network
operating systems that have their own protocols, such as Netware, also
support TCP/IP.

Time to
Respond

The amount of time available for a response to an incident from the
appropriate SDC support personnel. This is the time for triage on the
Incident to begin at a minimum.

Time to Restore

The amount of time that is taken to return a given service to normal levels
of performance from the onset of an Incident to the point where adequate
checks have taken place to ensure that the service has been restored.

TINA

An abbreviated name for Time Navigator, an enterprise-level backup
software package supported by Attempo. This was the backup software
in use when the SDC used the Burns Backup Facility for its backups.

TOAD

A software application tool offered by Quest Software for use with Oracle
applications development.

Trunk

A trunk is a physical path or link in a communications system that is
designed to handle many transmissions simultaneously and that
interconnects major switching centers or nodes.

TSO

Telecommunication Service Order.

uc

Underpinning Contracts.

Unix

Pronounced yoo-niks, a popular multi-user, multitasking, and flexible
operating system developed at Bell Labs in the early 1970s, is widely
used throughout the world, and forms the backbone of the Internet.

URL

Uniform Resource Locator, the global address of documents and other
resources on the World Wide Web. The first part of the address
indicates what protocol to use, and the second part specifies the IP
address or the domain name where the resource is located.

Virtualization

A set of techniques for sharing resources. It can apply to storage,
computation or networking.
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VLAN

A virtual (or logical) LAN is a local area network with a definition that
maps workstations on some other basis than geographic location (for
example, by department, type of user, or primary application). The virtual
LAN controller can change or add workstations and manage load
balancing and bandwidth allocation more easily than with a physical
picture of the LAN. Network management software keeps track of relating
the virtual picture of the local area network with the actual physical
picture.

VOLSER

The tape volume serial number or VOLSER is the method used to
uniquely identify a tape volume. The VOLSER is specified in the tape
label, which is the first set of information contained on the tape.

VPN

Virtual Private Network

VSAM

Virtual Storage Access Method is a file management system for IBM's
larger operating systems, including its primary mainframe operating
system, MVS, now called OS/390.

VTAM

Virtual Telecommunications Access Method is an IBM application
program interface (API) for communicating with telecommunication
devices and their users.

VTL

Virtual tape library, an archival backup solution that combines traditional
tape backup methodology with low-cost disk technology to create an
optimized backup and recovery solution. It is an intelligent disk-based
library that emulates traditional tape devices and tape formats. Acting like
a tape library with the performance of modern disk drives, data is
deposited onto disk drives just as it would onto a tape library, only faster.
Virtual tape backup solutions can be used as a secondary backup stage
on the way to tape, or as their own standalone tape library solution. A
VTL generally consists of a Virtual Tape appliance or server, and
software which emulate traditional tape devices and formats.

WAN

Wide Area Network — connectivity between offices and sites.

WAPT

Web Application Performance Tester — Testing tool.

Web Filter

A Web filter is a program that can screen an incoming Web page to
determine whether some or all of it should not be displayed to the user.
The filter checks the origin or content of a Web page against a set of
rules provided by company or person who has installed the Web filter. A
Web filter allows an enterprise or individual user to block out pages from
Web sites that are likely to include objectionable advertising,
pornographic content, spyware, viruses, and other objectionable content.
Vendors of Web filters claim that their products will reduce recreational
Internet surfing among employees and secure networks from Web-based
threats.
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WINS : Windows Internet Naming Service (WINS), part of the Microsoft Windows
NT and 2000 Servers, manages the association of workstation names
and locations with Internet Protocol addresses (IP addresses) without the
user or an administrator having to be involved in each configuration
change.

Sources of Definitions

www.google.com
www.searchOpenSource.com

WWW.0regon.gov

www.webopedia.com

www.whatis.com

www.wikipedia.org

Executive ITIL Overview, presented by Laurie Dolan, Pink Elephant
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Updated as of 05/11/10

GARRETT, Matthew Director, Department of Transportation
SAIKI, Clyde Deputy Director, Department of Transportation
GOLDBERG, Bruce Director, Department of Human Services
NEELY, Jim Deputy Director, Department of Human Services

HARCHENKO, Elizabeth Director, Department of Revenue

HARRA, Scott Director, Department of Administrative Services
McLAIN, Tim Superintendent, Oregon State Police
MERCED, Victor Director, Oregon Housing and Community Services
UPADHYAY, Satish Administrative Services Division Chief, Department of Forestry
STREISINGER, Cory Director, Department of Consumer and Business Services
LONG, Mark Deputy Director, Department of Consumer and Business Services
WARNER, Laurie Director, Department of Employment
WILLIAMS, Max Director, Department of Corrections
WILLIS, Jim Director, Department of Veterans’ Affairs
BROWN, Paula Deputy Director, Department of Veterans’ Affairs
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BENCH, Cleve
BERRY, Ben
BORJA, William
BOZzzl, Julie
BYERLY, Laurie
CARPENTER, Bill
CRAIG, Bruce
GAUTHIER, Albert
HARRA, Scott
HOWARD, Rick
HOWARD, Dave
JEFFERSON, Sandy
KAUTZ, Kris
LARSON, Trygve
LESTER, Mel
LOWRY, Lloyd
MARECIC, Jeff
MASSE, Theresa

MARGARONIS, John
OLIVER, Dorothy
PETERSON, Jill
PETTY, Dugan

POLAND, Steve
POTTER, Kevin
RUTTEN, Troy
SELLARS, Jim

Updated as of 07/10/10

Department of Revenue

Department of Transportation

Judicial

State Data Center

Legislative Fiscal Office

Housing and Community Services

Department of Veterans’ Affairs

Oregon State Police

Department of Administrative Services
Department of Human Services

Department of Justice

Department of Forestry

Deputy Director, Department of Administrative Services
Parks and Recreation

Operations, Department of Administrative Services
Department of Corrections

PERS

Enterprise Strategy and Policy, Department of
Administrative Services

Oregon State Lottery
Department of Consumer and Business Services
Oregon Youth Authority

Enterprise Strategy and Policy, Department of
Administrative Services

Department of Agriculture
Douglas County
Department of Employment

Lane County RIS
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