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21. Appendix A – Service Management Processes

Request /Incident Management

[image: image1.wmf]Inputs

•

Incident Report Form

•

Service Request Form

•

Change Request Form

•

Incident Report Instructions

•

Service Request Instructions

•

Change Request Instructions

•

Configuration Information

Outputs

•

Incident Report Form

•

Service Request Form

•

Change Request Form

•

Problem Resolution

•

Assigned Service Activity

•

Status Notifications

•

Escalated Request Cases

•

Historical Data for Problem Mgmt.

•

Request Management Reports

Activities

•

Open Request Case

•

Classify Request Type, Validity and Criticality

•

Resolve or Assign Request To Next Level

•

Monitor Request Progress

•

Escalate Overdue Request Cases

•

Close Request Case

•

Provide Request Analysis and Reports

•

Maintain Request Management Process/Files

The Request Management process receives and logs incident/proble

m, service, and change requests from customers and 

IM departments. These requests are then resolved immediately or 

assigned for further work. Status and results are communicated t

o affected 

areas, the original submitter, and other interested parties.

Description

Tools Used

•

Internal Web Server

•

Request Management System

•

Problem Management System

•

Personal Communications Tools

Process Triggers

•

Customer Problem

•

Customer Service Request

•

Service Malfunction Alert

•

Platform or Service Installation, Upgrade, 

Removal

•

Emergency Maintenance

Performance Metrics

•

Total Requests Processed and By Type

•

Count/Percent Resolved, Assigned 

•

Count/Percent Resolved Within SLA Limits

•

Count/Percent First Round Success

•

Percent of Requests per Service
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Configuration Management
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•

Configuration Information From Change 

Requests and Service Requests

•

Standards

•

Vendor Alerts

•

Information Requests

Outputs

•

User Profiles

•

Service Profiles

•

Change Notification to Other Processes

•

Configuration Audits

•

Configuration Management Reports

Activities

•

Receive and Maintain Configuration Information

•

Receive and Maintain Standards

•

Provide Configuration Change Notification

•

Maintain Appropriate Configuration History

•

Support Incident and Problem Management

•

Support Change and Capacity Management 

Analysis

•

Perform Configuration Audits

•

Provide Configuration Management Reports

•

Maintain Configuration Management Process/Files

The Configuration Management process receives and files informat

ion about service components for later use during 

Request Management, problem diagnosis, standards management, and

analysis of impact when evaluating components for replacement o

r 

enhancement. The process maintains information about network, se

rver, desktop, and mobile hardware and software, including staff

and vendor 

contacts, and customer configurations.

Description

Tools Used

•

Internal Web Server

•

Configuration Management System

•

Personal Communications Tools

Process Triggers

•

Customer Status Change

•

Service Installation or Upgrade

•

Capacity Upgrade

•

Vendor Information Change

Performance Metrics

•

Total Configuration Items to Identify Resource 

Requirements

•

Count/Percent Added/Updated/Deleted to Identify 

Workload

•

Count/Percent by Service to Identify Resource 

Consumption

•

Count/Percent Failing Audit
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Change Management
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Change Request Form
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Change Request Instructions
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Service Package Contents
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•

Service Package Back

-

Out Instructions

Outputs

•

Evaluated, Authorized  Change Request

•

New or Updated Service

•

Service Change Notifications

•

Updated Configuration Information

•

Change Management Reports

Activities

•

Open Change Request Form

•

Evaluate Validity, Impact, Criticality, and Risk of 

Change

•

Approve, Suspend or Reject Change Request

•

Package and Schedule Change

•

Apply and Validate Change Release Package

•

Accept or Remove Change

•

Close Change Request

•

Provide Change Analysis and Reports

•

Maintain Change Management Process/Files

The Change Management process evaluates service changes for vali

dity and impact, coordinates change related work 

orders, and facilitates the scheduling and application of the ch

ange package. Status and results are communicated to affected ar

eas, the original 

submitter, and other interested parties.

Description

Tools Used

•

Internal Web Server

•

Change Management System

•

Personal Communications Tools

Process Triggers

•

Service Installation

•

Service Update Release Package

•

Platform Installation, Upgrade, Removal

•

Emergency Maintenance

Performance Metrics

•

Total Change Requests Processed

•

Count/Percent Approved, Suspended

•

Count/Percent Applied

•

Count/Percent Accepted/Rejected

•

Proportion per Service
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Release Management
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Outputs
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Production Ready Package

•

Instructions For Package Installation, 

Verification, and Removal

Activities

•

Assemble Components Into Package

•

Create Instructions Needed To Install, Verify, and 

Remove Package

•

Validate Instructions and Package Contents

•

Release Package For Deployment

•

Provide Release Management Reports

•

Maintain Release Management Process/Files

The Release Management process combines the necessary components

into a package to install a new or updated service 

into production for a customer segment. The package is then deli

vered to the deployment group(s) responsible for scheduling and 

installing the 

package into production. 

Description

Tools Used

•

Internal Web Server

•

Configuration Management System

•

Change Management System

•

Workload Management Tools

•

Release Management Tools

•

Personal Communications Tools

Process Triggers

•

Major Release Timing

•

Minor Release Timing

•

Emergency Fix

Performance Metrics

•

Emergency Fix Count Reduction

•

Decreased Deployment Failures

•

Decreased Support Calls

•

Degree of Automation
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Problem Management
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•
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•
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•
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•
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The Problem Management process receives, diagnoses, resolves, an

d files incident and problem reports for later queries 

during Request Management, problem diagnosis, root cause determi

nation, and analysis of performance when evaluating components f

or 

replacement or enhancement. 

Description

Tools Used

•

Internal Web Server

•

Problem Management System

•

Problem Diagnosis Methods & Tools

•

Personal Communications Tools

Process Triggers

•

Customer Problem

•

Service Malfunction Alert

•

Vendor Problem Alerts

Performance Metrics

•

Total Problems Processed

•

Count/Percent Resolved, Assigned

•

Count/Percent Resolved Within SLA Limits

•

Count/Percent by Component
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Note:  Also see Incident Management process flows for the immediate management of incidents caused by underlying problems.
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Introduction

The purpose of this agreement is to……

Master Agreement
Version History Table: Date, Version Number, Creator 

Table of Contents 
Stakeholder Name and Role 
	Stakeholder
	Stakeholder Role
	SLA Signoff Date

	
	Service Provider Executive
	

	
	Service Consumer Executive
	

	
	Service Provider SLA Administrator
	

	
	Service Provider Point of Contact
	

	
	Service Consumer Point of Contact
	

	
	
	

	
	
	


Document Distribution 

This section would identify a list of contacts within the SDC and agency that receive a copy of the SLA

	Name
	Title
	Telephone

	<Agency>

	
	Chief Information Officer
	

	
	Deputy Chief Information Officer or other Manager designee 
	

	
	
	

	
	
	

	
	
	


SDC Mission – Service Provider 
Simple mission statement so that both parties understand each others mission.

<Agency> Mission - Service Recipient 

Simple mission statement so that both parties understand each others mission.
Scope of Agreement 

This section would contain those services that will be provided to the agency. Not all services listed below are utilized. Identify in scope as well as out of scope items. In scope would include all common baseline services provided at the enterprise level as well as specific services for all platforms managed for the agency either centrally or remotely.  

Service Period (Start, End, Review) 
This should apply at the master level.

July 31, 200X through July 31, 200X 

For review in June 2006

General Responsibilities
General SDC Responsibilities 
Define SDC responsibilities as they pertain to the SLA. This may include vendor or other existing third party contract requirements.
General Agency Responsibilities

Define agency responsibilities as they pertain to the SLA.

Agency Sites 
This section would identify the types of agency sites covered by this SLA.  It would identify any site specific support conditions, such as 24x7 operations, or mission critical operation. It would also identify any sites excluded from SLA support coverage. A specific list of sites and locations would be listed in Appendix B and provided by the agency.

SDC Operations and Business Model 

This section would include a high level organization chart for the SDC.  

Change Management 

Request for Change (RFC) Targets

Targets for approving, handling and implementing RFCs based upon the Category or Urgency/priority of the change.

Service Continuity 

IT Service Continuity and Security 

A brief mention of IT Service Continuity Plans and how to invoke them, and coverage of any security issues, particularly any responsibilities of the Customer (e.g. back-up of free-standing PCs, password Changes) 

Disaster Recovery 
TBD
Disaster Service Targets 
Details of any diminished or amended service targets should a disaster situation occur (if no separate SLA exists for such a situation). Disaster Plan – SDC should commit to an annual review by each agency of the SDC Disaster Plan

SLA Escalation Procedure 

The SDC will be accountable to the Governing Board for performance against service levels and responsibilities in this agreement.  In the event that the SDC or an agency does not meet the agreed upon services or responsibilities, either party may invoke the SLA escalation process.  This process begins with an effort to resolve the issue immediately but includes escalation steps and time frames if attempted resolutions fail. 
Service Reporting and Reviewing 

This section would cover the reporting frequency and process for review. Specific reporting by service would be covered in each services section.
Chargeback Methodology 

This section should present the methodology for allocating charges overall and not specific to each service.
Service Level Change Process 

This section should present the process for agency customers to make mid-year changes to service levels.

Service Desk

(Repeat same services sections)

Call Escalation Model 
This section would include a diagram of incident and problem call processes. It would identify call types and priorities.
Example Prioritization:
	Priority
	Description

	1
	Emergency
	Critical business impact.  Multiple users and/or halts critical operations.  Notify management immediately.

	2
	Urgent
	Impacts individual or small group. Normal operations impaired, but can continue working. 

	3
	Standard
	Not Critical. Impacts individual or group with an accepted mutually established timeframe.

	4
	Low
	Not Critical.  Informational or educational in nature.


Document Approval

State Data Center



Name:







Date:

<Name, Title, SDC…>

<Name, Title, SDC…>

<Agency>
Name:



Date:

<Name, Title, Agency…>

<Name, Title, Agency…>

Appendix A – Glossary 

	Term
	Definition

	Resolution
	Fix the problem, or send a written resolution plan to the customer describing the process required to fix the problem. Fixes may occur by phone, by remote control, or by making an on-site visit to diagnose the issue.

	Initial response
	The first significant effort spent trying to diagnose or resolve the problem, may be over the phone or by remote control.


Appendix B – Agency offices and locations 
This section would include a list of all agency sites, including addresses, phone numbers, hours of operation, and primary contacts. The agency is responsible for providing this information and keeping it up to date.
Appendix C – Agency System and Applications Supported by the SDC  
This section would include a detailed description of the agency applications and systems to be supported by the SDC.  This section should describe in detail the criticality, importance and attributes of the system of application being described.  
	Criticality
	Description

	Business Important
	Server (application) downtime has no major impact on the business.  Services can be down for up to 48 hours.

	Business Critical
	Server (application) downtime may have limited or no legal or financial impact.  Outages up to 4 hours are acceptable.

	Mission Critical
	Server (application) downtime has substantial legal or financial impact on the business.  Only planned outages are acceptable.


Appendix D - Relevant <Agency> Policy for Consideration

Provides an opportunity for agencies to outline relevant policies so that they are appropriately documented.  These relevant policies might include confidentiality or security agreements, background check requirements etc.
23. Appendix D – Draft Service Catalog for the State Data Center
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SECTION 1: Introduction

Document Purpose

This document is intended to document the IT infrastructure services, service metrics and service levels to be provided by the State data center (SDC).  It is expected that this document will be changed over time to reflect new services and more accurate service levels as the SDC gains experience in managing the consolidated workload.

At the time of the first draft of this services catalog (June, 2005), the CNIC Accounting Work Group is in the process of determining the means by which the SDC will charge for SDC services.   The services catalog should document the basis for SDC charges; however, the billing units have not yet been determined.  We have included some potential billing units for the services in this catalog both to suggest some obvious candidates as well as to have placeholders for the actual billing units when they become available.

Document History

During Phase 2 of the State of Oregon’s Computer and Network Infrastructure Consolidation (CNIC)  project (April - June, 2005), the Service Management Workgroup was chartered to determine the services to be offered by the SDC, service metrics and service levels.  In order to accomplish this, the workgroup, which consisted of representatives of each of the participating agencies, surveyed their respective agencies current services.  The results of this survey were summarized and reconciled with the scope definitions produced by the CNIC steering committee to produce the items found in this proposed services catalog.
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	0.2
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	Initial revisions

	0.3
	07/11/05
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	07/27/05
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	Added video services, expanded on cabling responsibilities, added glossary, made other minor clarifications and revisions
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	08/25/05
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	Incorporated changes from recommended by the SDC Administrator and the CNIC Steering Committee.


Common Considerations

The delivery of all services will be subject to some common constraints.  It is anticipated that all services will be delivered in accordance with the services management framework that will be formulated by the Service Management workgroup.  All services will be performed so that agreed upon security policies and rules are maintained.  Similarly, key processes required for the delivery of these services, such as change management, will be adhered to.  In this regard, the change management process will provide for 48 hour advanced notification of scheduled down time for elements of the IT infrastructure that are managed by the SDC.  If additional notice is required by particular agencies, these requirements are to be documented in the service level agreement (SLA),  The key processes that will be developed are defined in the charter of Service Management workgroup.  They are:

a. Request Management

b. Customer Relationship Management

c. Configuration Management

d. Problem Management

e. Change Management

f. Release Management

The definition and framework for development of these processes will be the IT Infrastructure Library (ITIL).  Additional ITIL based processes were identified that were not part of the original Service Management Workgroup scope and therefore were not all developed as part of this effort.  The workgroup recognizes that these processes are important to the efficiency of the SDC.  The processes are listed below with comment on where they have been or will be addressed.  The processes are:

a. Availability Management – The Availability Management process is to monitor IT components to ensure that IT consistently and cost-effectively delivers the level of availability required by the customer.  It is anticipated that this function will be performed by the SLM Group within the SDC.
b. Incident Management – Incident Management is the process of restoring normal service operation as quickly as possible and minimizing the adverse impact on business operations.  This will ensure the best possible levels of service quality and availability are maintained.  'Normal service operation' is defined as service operation within Service Level Agreements (SLA) limits.  The Service Desk function and therefore Request Management and Customer Relationship Management are a part of this process.  It been delivered as part of the High-level process flows presented to the CNIC Steering Committee.  
c. IT Service Continuity – IT Service Continuity Management process ensures that any IT service can provide value to the customer in the event that normal availability solutions fail.  This planning is being done within the Logistics Workgroup please reference their Disaster Recovery / Business Continuity Planning documents for more detail. 
d. Capacity Management – Capacity Management is the process of planning, sizing, and controlling IT capacity to satisfy user demand at a reasonable cost within the  performance levels agreed to in the service level agreement (SLA) or internal to IT as a operating level agreement (OLA). This planning is being done within the Logistics Workgroup please reference their documents for more detail. 
e. Financial Management – The process which is responsible for the sound stewardship of the monetary resources of the organization. It supports the organization in planning and executing its business objectives and requires consistent application throughout the organization to achieve maximum efficiency and minimum conflict.  The Accounting Workgroup has the responsibility for defining this process.
f. Service Level Management – Service Level Management (SLM) is the process of maintaining and improving IT Service quality through a constant cycle of defining, agreeing, documenting, monitoring, and reporting the levels of customer IT service, that are required and cost justified.  Processes for reporting these metrics are to be developed and documented by the SDC and participating agencies.  These processes will be documented in the SLAs.  This process operation is the primary function being performed by the SLM Group within the SDC.  
It is also anticipated that the CNIC Accounting workgroup working with the CNIC Service Management workgroup will develop a chargeback scheme.  Once the chargeback method is implemented and the SDC operational, it is expected that on an ongoing basis the SDC will:

a. Review SDC billings to the agencies in order to identify cost saving opportunities

b. Review vendor bills to the SDC in order to identify cost saving opportunities

c. Provide asset management for the physical elements of the CNIC agencies’ infrastructure that are in the scope of the CNIC project.  This will include ordering assets using approved State procurement procedures as well as tracking, installing and decommissioning SDC assets.

As matter of principle, SDC services will be established and modified as needed in order to meet the critical business needs of the agencies and the State.  The establishment of SDC services and service levels will be guided by each agency's critical hours of operation, essential data, and required system performance.   
Service levels documented in the Service Catalog represent requirements for minimum service levels.  These levels were identified by participating CNIC agencies.  It is anticipated and expected that services should be better than the minimum when possible.  
SECTION 2:  Services Catalog

Document Purpose

This document is intended to document the IT infrastructure services, service metrics and service levels to be provided by the State data center (SDC).  It is expected that this document will be changed over time to reflect new services and more accurate service levels as the SDC gains experience in managing the consolidated workload.

At the time of the first draft of this services catalog (June, 2005), the CNIC Accounting Work Group is in the process of determining the means by which the SDC will charge for SDC services.   The services catalog should document the basis for SDC charges; however, the billing units have not yet been determined.  We have included some potential billing units for the services in this catalog both to suggest some obvious candidates as well as to have placeholders for the actual billing units when they become available.

Document History

During Phase 2 of the State of Oregon’s Computer and Network Infrastructure Consolidation (CNIC)  project (April - June, 2005), the Service Management Workgroup was chartered to determine the services to be offered by the SDC, service metrics and service levels.  In order to accomplish this, the workgroup, which consisted of representatives of each of the participating agencies, surveyed their respective agencies current services.  The results of this survey were summarized and reconciled with the scope definitions produced by the CNIC steering committee to produce the items found in this services catalog.
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	0.2
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	0.3
	07/11/05
	CNIC Service Management Workgroup
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	1.0
	07/27/05
	CNIC Service Management Workgroup
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	Modified security section to clarify terminology used.


Common Considerations

The delivery of all services will be subject to some common constraints.  It is anticipated that all services will be delivered in accordance with the services management framework that will be formulated by the Service Management workgroup.  All services will be performed so that agreed upon security policies and rules are maintained.  Similarly, key processes required for the delivery of these services, such as change management, will be adhered to.  In this regard, the change management process will provide for 48 hour advanced notification of scheduled down time for elements of the IT infrastructure that are managed by the SDC.  If additional notice is required by particular agencies, these requirements are to be documented in the service level agreement (SLA), The key processes that will be developed are defined in the charter of Service Management workgroup.  They are:

g. Request Management

h. Customer Relationship Management

i. Configuration Management

j. Problem Management

k. Change Management

l. Release Management

The definition and framework for development of these processes will be the IT Infrastructure Library (ITIL).  Additional ITIL based processes were identified that were not part of the original Service Management Workgroup scope and therefore were not all developed as part of this effort.  The workgroup recognizes that these processes are important to the efficiency of the SDC.  The processes are listed below with comment on where they have been or will be addressed.  The processes are:

g. Availability Management – The Availability Management process is to monitor IT components to ensure that IT consistently and cost-effectively delivers the level of availability required by the customer.  It is anticipated that this function will be performed by the SLM Group within the SDC.
h. Incident Management – Incident Management is the process of restoring normal service operation as quickly as possible and minimizing the adverse impact on business operations.  This will ensure the best possible levels of service quality and availability are maintained.  'Normal service operation' is defined as service operation within Service Level Agreements (SLA) limits.  The Service Desk function and therefore Request Management and Customer Relationship Management are a part of this process.  It been delivered as part of the High-level process flows presented to the CNIC Steering Committee.  
i. IT Service Continuity – IT Service Continuity Management process ensures that any IT service can provide value to the customer in the event that normal availability solutions fail.  
j. Capacity Management – Capacity Management is the process of planning, sizing, and controlling IT capacity to satisfy user demand at a reasonable cost within the  performance levels agreed to in the service level agreement (SLA) or internal to IT as a operating level agreement (OLA). This planning is being done within the Logistics Workgroup please reference their documents for more detail. 
k. Financial Management – The process which is responsible for the sound stewardship of the monetary resources of the organization. It supports the organization in planning and executing its business objectives and requires consistent application throughout the organization to achieve maximum efficiency and minimum conflict.  The Accounting Workgroup has the responsibility for defining this process.
l. Service Level Management – Service Level Management (SLM) is the process of maintaining and improving IT Service quality through a constant cycle of defining, agreeing, documenting, monitoring, and reporting the levels of customer IT service, that are required and cost justified.  Processes for reporting these metrics are to be developed and documented by the SDC and participating agencies.  These processes will be documented in the SLAs.  This process operation is the primary function being performed by the SLM Group within the SDC.  
For the 05-07 biennium agency costs have been determined to remain at existing levels and budget dollars will be distributed to the State Data Center per HB 5166. The 05-07 biennium will be used to migrate agencies into the State Data Center, and establish a baseline of agency service levels and service usage.  During this period, The State Data Center will supply services to agencies at the highest levels identified in the Service Catalog.

For the 07-09 biennium, the CNIC Accounting workgroup will develop a chargeback method utilizing the baseline services and agency usage amounts established during the 05-07 biennium

 Once the SDC is operational and a chargeback method is implemented, it is expected that on an ongoing basis the SDC will:

d. Review SDC billings to the agencies in order to identify cost saving opportunities

e. Review vendor bills to the SDC in order to identify cost saving opportunities

f. Provide asset management for the physical elements of the CNIC agencies’ infrastructure that are in the scope of the CNIC project.  This will include ordering assets using approved State procurement procedures as well as tracking, installing and decommissioning SDC assets.

As matter of principle, SDC services will be established and modified as needed in order to meet the critical business needs of the agencies and the State.  The establishment of SDC services and service levels will be guided by each agency's critical hours of operation, essential data, and required system performance.   
Service levels documented in the Service Catalog represent requirements for minimum service levels.  These levels were identified by participating CNIC agencies.  It is anticipated and expected that services should be better than the minimum when possible.
SECTION 2:  Services Catalog

Services for Networks

Network services provide the SDC agencies with the ability to send and receive data in a secure and reliable manner between systems, locations and personnel.  Network services include:

a. Agency User Local Connectivity (Local Area Networks – LANs)

b. Agency Facility Connectivity (Wide Area Network – WAN)

c. Agency User Remote Connectivity (e.g. Dial up and Internet Access) 
d. Agency VPN
Delivery of LAN and WAN network services falls into the three categories below.

Network Operations 

Network Operations is responsible for the routine running of the network infrastructure required for the data communication needs of the SDC agencies.  This includes:

a. Management of physical network elements such as circuits, firewalls, routers, switches and cabling including configuration and maintenance tasks and replacement

b. Management of logical network components, such as network protocols and their configurations

c. Management of vendor relationships, where network services are provided externally.

d. Troubleshooting communication disruptions, working with vendors and SDC agencies to resolve the issues.

e. Implementation and maintenance of security rules (but not  the setting of security policy)

Network Administration  

Network administration is responsible for:

a. Monitoring of network performance in order to:

I. Provide regular reports on actual network performance against any metrics set in Service Level Agreements

II. Investigate network faults that impact the SDC agencies business users

III. Prevention of network faults

IV. Resolution of network faults

b. Correction of traffic problems in the network environment, such as traffic congestion or network corruption where it impacts the SDC agencies users

c. Completion of preventative, scheduled and warranty required hardware maintenance

d. Management of network infrastructure:

I. Management of physical cabling in all locations where either the SDC agencies servers or client workstations are installed, including condition monitoring and replacements including wireless infrastructure
II. Ensuring the physical security of network access points, such as equipment rooms

III. Implementation and maintenance of security rules as directed by SDC agencies

e. Planning and execution of technology upgrades as requested by the SDC agencies including the advanced  notification to agencies in order to allow:

I. An analysis to be carried out to assess the impact of such changes on SDC agencies’ applications.

II. Vendor, agency staff and SDC schedules to be coordinated, such that important agency activities (e.g., application rollouts, application upgrades, training sessions or live service) are not affected by changes

Network Engineering

Network Engineering is responsible for project-based and operational enhancements to the network infrastructure, such as:

a. Capacity planning based on historical usage patterns and agency needs projections

b. Network equipment upgrades, where existing components are replaced with additional, higher-performance components

c. New network equipment installation, where for instance an expansion of the SDC agencies application server environment requires the introduction of a new high-capacity server-to-data storage link

d. Cabling upgrades, network related facility support, and wireless infrastructure installation and support
e. Planning and execution of network enhancement projects

f. Planning for upgrades, including advanced notification to agencies in order to allow:

I. An analysis to be carried out to assess the impact of such changes on SDC agencies’ applications

II. Vendor, agency staff and SDC schedules to be coordinated, such that important agency activities (e.g., application rollouts, application upgrades, training sessions or live service) are not affected by changes
Video Services (Optional)
Video services provide the SDC agencies with the ability to conduct audio and video conferences between systems, locations and personnel.  Video and Audio services include:

a. Bridging  (Audio and Video)
b. Gateway Services (Audio and Video)
c. Scheduling (Audio and Video)

d. Help Desk support (Audio and Video)

e. Training (Audio and Video)

f. Video/Audio Engineering Services

The Delivery of Video and Audio services fall into the two categories below.
Video/Audio Operations 

Video and Audio Operations is responsible for the routine running of the video and audio infrastructure required for the needs of the SDC agencies.  This includes:

a. Manage web-based scheduling resources that are used to schedule video and audio conferences.
b. Schedule, build, and monitor real-time video and audio conferences.
c. Provide helpdesk support for scheduling, video endpoints, and conference operations.
d. Provide Tier One technical support, working with SDC agencies to resolve the issues.

e. Maintain user contact database 

f. Provide user training for scheduling services and video endpoints.
Video/Audio Engineering

Video and Audio Engineering is responsible for:
a. Video core and endpoint equipment upgrades.
b. New video and audio equipment installation.

c. Network traffic analysis and network redesign to accommodate additional video streams.
d. Planning and execution of video and audio enhancement projects.

e. New Product Evaluation and developing approved list of video systems for SDC customers.

f. Perform advanced beta testing with video equipment manufacturers.

g. Perform interoperability testing.

h. Perform all software and hardware upgrades for core video, audio, and scheduling systems.  
Services for Servers and Mainframes

Server hosting services are provided both remotely as well as in the data center.  These services address the complete server lifecycle including procurement, installation, configuration, hardware troubleshooting and repair, hardware and operating system refresh, moves, additions/ changes, and retirement.  The key elements for server services delivery are detailed below. 
The services outlines in the server and mainframe sections are meant to apply to all SDC supported platforms.   Service levels are to be applied to all supported platforms as appropriate.
System Administration

This area is responsible for the management of the computing platforms on which the SDC agencies applications are based (Linux, UNIX, Windows, Novell, zSeries, iSeries), including:

a. Server installations and decommissioning

b. Installation of the operating systems, configuration and hardening

c. Implementation and managing access authorities

d. Migration of software into production environments and post-migration support

e. Installation and support of agency specified middleware

f. System software upgrades, to ensure compatibility with the overall environment and to take advantage of technological and security advances, including software patches

g. Condition of system hardware, e.g. enterprise servers supporting the applications and databases

h. Completion of preventative, scheduled and warranty required hardware maintenance.  This includes: 

I. Monitoring equipment conditions to ensure early recognition of likely faults

II. Plan and execute maintenance in conjunction with the application maintenance, SDC agency approved time frames and support service line

III. Coordinate urgent maintenance activities after communicating with the SDC agencies.

i. System performance monitoring, tuning and monthly reporting, to ensure continued compliance with service level agreements and in order to provide notification of pending capacity constraints

j. Planning for agency requested upgrades and SDC upgrades, including the notification to agencies in order to allow:

I. An analysis to be carried out to assess the impact of such changes on SDC agencies’ applications

II. Provide environments for application testing of software and middleware with operating system upgrades and patches prior to going to production

III. Vendor, agency staff and SDC schedules to be coordinated, such that important agency activities (e.g., application rollouts, application upgrades, training sessions or live service) are not affected by the changes

System Operations 

This area is responsible for the runtime support of SDC agencies applications.  This includes: 

a. Monitoring the execution of production jobs in order to assist in identifying and reporting unexpected behavior including job failures 

b. Following documented procedures supplied by the SDC agencies in reporting problems with production applications.  It is expected that application procedures will include provisions for notification and job restarts to be performed by the SDC operations staff.

c. Following documented processes created by the SDC in reporting problems with systems software

d. Response to system/console messages including tape mounts

e. Computer startups, shutdowns and recycling in accordance with the change management process and documented procedures

f. Preparation and coordination  of mainframe print services for distribution of batch output through existing state agency delivery channels

g. Monitor backup operations and reporting failures

Production Control

This includes: 

a. Setting up the schedule for production and ad hoc jobs

b. Monitoring the execution of production jobs to ensure the schedule is being maintained

c. Reporting scheduling problems and issues to the appropriate agency staff and working with them to understand and resolve the problems
d. Agency IT staff and other appropriate staff will be able to submit jobs to the SDC service desk.
Storage Management

For enterprise storage, including tape and storage area networks (SANs), and storage on distributed file and print servers, this service includes:

a. For disk storage, responding to agency storage requests by:

I. Allocating raw storage

II. Defining logical volumes

III. Configuring logical volumes

IV. Making the newly defined storage available for use

V. Establishing security on new volumes as requested

b. Capacity planning including:

I. Monitoring of utilization and identifying the need for more capacity

II. Notification to agencies of pending capacity constraints

c. Ordering storage devices and media 

d. Maintenance of storage device related software and micro-code

e. Monitoring and maintenance of the scratch tape pool

f. Registering tapes into automated tape handling devices

g. Providing and maintaining a tape library 

h. Rotation of tapes to offsite facilities

i. Destruction of media coming out of service in accordance with agreed upon SDC agency requirements

j. Maintenance of appropriate documentation, labeling and tracking of tapes in accordance with agreed upon SDC agency requirements

Microfiche (Optional)
This area is responsible for the handling bursting, “pigeon holing” and preparation for distribution of microfiche through existing state agency delivery channels.
Backup/ Restore Services

This area is responsible for the management of backup facilities, including the mechanics of tape backup and off-site storage, such as storage system management, tape collection for off-site storage and tape retrieval in the event that restoration of historical data is required.  This includes:  

a. Performing complete and/ or incremental backups

b. Defining media rotation requirements and/ or follow standard procedure

c. Labeling backup media appropriately

d. Maintaining backup library

e. Periodically verifying backup media integrity

f. Restoring single or multiple objects from the backup media

g. Restoring complete or incremental backup as needed after system failures

h. Updating user that restoration has been completed

Email and Directory Services (Optional)

This is an Optional service for email and directory services.  This includes the following:

Email Application Administration 

a. Setting up user accounts

b. Public folders
c. Distribution lists
d. Mailbox restores
e. Storage groups
f. Monitor e-mail backups
g. Controlling security privileges as it relates to the user accounts, email boxes and public folders

h. Perform directory synchronization with state email hub
Directory Services Administration 

a. Setting up user accounts, directories, and security groups
b. Controlling security privileges as it relates to the user accounts, directories and security groups
c. Limit access control for users depending upon manager/Personnel requests

CICS

SDC will provide CICS support to SDC agencies that have applications which run on mainframe computers under CICS.  This support is inclusive of all requirements to create, implement in production and maintain CICS applications with the exception of writing and compiling the application code.  This service includes:

a. Creating the CICS table entries necessary to put a CICS transaction into a CICS environment

b. Executing the CICS functions necessary to create or update a new CICS transaction in a CICS environment

c. Providing assistance on coding CICS commands

d. Providing assistance on creating screen maps

Services for Database Administration (DBA) 

Database administration provides the services required to store, access and update production data that is managed in a database management system (DBMS).  Examples of DBMS’s include DB2, IMS/DB, Oracle and Informix.  These services are divided into two categories.  System DBAs are generally responsible for maintaining the DBMS computing environment and this service is entirely in CNIC’s scope.  Application DBAs are generally responsible for the database facets of specific applications.  Application DBA service will be offered as an agency requested service.

MF - System Database Administration Services
System DBA services include 

a. Installing, maintaining (e.g. patches and upgrades) and monitoring the health and performance of DBMSs

b. Defining the physical database design (log files, rollback segments, tablespaces)

c. Setting data storage parameters for storage associated with the physical elements of the database

d. Implementing and executing database and system backup and recovery in shared environments on schedules provided by either the agency or Application DBA

e. Setting up and implementing database reorganizations on schedules provided by either the agency or Application DBA

f. Recommending naming conventions for database objects

g. Assistance in troubleshooting performance problems

h. Testing and implementation of patches and upgrades of DBMS’ in consultation with application DBA

i. Constructively collaborate with Application database administrators
MF - Application Database Administration Services
Application DBA services will be provided on an “opt-in” basis to SDC agencies.  These services include working with application development staff to:

a. Create definitions of logical data structures, tables, views, indexes, program specification blocks and define their relationships

b. Create the data definition statements needed to create logical structures

c. Estimating storage requirements (in consultation with physical DBA)

d. Define how to implement the required security within the DBMS

e. Define backup and reorganization schedules and communicate these schedules to the System DBA
f. Execute database back-ups and restores (a.k.a. import/export)  using database tools within the space allocated by the System DBA
g. Implementing and executing database and system backup and recovery in dedicated environments (opt-out)

h. Implementing security rules and access authority

i. Assist in DBMS specific command selection (e.g. SQL, DL/I) to optimize performance

j. Assist in creating stored procedures

k. Perform data loads

l. Create data models using agency provided tools

m. Update and maintain a data dictionary supplied by the agency
n. Develop data definition statements

o. Creating physical structures (tablespaces, databases, database descriptors).  This will be done within the space allocated to the agency.
Additional Information
Application database administration services will be provided on an optional basis.  SDC personnel who provide this service will function as part of a development team and will be expected to provide work products as required by the development project and to complete their work as required by the project schedule.

Server - System Database Administration Services

 System DBA services include 

a. Installing, maintaining (e.g. patches and upgrades) and monitoring the health and performance of DBMSs

b. Defining the physical database design (log files, rollback segments, tablespaces)

c. Setting data storage parameters for storage associated with the physical elements of the database

d. Implementing and executing database and system backup and recovery in shared environments on schedules provided by either the agency or Application DBA

e. Setting up and implementing database reorganizations on schedules provided by either the agency or Application DBA

f. Recommending naming conventions for database objects

g. Assistance in troubleshooting performance problems

h. Testing and implementation of patches and upgrades of DBMS’ in consultation with application DBA

i. Constructively collaborate with Application database administrators

Server - Application Database Administration Services
Application DBA services will be provided on an “opt-in” basis to SDC agencies.  These services include working with application development staff to:

a. Create definitions of logical data structures, tables, views, indexes, program specification blocks and define their relationships

b. Create the data definition statements needed to create logical structures

c. Estimating storage requirements (in consultation with physical DBA)

d. Define how to implement the required security within the DBMS

e. Define backup and reorganization schedules and communicate these schedules to the System DBA
f. Execute database back-ups and restores (a.k.a. import/export)  using database tools within the space allocated by the System DBA
g. Implementing and executing database and system backup and recovery in dedicated environments (opt-out)

h. Implementing security rules and access authority

i. Assist in DBMS specific command selection (e.g. SQL, DL/I) to optimize performance

j. Assist in creating stored procedures

k. Perform data loads

l. Create data models using agency provided tools

m. Update and maintain a data dictionary supplied by the agency
n. Develop data definition statements

o. Creating physical structures (tablespaces, databases, database descriptors).  This will be done within the space allocated to the agency.
Additional Information
Application database administration services will be provided on an optional basis.  SDC personnel who provide this service will function as part of a development team and will be expected to provide work products as required by the development project and to complete their work as required by the project schedule.

Services for Disaster Recovery
The scope of the SDC Disaster Recovery Services focuses on the pricing, testing and recovery and continued operation of system components designated in the Agencies’ Disaster Recovery Plan.

The SDC Disaster Recovery Services do not address agency business resumption or continuity of operations.

The SDC will offer adequate computational, data storage, and data communications services for the designated critical applications in the agencies DR plans.  Disaster recovery services will be provided on an “opt-in” basis to SDC agencies.  
Customers are responsible for disaster recovery preparedness for their applications in the event of a disaster.  

Disaster Recovery Services
In the event of a disaster, SDC will:

a. Assess the damage to the Data Center to determine if a disaster should be declared at the SDC;
b. Make the decision to formally declare a disaster at the SDC;
c. Notify the alternate facilities, designated key agency contacts, and the critical application sponsors of the disaster declaration;
d. Work with the alternate site staff to restore the designated operating systems and applications at the alternate site and establish the communications link to the site in preparation for operating at the site for the duration of the emergency, and
e. Conduct preparations to resume operations at the Data Center.  

The SDC will provide a designated Disaster Recovery Technical Support Coordinator.  The coordinators are responsible for:

a. price the computing and network services components of the agencies disaster recovery plan; 

b. prepare, execute, and manage the alternate site contracts for the designated computing services;

c. assist the agencies in preparing for the disaster recovery test events;

d. serve as liaisons for the agencies during the disaster recovery tests (by assisting agencies in resolving errors in jobs, reporting communications problems to the agencies disaster recovery teams, and answering disaster recovery testing questions in general); 

e. assist the agencies in preparing their critical applications to run successfully at another location in the event of a disaster;

f. confirm with the contracted vendor that their computing and data communications configurations will meet the agencies needs, and that they will be ready for the test;.  

g. formulate a test schedule, set the objectives for the test and establish action items for the SDC and agency team in preparation for the test.  

h. disseminate information to the agency regarding the test.  

i. send the backup tapes and tape lists to the vendor site.  

j. assist the agency application owners/participants in successfully running their applications at the alternate site.  The assistance includes help with test preparations, on-call support during the duration of the test, resolving reported problems, and serving as the liaison between the agency team and the SDC Team, and  

k. recording all problem reports, general test notes and reports report describing results achieved for each completed test.  
Disaster Recovery Agency Responsibility

The agencies will assign a Disaster Recovery Coordinator to oversee the agencies Disaster Recovery Program.  The Disaster Recovery Coordinator is responsible for:

a. periodically surveying agency program managers from the customer community to determine which applications require disaster recovery services and/or resources; 

b. determine how often, organize, and request regularly-scheduled periodic tests of the disaster recovery procedures;

c. maintain and update the Agencies Disaster Recovery Plan based on changes in customer requirements, critical application, data requirements and in response to events such as office moves, telephone number changes, and change in personnel and duty changes, and 

d. orchestrate from the agency chosen location the execution of their Disaster Recovery Plan when a disaster has been declared.

Service Desk

The service desk is the SDC’s 24 X 7 point of contact for authorized staff within the SDC agencies that require technical support.  This service includes performing the following tasks:  

a. Provide a central point of contact for SDC agency help desks and authorized agency personnel

b. Receive requests and trouble reports, log them, assign priority based on agreed upon definitions and route the request to the appropriate state data center resource

c. Provide status of pending requests to agency help desk

d. Notify agency contact when request is completed

e. Document the completion of the request

f. Develop the experience and processes that are required in order to solve as many problems as possible on the first contact

Security Services
 The SDC will provide centralized technical security support.  Security services will be performed in response to agency requirements and performed on those components that are part of the SDC infrastructure.  Some services are new to the infrastructure and will be implemented after the initial migration and stabilization period. These services include:

a. Secured Virtual Private Network (VPN)

b. Firewall management

c. Anti-virus services for SDC managed resources
d. Incident response for SDC managed resources, including, security notifications / alerts to SDC agencies as appropriate and applicable to agency uses or applications

e. Network intrusion detection services and monitoring 

f. Host intrusion prevention services and monitoring 

g. Privacy and compliance assurance services including assisting agencies with audits

h. Physical security of SDC assets
i. Network firewall services

j. Secure wireless networking
In addition, the following secured services will be provided on an “opt in” basis by the CNIC agencies:

a. Encrypted traffic between the state data center and agency/field offices

b. Encrypted storage for agency data

c. Encrypted transmittal of agency data

Consulting Services
The SDC will be staffed with personnel who have deep skills in the technical disciplines required to successfully manage IT infrastructure.  In order to maximize the value of those technical skills to the state, agencies can consult with SDC personnel for technical expertise for any of the offerings in this catalog.  Consulting services provided by SDC include but are not limited to the following: 

a. Assisting agency representatives with application analysis and design in order to meet requirements
b. Assisting with systems integration

c. Prototyping application configurations

d. Technical debugging and performance assistance for applications 

e. Assisting with the installation of software for which agencies are primarily responsible

f. Arranging for “Transfer of Information” sessions, learning sessions, and overall technology refresh meetings to confirm that appropriate equipment and support techniques to maintain inventory equipment are applied 

g. Providing general technical advice in order to optimize the cost effectiveness of those elements of the IT infrastructure managed by the SDC

h. Researching and completing "proofs of concept" for technologies that provide potential benefits to agencies

Additional Information
Consulting services will be provided on an optional basis.  SDC personnel who provide this service will function as part of a development team and will be expected to provide work products as required by the development project and to complete their work as required by the project schedule.

Project Management Services
 

The SDC will have project management capability.  This is required both to manage projects that are primarily internal to the SDC as well as to interface with agencies in managing the execution of the SDC component of agency projects.  The service offered to agencies will include, but is not limited to:

a. Managing the assignment of SDC personnel to the project and the ongoing SDC staffing requirement for the project

b. Development of project plans that guide the execution of SDC personnel in approved projects

c. Tracking schedule, cost and SDC personnel utilization to the agreed upon project plan

d. Working with agency personnel to integrate the project plan for the SDC component of a project into the master project plan

e. Managing issues relating to the SDC component of the project.  This includes issue identification, logging into an agreed upon issue tracking system, tracking progress, adherence to agreed upon escalation processes and documentation of the resolution

f. Managing risks relating to the SDC component of the project.  This includes risk identification, logging into an agreed upon tracking system, documenting mitigation steps, tracking of risk triggers, and adherence to agreed upon escalation processes

g. Providing status reports of the SDC components of projects in an agreed upon format and frequency

h. Attendance and participation in project management meetings

Additional Information
Project management services will be provided on an optional basis.  SDC personnel who provide this service will function as part of a development team and will be expected to provide work products as required by the development project and to complete their work as required by the project schedule.

Service Metrics
	Service 
	Hours of Support
	Operations & On Call Support
	Availability
	Time to Respond
	Time to Restore
	Potential Bill Unit

	LAN
	7am-6pm M-F
	24 X 7
	>99.9 %
	< 30 min
	< 2 hrs
	# of Connections

	WAN
	7am-6pm M-F
	24 X 7
	>99.9 %
	< 30 min
	< 2 hrs
	Bandwidth

	Dial Up
	7am-6pm M-F
	24 X 7
	>99.9 %
	< 4 hrs
	< 8 hrs
	Per Account

	Internet Access
	7am-6pm M-F
	24 x 7
	>99.9 %
	< 1 hr
	< 2 hrs
	Bandwidth

	Video Services (optional)
	7am-6pm M-F
	24 X 7
	>99.9 %
	< 1 hr
	< 4 hrs
	Bandwidth

	MF – Online
	7am-6pm M-F
	24 X 7
	>99.9 %
	< 15 min
	<30 min
	CRU

	MF – Batch 
	7am-6pm M-F
	24 x 7
	>99.9 %
	<15 min
	< 2 hrs
	CRU

	MF- System DBA
	7am-6pm M-F
	24 X 7
	N/A
	< 2 hrs
	N/A
	Time 

	Application Servers
	7am-6pm M-F
	24 X 7
	>99.9 %
	< 30 min
	< 2 hrs
	CRU

	Email and Directory Services(optional)
	7am-6pm M-F
	24 X 7
	>99.9 %
	< 30 min
	< 2 hrs
	CRU

	Email and Directory Servers
	7am-6pm M-F
	24 X 7
	>99.9 %
	< 30 min
	< 2 hrs
	CRU

	Utility Servers
	7am-6pm M-F
	24 X 7
	>99.9 %
	< 30 min
	< 2 hrs
	CRU

	Database Servers
	7am-6pm M-F
	24 X 7
	>99.9 %
	< 30 min
	< 2 hrs
	CRU

	Server – System DBA
	7am-6pm M-F
	24 X 7
	N/A
	< 2 hrs


	N/A
	Time

	Security Services
	7am-6pm M-F
	24 X 7
	>99.9 %
	< 30 min
	< 2 hrs
	CRU


Glossary of Terms

	Term
	Definition

	Asset
	Component of a business process. Assets can include people, accommodation, computer systems, networks, paper records, fax machines, etc.



	Availability
	Ability of a component or service to perform its required function at a stated instant or over a stated period of time. It is usually expressed as the availability ratio, i.e. the proportion of time that the service is actually available for use by the Customers within the agreed service hours. In the Service Catalog the availability percentages are derived using the following formula:

[(AST –  DT) / AST] X 100 = Service or Component Availability (%)

AST = Agreed Service Time

DT = Actual downtime or time that service did not meet SLA requirements (e.g. system response times) during agreed service time



	Availability Management
	The process to monitor IT components to ensure that IT consistently and cost-effectively delivers the level of availability and performance levels (e.g. system response time) required by the customer.  Availability Management will fall under the Service Level Management team within the State Data Center.



	Baseline
	A snapshot or a position which is recorded. Although the position may be updated later, the baseline remains unchanged and available as a reference of the original state and as a comparison against the current position.



	Business Process
	A group of business activities undertaken by an organization in pursuit of a common goal. A business process usually depends upon several business functions for support, e.g. IT, personnel, and accommodation. A business process rarely operates in isolation, i.e. other business processes will depend on it and it will depend on other processes.



	Capacity Management
	The process of planning, sizing, and controlling IT capacity to satisfy user demand at a reasonable cost within the  performance levels agreed to in the service level agreement (SLA) or internal to IT as a operating level agreement (OLA).  Definition of this process to be assigned to either the Logistics team or SDC Management Team.



	Change(s)
	The addition, modification or removal of approved, supported, or baselined hardware, network, software, application, environment, system, desktop build or associated documentation.



	Change Management
	The process that ensures that standardized methods and procedures are used for efficient and prompt handling of all changes, in order to minimize the impact of Change-related Incidents upon service quality.



	Charging / Chargeback
	The process of establishing charges in respect of business units, and raising the relevant invoices for recovery from customers.



	Configuration Baseline (see also Baseline)
	Configuration of a product or system established at a specific point in time, which captures both the structure and details of the product or system, and enables that product or system to be rebuilt at a later date.



	Configuration Item(s) (CIs)
	Component of an infrastructure - or an item, such as a Request for Change, associated with an infrastructure - which is (or is to be) under the control of Configuration Management. CIs may vary widely in complexity, size and type - from an entire system (including all hardware, software and documentation) to a single module or a minor hardware component.



	Configuration Management
	The process that covers the identifying, controlling, maintaining, and verifying of configuration items (CIs), including their versions, constituent components and relationships.

The goal of Configuration Management is to ensure that only authorized components, known as configuration items, are used in the IT environment.  These configuration items should be monitored and tracked through out their component lifecycle. 

 

	Customer
	Owner of the service; usually the Customer has responsibility for the cost of the service, either directly through charging or indirectly in terms of demonstrable business need. It is the Customer who will define the service requirements.



	Customer Relationship Management
	This function will be performed by a combination of Service Level Management and the Service Desk for SDC customer facing activities. The will provide for mechanisms on SLA negotiations as well as incidents and change requests.



	Delta Release
	A partial release that includes only those CIs within the release unit that has actually changed or are new since the last full or delta release.



	Financial Management
	The process which is responsible for the sound stewardship of the monetary resources of the organization. It supports the organization in planning and executing its business objectives and requires consistent application throughout the organization to achieve maximum efficiency and minimum conflict.  This process will be defined and determined by the Accounting Workgroup.



	Full Release
	All components of the release unit that are built, tested, distributed, and implemented together.



	Hours of Support
	The number of hours per day and the number and which days of the week that support will be provided - regular business hours.  In some cases hours of support is dependent on agency field support hours which may be more limited then the SDC hours of support.  Off hours are supported by operations.  Off hours are supported as “On Call Support”

 

	Incident(s)
	Any event which is not part of the standard operation of a service and which causes, or may cause, an interruption to, or a reduction in, the quality of that service.



	Incident Management
	The process of restoring normal service operation as quickly as possible and minimizing the adverse impact on business operations.  This will ensure the best possible levels of service quality and availability are maintained.



	IT Service Continuity
	The process ensuring that any IT service can provide value to the customer in the event that normal availability solutions fail.  



	Metric
	Measurable element of a service process or function.



	Monitor / Monitoring
	The activity of watching a particular function in order to ascertain its status.



	Normal Service Operation
	Service operation parameters within agreed Service Level Agreements (SLA) limits.



	On Call Support
	The number of hours per day and the number of days per week support will to be provided via an On-Call communication mechanism (cell, pager, text messaging, phone, signal flare, mega-phone, other) based on the agreed SLA.  This is separate from On-Site support where the resource is physically located on the SDC premises to provide support.



	Operational Level Agreements (OLA)
	An internal agreement covering the delivery of services which support the IT organization in their delivery of services.



	Operations Hours of Support
	Depending on business requirement, some systems will require support outside the SDC normal business hours.  These requirements for additional support will be part of the service level agreement.



	Problem(s)
	Unknown underlying cause of one or more Incidents.



	Problem Management
	
The process of proactively and reactively identifying trends, seeking the root cause of incidents, initiating actions to implement a work-around or resolution, and preventing similar incidents in the future. The reactive aspect is concerned with solving problems in response to one or more incidents.  Proactive Problem Management is concerned with identifying and solving problems and known errors before incidents occur in the first place.

Problem Management differs from Incident Management in that it seeks to investigate the root cause of an incident and find the solution.  On the other hand Incident Management seeks to find the quickest way of restoring service, potentially through a workaround rather than a solution.



	Process
	A connected series of actions, changes etc. performed by agents with intent of satisfying a goal.



	Release
	A collection of new and/or changed Configuration Items (CIs) which are tested and introduced into the live environment together.



	Release Management
	The process of coordinating and managing releases to a live environment. The process includes planning, analyzing, designing, building, testing, and deploying a bundled release of hardware and software to multiple customers and locations.   Includes release package assembly, centralized and distributed software storage and version control, migration control, release preparation and acceptance, software and data distribution, and hardware and software installation. 



	Release Package
	A group of releases (can include both full and delta releases) packaged together and implemented concurrently.



	Request Management
	The process to ensure that requests submitted to the State Data Center are handled appropriately. This function will be handled by the Service Desk and the Change Management process.



	Service(s)
	The deliverables of the IT organization as perceived by the Customers.  Contains one or more IT systems working together to enable a business process.



	Service Availability (see also Availability)
	Ability of a component or service to perform its required function at a stated instant or over a stated period of time. It is usually expressed as the availability ratio, i.e. the proportion of time that the service is actually available for use by the Customers at the agreed upon performance level (e.g. system response time) within the agreed service hours.



	Service Desk
	The point of contact within the IT organization for consumers of IT services.



	Service Level Agreement (SLA)
	Written agreement between a service provider (e.g. the SDC) and the Customer(s) (e.g. an Agency), that document s agreed Service Levels for one or more Services.



	Service Level Management (SLM)
	The process of maintaining and improving IT Service quality through a constant cycle of defining, agreeing, documenting, monitoring, and reporting the levels of customer IT service, that are required and cost justified.  This process will be defined and administered by the Service Level Management team within the SDC.



	Service Response Time
	Target timeframe set for a service to perform its required function at a stated instant or over a stated period of time. It is usually expressed as seconds or sub seconds but can be whatever time or unit measurement that is appropriate for a given platform.  



	Support Hours (see Hours of Support)
	The number of hours per day and the number and which days of the week that support will be provided for a given Service Level.



	System
	An integrated composite that consists of one or more of the processes, hardware, software, facilities and people, that provides a capability to satisfy a stated need or objective.



	System Response Time
	Target timeframe set for a system (OS, platform, printer, etc) component to perform its required function at a stated instant or over a stated period of time. It is usually expressed as seconds or sub seconds but can be whatever time or unit measurement that is appropriate for a given platform.  



	Time to Respond
	The amount of time available for a response to an incident from the appropriate SDC support personnel.  This is the time for triage on the Incident to begin at a minimum. 



	Time to Restore
	The amount of time that is taken to return a given service to normal levels of performance from the onset of an Incident to the point where adequate checks have taken place to ensure that the service has been restored.

In some cases time to restore is dependent on agency field support availability, hardware replacement contracts, and physical constraints that are beyond the control of the SDC.




24. Appendix E – Data Center Roles and Responsibilities Worksheet
Roles & Responsibilities Worksheet Purpose
This worksheet is intended to be used to sharpen the state data center (SDC) Services Descriptions.  It is NOT a replacement for nor does it take precedence over the SDC Services Descriptions.  The document contains a mixture of tasks and services some which are not in scope of the state data center and is intended to be consistent with the services descriptions of the Services Management workgroup.  It is hoped that by considering this broader and more granular list of IT activities, we will identify any gaps that remain in our service descriptions.  It is anticipated that portions of this document will be included in the Service Level Agreements (SLAs) between the SDC and the participating agencies.

Each activity has a level of responsibility assigned to it that is supposed to be consistent with the SDC Services Descriptions. The section below explains the responsibility codes.  It is recommended that this document be reviewed periodically as implementation of the SDC approaches in order to facilitate an orderly start of operations.  The Services Management workgroup should review and update this document at the conclusion of their process definition and high level organization definition phases.
Roles & Responsibilities Matrix Review Principles

1. The order of precedence for the responsibilities codes is “R” is the highest level of responsibility, followed by “A”,  and then by “C” 

2. No one line can have more than one party having overall responsibility (e.g. one “R” per task/function)

3. The “R” (Responsible) means that the party has overall accountability that the task is completed.  

4. The "A" (Accountable) means that the party is to perform the execution of the task based upon a procedure or documented set of requirements developed by the responsible party.  This would be the case, for example, if the responsible party automated a task with a script and the party assigned the “A” used the script to perform the task.
5. The “C” (Consultative) means that the party is responsible to provide knowledge, data, opinions, recommendations, guidance, approval, concurrence, direction, instructions, etc., before the task can be completed 

Roles & Responsibilities Matrix Assumptions

1. The services to be delivered by the SDC are those documented in the SDC Services Descriptions as created by the CNIC Service Management workgroup.

Generic RACI Definitions

 R  =  Responsible - owns the problem / project
 A  =  to whom "R" is Accountable - who must sign off (Approve) on work before it is effective
 C  =  to be Consulted - has information and/or capability necessary to complete the work
 I  =  to be Informed - must be notified of results, but need not be consulted

	
	
	Task/Function
	A

G

Y
	S

D

C

	
	
	SERVICE CONTROL
	
	

	1.
	
	Service Desk
	
	

	
	1. 
	Provide central point of contact for request and problem mgmt within SDC
	
	R

	
	2. 
	Enter requests into appropriate tracking system
	
	R

	
	3. 
	Develop or acquire necessary skills to answer as many questions on first call as possible
	
	R

	
	4. 
	Assess request criticality
	R
	C

	
	5. 
	Assess request for  the SDC effort required
	
	R

	
	6. 
	Prioritize request
	R
	C

	
	7. 
	Assign responsibility for request completion
	
	R

	
	8. 
	Coordinate request scheduling 
	C
	R

	
	9. 
	Provide status of request to agency help desk or authorized agency contact
	
	R

	
	10. 
	Notify agency help desk or authorized agency contact of request completion
	
	R

	
	11. 
	SDC service desk closes requests in the tracking system
	C
	R

	
	12. 
	Generate and make available performance reports from request database
	C
	R

	
	13. 
	Update, track, report and maintain request status on request tracking system
	
	R

	
	
	
	
	

	2.
	
	Applications Problem Management 
	
	

	
	1. 
	Enter problem into appropriate agency tracking system
	R
	

	
	2. 
	Assess problem severity
	R
	C

	
	3. 
	Prioritize problem
	R
	C

	
	4. 
	Assign responsibility for problem completion
	R
	A

	
	5. 
	Determine problem resolution or work-around alternatives 
	R
	A

	
	6. 
	Assist in troubleshooting with technical input regarding computing environment
	
	R

	
	7. 
	Escalate problems as necessary according to procedures from SLA
	R
	A

	
	8. 
	Agency tier 1 Help Desk (or authorized agency contact) notifies user of problem completion and confirm user satisfaction
	R
	C

	
	9. 
	Agency Tier 1 Help Desk closes problem in the tracking system
	R
	

	
	10. 
	Generate and make available performance reports from problem database
	R
	C

	
	
	
	
	

	3.
	
	User Administration Requests
	
	

	
	1. 
	User Tracking - receives personnel employment activity information from HR
	R
	C

	
	2. 
	Maintain personnel employment activity information from HR
	R
	C

	
	3. 
	User Documentation & Notification – documents user access levels, periodically notifies appropriate parties
	R
	C

	
	4. 
	User Security Group Maintenance - maintains group profiles
	C
	R

	
	5. 
	Define overall application security policy/permissions
	R
	C

	
	6. 
	Define new user request and approval procedures
	R
	C

	
	7. 
	Create new users in Production 
	C
	R

	
	8. 
	Create new users in non-production environments (SDC may supply scripts)
	A
	R

	
	
	
	
	

	
	
	SERVICE DELIVERY
	
	

	
	
	
	
	

	
	
	Systems Management
	
	

	4.
	
	Production Scheduling - Manages day-to-day processing schedule, verifies production activities are performed/controlled 
	
	

	
	1. 
	Define business requirements governing production job schedule
	R
	

	
	2. 
	Define production job schedule
	R
	C

	
	3. 
	Define job dependencies
	R
	C

	
	4. 
	Maintain schedule information in the scheduling tool
	C
	R

	
	5. 
	Adjust schedule to account for failures and delays
	R
	A

	
	6. 
	Define parameters for production jobs
	R
	C

	
	7. 
	Execution of scheduled jobs
	
	R

	
	8. 
	Monitor scheduled job execution and report failures
	
	R

	
	9. 
	Assess impact of failed jobs
	R
	C

	
	10. 
	Define how to recover/rollback from failed jobs
	R
	C

	
	11. 
	Execute recovery/rollback from failed jobs using pre-defined procedures
	A
	R

	
	12. 
	Terminate/cancel jobs per requests or pre-defined procedures
	C
	R

	
	13. 
	Verify job expected results
	R
	A

	
	
	
	
	

	5.
	
	Output Management - Monitors all output generation/distribution 
	
	

	
	1. 
	Collect and communicate requirements for electronic output
	R
	C

	
	2. 
	Print bursting, “pigeon holing” and mailing by existing processes and procedures
	
	R

	
	
	
	
	

	6.
	
	Performance Measurement and Reporting
	
	

	
	1. 
	Analyze and report computing resource usage trends
	C
	R

	
	2. 
	Generate and disseminate reports related to SLA metrics
	
	R

	
	
	
	
	

	7.
	
	Monitoring
	
	

	
	1. 
	Define event notification and escalation procedures for hardware events
	C
	R

	
	2. 
	Define event notification and escalation procedures for OS events
	C
	R

	
	3. 
	Define event notification and escalation procedures for database events
	R
	A

	
	4. 
	Define event notification and escalation procedures for applications events
	R
	C

	
	5. 
	Monitor environment for events and follow notification and escalation procedures
	
	R

	
	6. 
	Log events
	
	R

	
	7. 
	Monitor the success/failure of the startup/shutdown processes
	
	R

	
	8. 
	Monitor backup processes
	
	R

	
	9. 
	Monitor restoration processes as requested
	
	R

	
	10. 
	Monitor success/failure of scheduled jobs 
	
	R

	
	11. 
	Monitor for application performance problems
	
	R

	
	
	
	
	

	
	
	
	
	

	8.
	
	Infrastructure Change Control 
	
	

	
	1. 
	Define/Maintain Change Control process and procedures
	C
	R

	
	2. 
	Enter change into tracking system
	C
	R

	
	3. 
	Submit Change Control requests for applications
	R
	C

	
	4. 
	Submit Change Control requests for infrastructure
	C
	R

	
	5.
	Document results of change request
	C
	R

	
	
	
	
	

	9.
	
	Migration Control - Coordinating the movement and maintaining the integrity of a release package while in the non-production environments, before a change is ready to be deployed to a production environment
	
	

	
	1. 
	Release Package Assembly - Bundles the requirement components of a release, and verifies that it is correct and complete
	R
	C

	
	2. 
	Release Package Integrity - verifies that the changes in the enterprise environment (e.g. non-production and test envs) are synchronized (with Production) in order to verify a successful change/release
	R
	C

	
	3. 
	Version Control Implementation - verifies that the multiple entities which make up the release package are versioned and controlled
	R
	C

	
	4. 
	Test Environment Migration
	R
	C

	
	5. 
	Successful Release Package Confirmation - verifies that tested release packages are stored/backed up prior to release.  
	R
	C

	
	6. 
	Release Package Migration Notification - verifies that access to tested releases for distribution to the production (staging) environment are available to those who require access
	R
	C

	
	7. 
	Change Back-out & Contingency Planning - verifies that backout plans and contingency plans are in place in the event that problems arise
	R
	A

	
	
	Migrations Between Non-Production Environments
	
	

	
	8. 
	Configuration migration (data)
	R
	

	
	9. 
	Migration of database objects (SDC may supply scripts/JCL)
	A
	R

	
	10. 
	Code and program migrations external to database
	R
	

	
	11. 
	Address migration problems
	R
	

	
	12. 
	Document migration activities
	R
	

	
	
	To and Within Production Environments
	
	

	
	13. 
	Configuration migration to Production (data)
	R
	A

	
	14. 
	Migration of database objects
	C
	R

	
	15. 
	Code and program migrations external to database
	R
	A

	
	16. 
	Address migration problems
	R
	A

	
	17. 
	Document migration activities
	R
	C

	
	
	
	
	

	10.
	
	Post Deployment Support - Planning in advance for a heightened level of service support directly after deployment of change
	
	

	
	1. 
	Post Conversion Support - Provides additional support resources and short-term processes to assist the existing support organization with handling user requests and issues quickly 
	R
	A

	
	2. 
	Post Conversion Review - Reviews the conversion/deployment effort once deployment is complete
	R
	C

	
	
	
	
	

	
	
	CUSTOMER SERVICE MANAGEMENT
	
	

	
	
	
	
	

	
	
	Service Management
	
	

	11.
	
	Infrastructure Service Management
	
	

	
	1. 
	Manage daily activities and communications
	
	R

	
	2. 
	Prioritize and approve major service requests
	R
	C

	
	3. 
	Receive, monitor and report status of service requests
	
	R

	
	4. 
	Estimate time and, as appropriate, costs for service requests
	A
	R

	
	5. 
	Develop business justification for service requests, enhancements, projects, etc.
	R
	C

	
	6. 
	Provide monthly Service Request status reporting
	C
	R

	
	7. 
	Conduct IT Steering Committee Meetings
	C
	R

	
	8. 
	Conduct User Committee Meetings
	C
	R

	
	9. 
	Develop and document service level targets
	R
	A

	
	10. 
	Provide service level reporting
	A
	R

	
	
	
	
	

	
	
	Planning Services
	
	

	12.
	
	Agency IT Management and Planning
	
	

	
	1. 
	Align IT strategy with business strategy
	R
	

	
	2. 
	Produce long range applications plan
	R
	C

	
	3. 
	Application Architecture Planning - Defines the applications needed, their application requirements, performance model, and the application distribution approach needed to enable the business capabilities
	R
	

	
	4. 
	Data Architecture Planning - Defines the data needed, the data definitions, performance model, and the data distribution approach needed to enable the business capabilities
	R
	C

	
	5. 
	Technology Architecture Planning - Defines the enterprise’s technology architecture blueprints and the performance model required to enable the application blueprints in delivering the business capabilities
	R
	C

	
	6. 
	Provide IT capital forecast and expense budget
	R
	C

	
	
	
	
	

	13.
	
	Performance and Capacity Planning
	
	

	
	1. 
	Manage application performance and identify performance issues
	R
	C

	
	2. 
	Manage system and database (non-application specific, e.g. stored procedure performance) performance issues (Production)

	A
	R

	
	3. 
	Manage system capacity
	
	R

	
	4. 
	Provide trend analysis as input to capacity forecasting
	
	R

	
	5. 
	Develop capacity plan based on requirements (users, new apps. etc.) 
	C
	R

	
	
	
	
	

	14.
	
	Disaster Recovery (Note: This is Still Under Consideration by the CNIC Steering Committee) 
	
	

	
	1. 
	Determine disaster recovery requirements based on business needs
	R
	

	
	2. 
	Develop disaster recovery plan to meet Agency requirements
	R
	C

	
	3. 
	Develop SDC internal procedures to accommodate SDC’s responsibilities as per Agency’s disaster recovery plan
	C
	R

	
	4. 
	Develop disaster recovery procedures (application testing)
	R
	C

	
	5. 
	Perform risk assessments
	R
	C

	
	6. 
	Review disaster recovery plans with management
	R
	C

	
	7. 
	Execute disaster recovery tests (systems)
	C
	R

	
	8. 
	Execute disaster recovery tests (application)
	R
	C

	
	
	
	
	

	
	
	DOMAIN MANAGEMENT
	
	

	
	
	
	
	

	15.
	
	Database Management
	
	

	
	
	Non-Production Environments
	
	

	
	1. 
	Create physical database objects
	C
	R

	
	2. 
	Manage database storage usage
	C
	R

	
	3. 
	Manage next extent sizes
	C
	R

	
	4. 
	Perform database profile modifications as required 
	C
	R

	
	5. 
	Perform database reorganizations
	C
	R

	
	6. 
	Perform database/table copies
	R
	

	
	7. 
	Backup database archive logs to tape 
	R
	C

	
	8. 
	Plan/define database imports/exports
	R
	

	
	9. 
	Perform database imports/exports
	R
	

	
	10. 
	Perform DBMS upgrades 
	C
	R

	
	11. 
	Assist development team in optimizing SQL statements (indexes, selects etc.)
	R
	

	
	
	Production Environments
	
	

	
	12. 
	Create physical database objects
	C
	R

	
	13. 
	Manage database storage usage
	C
	R

	
	14. 
	Manage next extent sizes
	C
	R

	
	15. 
	Perform database security profile modifications as required 
	C
	R

	
	16. 
	Determine database reorganization schedule
	R
	C

	
	17. 
	Setup database reorganization processes and monitor execution
	C
	R

	
	18. 
	Backup database archive logs to tape 
	C
	R

	
	19. 
	Resolve Database Technical  problems
	C
	R

	
	20. 
	Create logical database objects (views, indexes, etc) (This depends on if an agency has requested logical DBA services
	
	

	
	21. 
	Resolve Database Logical  problems (This depends on if an agency has requested Logical DBA services)
	
	

	
	22. 
	Create and maintain data models (This depends on if an agency has requested Logical DBA services)
	
	

	
	23. 
	Update and maintain agency data dictionary (This depends on if an agency has requested Logical DBA services)
	
	

	
	24. 
	Plan/define database imports/exports
	R
	C

	
	25. 
	Perform data imports/exports as necessary 
	
	R

	
	26. 
	Perform DBMS upgrades (SDC discretionary and/or subject to Change Control)
	C
	R

	
	27. 
	Assist development team in optimizing SQL statements (indexes, selects etc.)

(This depends on if an agency has requested Logical DBA Services)
	
	

	
	
	
	
	

	16.
	
	Application Installs
	
	

	
	
	Non-Production Environments
	
	

	
	1. 
	Install application software 
	R
	C

	
	2. 
	Load pre-configured clients, templates and/or  scripts in support of the project
	R
	C

	
	3. 
	Create initial project specific clients
	R
	C

	
	4. 
	Determine file system requirements
	R
	C

	
	5. 
	Determine unique operating system parameters
	R
	C

	
	6. 
	Implement unique operating system parameters
	C
	R

	
	7. 
	Setup application software users
	R
	C

	
	8. 
	Obtain application software license keys if required
	R
	C

	
	9. 
	Configure initial memory management
	C
	R

	
	10. 
	Load standard database delivered on install CD’s or import database copy and configure
	C
	R

	
	11. 
	Setup work process and operations mode definitions
	R
	C

	
	12. 
	Install application software front-end on PC
	R
	C

	
	13. 
	Test application software installation
	R
	C

	
	
	Production Environments
	
	

	
	14. 
	Design/determine initial file system requirements during initial install
	R
	C

	
	15. 
	Validate, approve and execute the initial creation of file systems
	C
	R

	
	16. 
	Manage OS file systems
	
	R

	
	17. 
	Determine initial values for OS parameters during install
	R
	C

	
	18. 
	Validate and approve OS system parameters
	C
	R

	
	19. 
	Manage OS parameters
	C
	R

	
	20. 
	Setup application software, Admin users and ID's at the OS and DB Level
	C
	R

	
	21. 
	Configure initial memory management on server(s)
	C
	R

	
	22. 
	Setup work process and operations mode definitions, batch servers, file servers, etc.
	C
	R

	
	23. 
	Test application installation
	R
	C

	
	
	
	
	

	17.
	
	Application Performance and Tuning
	
	

	
	1. 
	Identify end-user performance problems
	R
	C

	
	2. 
	Provide application performance analysis
	R
	C

	
	3. 
	Determine optimal performance settings for application parameters (Non-Production)
	R
	C

	
	4. 
	Determine optimal performance settings for application parameters (Production)
	R
	C

	
	5. 
	Configure application tunable parameters (Agency at the applications level, SDC at the hardware and OS level as defined by Agency)
	R
	A

	
	6. 
	Monitor performance adjustments for their effectiveness (Agency at the applications level, SDC at the hardware and OS level)
	R
	A

	
	7. 
	Track results of application settings and parameter changes (Agency at the applications level, SDC at the hardware and OS level as defined by Agency)
	R
	A

	
	8. 
	Manage workload balancing (Agency at the applications level, SDC at the hardware and OS level)
	R
	A

	
	9. 
	Support application team in resolution of app. performance problems
	
	R

	
	
	Non-Production Environments
	
	

	
	10. 
	Modify application parameters
	R
	

	
	11. 
	Modify database parameters (SDC may supply scripts/JCL)
	A
	R

	
	12. 
	Applications upgrades
	R
	

	
	
	Production Environments
	
	

	
	13. 
	Modify application parameters
	R
	A

	
	14. 
	Modify database parameters
	C
	R

	
	15. 
	Applications upgrades 
	R
	A

	
	
	
	
	

	18.
	
	Infrastructure Support
	
	

	
	
	Physical Site Management (SDC Facility)

	
	

	
	1. 
	Test environmental control plans periodically – DAS
	
	

	
	2. 
	Manage physical site - DAS
	
	

	
	
	
	
	

	19.
	
	Security Planning - Site Security 
	
	

	
	1. 
	Determine security requirements – DAS
	
	

	
	2. 
	Create and maintain security policies – DAS
	
	

	
	3. 
	Determine security strategy and implementation plans – DAS
	
	

	
	4. 
	Generate and disseminate reports on security plans – DAS

	
	

	
	5. 
	Monitor and assess security strategies - DAS
	
	

	
	
	
	
	

	20.
	
	System Startup/Shutdown
	
	

	
	1. 
	Define production startup/shutdown schedules
	R
	C

	
	2. 
	Define startup/shutdown procedures for application software
	R
	C

	
	3. 
	Perform scheduled startup/shutdown of OS, hardware, and application software (Agency to provide scripts for application software)
	
	R

	
	4. 
	Perform ad-hoc startup/shutdown of application software (Non-Production) (Agency to provide scripts)
	R
	

	
	5. 
	Execute a requested  ad-hoc startup/shutdown of application software (Production) 
	C
	R

	
	6. 
	Restart the hardware/OS after failure
	C
	R

	
	7. 
	Restart application software after failure (Non-Production)
	R
	

	
	8. 
	Restart application software after failure (Production) (Agency to provide scripts and procedures)

	C
	R

	
	
	
	
	

	21.
	
	Production Backup/Restore Management
	
	

	
	1. 
	Define backup schedules
	R
	C

	
	2. 
	Perform complete and/or incremental backups
	
	R

	
	3. 
	Define backup/restore scripts/JCL
	
	R

	
	4. 
	Define Media rotation requirements
	R
	C

	
	5. 
	Label backup media
	
	R

	
	6. 
	Coordinate off-site storage functions
	
	R

	
	7. 
	Periodically Verify backup media integrity using write verify
	
	R

	
	8. 
	Restore single or multiple objects from the backup media on request
	
	R

	
	9. 
	Restore complete or incremental backup as needed after system failures
	
	R

	
	10. 
	Notify  Agency Tier 1 Help Desk that restoration has been completed
	
	R

	
	11. 
	Notify users that restoration has been completed
	R
	

	
	12. 
	Validate integrity and consistency of the application after a restore
	R
	C

	
	13. 
	Validate integrity and consistency of the OS after a restore
	C
	R

	
	14. 
	Refresh instances (via restore/rename) upon project request (Non-Production)
	R
	

	
	15. 
	Test backup/restore procedures periodically
	
	R

	
	16. 
	Approve/ Review requests for restores
	R
	C

	
	17. 
	Roll forward from the archive logs after a restore (i.e., update with current information)
	C
	R

	
	
	
	
	

	22.
	
	Account Management for Technical Infrastructure and Operations
	
	

	
	1. 
	Coordinate and oversee daily IT infrastructure activities
	
	R

	
	2. 
	Estimate time and costs for service requests beyond scope
	
	R

	
	3. 
	Prioritize and approve major service requests
	R
	C

	
	4. 
	Determine infrastructure projects (SDC Projects)  that must be completed to satisfy service requests
	C
	R

	
	5. 
	Develop business justification for new infrastructure projects
	R
	C

	
	6. 
	Provide monthly status reporting
	
	R

	
	7. 
	Attend IT Steering Committee meetings
	
	R

	
	8. 
	Develop Annual IT Plans for Agency
	R
	C

	
	9. 
	Develop Annual IT SDC Plan (based on input from Agency IT Plans)
	C
	R

	
	10. 
	Develop Service Level Agreements
	C
	R

	
	11. 
	Report on service level agreements
	A
	R

	
	
	
	
	

	23.
	
	Hardware Management
	
	

	
	1. 
	Manage assets that are in CNIC scope
	
	R

	
	2. 
	Identify potential failures and recommend solutions
	
	R

	
	3. 
	Develop hardware maintenance strategy (servers reside at SDC thus overall responsibility to develop/maintain HW)
	C
	R

	
	4. 
	Review hardware maintenance plans with management
	C
	R

	
	5. 
	Schedule hardware maintenance
	C
	R

	
	6. 
	Execute preventative, scheduled and warranty required maintenance
	
	R

	
	7. 
	Test components that have received maintenance

	
	R

	
	8. 
	Track scheduled maintenance of components
	
	R

	
	9. 
	Management of vendor relationships and 3rd party contracts
	
	R

	
	
	
	
	

	24.
	
	Network Management
	
	

	
	
	Local Area Network Management – Agency Site
	
	

	
	1. 
	Manage physical network elements (circuits, firewalls, routers, switches and cabling).  
	C
	R

	
	2. 
	Manage logical network components such as network protocols
	
	R

	
	3. 
	Provide network capacity recommendations
	C
	R

	
	4. 
	Planning and execution of technology installations and upgrades
	C
	R

	
	5. 
	Identify potential failures and recommend solutions
	C
	R

	
	6. 
	Troubleshoot outages (this includes coordinating vendor work)
	C
	R

	
	7. 
	Develop hardware maintenance strategy
	
	R

	
	8. 
	Review hardware maintenance plans with management
	
	R

	
	9. 
	Management of vendor relationships and 3rd party contracts
	C
	R

	
	10. 
	Implementation of security rules 
	C
	R

	
	
	Local Area Network Management – SDC Site
	
	

	
	11. 
	Manage physical network elements (circuits, firewalls, routers, switches and cabling).  
	C
	R

	
	12. 
	Manage logical network components such as network protocols
	
	R

	
	13. 
	Capacity planning
	C
	R

	
	14. 
	Planning and execution of technology installations and upgrades
	C
	R

	
	15. 
	Identify potential failures and recommend solutions
	C
	R

	
	16. 
	Troubleshoot outages (this includes coordinating vendor work)
	C
	R

	
	17. 
	Develop hardware maintenance strategy
	
	R

	
	18. 
	Review hardware maintenance plans with management
	
	R

	
	19. 
	Management of vendor relationships and 3rd party contracts
	C
	R

	
	20. 
	Implementation of security rules
	
	R

	
	
	Wide Area Network Management
	
	

	
	21. 
	Manage physical network elements (circuits, firewalls, routers, switches and cabling).  
	C
	R

	
	22. 
	Manage logical network components such as network protocols
	
	R

	
	23. 
	Manage all network providers to agree upon  service levels
	C
	R

	
	24. 
	Validate all network provider invoices
	C
	R

	
	25. 
	Capacity planning
	C
	R

	
	26. 
	Planning and execution of technology installations and upgrades
	C
	R

	
	27. 
	Manage network contracts to assure a cost effective solution
	C
	R

	
	28. 
	Recommend improvements to the WAN for quality or cost reasons
	C
	R

	
	29. 
	Identify potential failures and recommend solutions
	C
	R

	
	30. 
	Troubleshoot outages (this includes coordinating vendor work)
	C
	R

	
	31. 
	Develop network hardware maintenance strategy
	
	R

	
	32. 
	Review network hardware maintenance plans with management
	
	R

	
	33. 
	Management of vendor relationships and 3rd party contracts
	C
	R

	
	34. 
	Implementation of security rules
	C
	R

	
	
	
	
	

	25.
	
	Storage Management
	
	

	
	1. 
	Develop and maintain the storage management architecture 
	C
	R

	
	2. 
	Define data requirements, file and database layouts
	R
	C

	
	3. 
	Allocate and configure storage
	C
	R

	
	4. 
	Monitor storage utilization and notification of pending constraints
	C
	R

	
	5. 
	Specifying and order storage devices and media
	C
	R

	
	6. 
	Maintenance of storage device related software and micro-code
	
	R

	
	7. 
	Defining requirements for tapes related to development projects
	R
	C

	
	8. 
	Maintenance of a scratch tape pool
	C
	R

	
	9. 
	Registering tapes and tape library maintenance
	C
	R

	
	10. 
	Management of offsite tape rotation
	C
	R

	
	11. 
	Definition of media destruction requirements
	R
	

	
	12. 
	Media destruction in accordance with requirements
	C
	R

	
	13. 
	Tape labeling and tracking
	C
	R

	
	
	
	
	

	26.
	
	Servers
	
	

	
	1.
	Server installations
	C
	R

	
	2.
	Server decommissioning
	C
	R

	
	3.
	Planning for agency requested upgrades consistent with change control process
	C
	R

	
	
	
	
	

	27.
	
	Operating Systems (OS) and System Software
	
	

	
	1. 
	Installation of operating systems
	
	R

	
	2. 
	Installation of agency specified middleware
	C
	R

	
	3. 
	System software upgrades
	C
	R

	
	4. 
	Determine optimal performance settings for OS parameters (Production)
	C
	R

	
	5. 
	Configure OS parameters 
	C
	R

	
	6. 
	Monitor performance monitoring, tuning and monthly reporting
	A
	R

	
	7. 
	Track results of OS settings and parameter changes
	R
	A

	
	8. 
	Troubleshoot OS problems
	
	R

	
	9. 
	Coordinate and manage the efforts of vendors to resolve OS issues
	C
	R

	
	10. 
	Apply patches
	C
	R

	
	
	
	
	

	28.
	
	CICS Services
	
	

	
	1. 
	Creation of CICS table entries necessary for new or modified transactions
	C
	R

	
	2. 
	Execution of CICS functions necessary to create or update a transaction
	C
	R

	
	3. 
	Assist in coding CICS commands
	C
	R

	
	4. 
	Assist in creating screen maps
	C
	R

	
	
	
	
	

	29.
	
	Consulting Services
	
	

	
	1.
	Develop a procedure for requesting consulting services
	C
	R

	
	2.
	Following agreed upon procedure in requesting consulting services
	R
	

	
	3.
	Assist with application analysis and design by providing technical expertise
	C
	R

	
	4.
	Technical assistance with system integration
	C
	R

	
	5.
	Prototyping application configuration
	C
	R

	
	6.
	Technical assistance with debugging and performance issues
	C
	R

	
	7.
	Assistance with software installs
	C
	R

	
	8.
	Provide transfer of knowledge/information sessions
	C
	R

	
	9.
	Provide general technical advise in order to optimize cost effectiveness of infrastructure managed by the SDC
	C
	R

	
	
	
	
	

	30.
	
	 Security Management
	
	

	
	1. 
	Define security requirements and rules
	R
	C

	
	2. 
	Implement security controls
	A
	R

	
	3. 
	Implement and maintain secured VPN capability
	C
	R

	
	4. 
	Maintain passwords and manage access controls
	C
	R

	
	5. 
	Implement and manage firewall access
	C
	R

	
	6. 
	Define security monitoring requirements (incident definition, notification procedures, etc)
	R
	C

	
	7. 
	Infrastructure security monitoring
	C
	R

	
	8. 
	Respond to incidents following agreed upon process and procedures
	C
	R

	
	9. 
	Encryption of traffic between SDC and agency sites (OPTIONAL SDC SERVICE)
	C
	R

	
	10. 
	Implementing and maintaining secured storage for agency data (OPTIONAL SDC SERVICE)
	C
	R

	
	11. 
	Executing secured transmittal of agency data (OPTIONAL SDC SERVICE)
	C
	R

	
	
	
	
	

	31.
	
	Asset Procurement and Maintenance Contracts
	
	

	
	1. 
	Desktops/workstations
	R
	

	
	2. 
	Desktop application and OS software
	R
	

	
	3. 
	Local Area Network hardware at SDC
	
	R

	
	4. 
	Local Area Network hardware at Agency facilities
	
	R

	
	5. 
	Wide Area Network hardware at SDC
	
	R

	
	6. 
	Wide Area Network hardware at Agency facilities
	
	R

	
	7. 
	Network Operating System software at SDC
	
	R

	
	8. 
	Network Operating System software at Agency facilities
	
	R

	
	9. 
	Service  Desk software at SDC
	
	R

	
	10. 
	Network and server maintenance, including cabling,  at agency facilities
	C
	R

	
	11. 
	Help Desk software at Agency facilities
	R
	

	
	12. 
	Servers and storage devices in SDC
	C
	R

	
	13. 
	Operating systems for servers 
	C
	R

	
	14. 
	Application software
	R
	

	
	15. 
	Database software
	C
	R

	
	16. 
	Operational management tools for servers and network (LAN mgmt, WAN mgmt, Server mgmt, etc.)
	
	R

	
	17. 
	Consumable media
	C
	R

	
	18. 
	Application development software and tools
	R
	


25. Appendix F – Project Workplan

The Project Workplan is maintained in multiple Microsoft Project plans linked together.

26. Appendix G – Project Lift Plan Template

Project lift plan template will be developed during the Architecture phase prior to the first detail design effort.
27. Appendix H – Identified Optimization Opportunities
This section outlines additional opportunities for the state to optimize its data center environment.  These opportunities are possible projects outside the scope of the data center consolidation as a means to increase efficiencies and generate added savings.  Each opportunity describes the effort of either completing the optimization or completing an assessment through which the opportunity can be fully analyzed and the cost/benefit analysis can be understood.  

27.1. Mainframe MIPS Reduction Project

It is advisable to initiate a project to reduce the total number of utilized MIPS.  The reasons for this project are:

· The purchase of a mainframe for consolidation will occur within the next year.  A reduction in the number of MIPS utilized may reduce the size of the mainframe (Potential Cost Saving).

· Reduction in the installed MIPS on the consolidation mainframe will have a beneficial impact on software licensing charges (Potential Cost Saving).

· If the reduction in the number of MIPS is insufficient to cause a reduction in hardware requirements, the MIPS reduction at least extends the time before the first upgrade is required (Cost Avoidance).

· The DHS mainframe will be running close to capacity within a year.  A reduction in MIPS utilized on this machine would help sustain its useful life until DHS is moved onto the new consolidation mainframe. (Risk Reduction and Potential Cost Avoidance).

The parameters of this project are as follows:

· The estimated duration would be approximately three months.

· Two external subject matter experts would be used with deep expertise in system tuning.  Between them, these experts must have system programming skills, understand how programs execute in a zOS environment, have experience with the COBOL programming language and have experience with DB2, IMS/DB and data access methods.

· The goal would be to reduce overall MIPS consumption by 10% and reduce MIPS consumption on the DHS mainframe by 5%.

· For application tuning, an appropriate tool, such as Strobe from Compuware, must be purchased and installed.

From a business case perspective, the current spending known to the CNIC project for mainframe is approximately $10M annually for a combined install base of 883 MIPS.  Assuming that 80% of those MIPS are utilized (708 MIPS), the state is spending approximately $14,000 per used MIPS.  A savings of 10% (70 MIPS) of the used MIPS equates to a savings of $988,000 annually.   While this calculation does not take into account the fact that mainframe hardware capacity is sold in discrete increments of MIPS, it does give an indication of the potential for savings.

The high level approach to obtaining these savings consists of the following steps:

· Determine the top 10 CPU consumers on each of the mainframes.  This can be done using existing tools.

· Merge and sort the list to produce the top 10 CPU consumers across all mainframes

· Perform analysis.  Proceeding from largest to smallest, identify and estimate savings opportunities and the work required to realize the estimated savings.

· Meet with Program Manager in order to assess potential savings and a make “go/no go” decision

· Execute the work necessary to achieve the savings

· Measure and compare to initial list of top 10 CPU consumers

· If a 5% reduction in CPU utilization on the DHS mainframe has not been achieved, proceed down the DHS list of top 10 consumers,  identifying savings opportunities

· Meet with Program Manager and make a “go/no go” decision based on cost/benefit

· Execute the work necessary to achieve the savings

· Measure and compare with the original 10 CPU consumers list on the DHS mainframe

27.2. Telecom Expense Management Project

The state will benefit from a comprehensive Telecom Expense Management (TEM) initiative.  Accenture has successfully created and executed TEM projects that identify, capture, and deliver immediate cost reductions while developing a program to achieve long-term savings with the necessary tools and processes to ensure proactive telecom management.

Accenture’s experience with TEM engagements shows a typical savings of between 10% and 20% of overall telecom expenditures.  A complete TEM initiative:

· Corrects telecommunications vendor errors and recoups money

· Generates savings to fund other programs

· Simplifies telecom billing complexities

· Addresses telecom inventory management challenges

· Addresses inaccurate cost allocation

· Enhances labor-intensive and skill-intensive processes

Several key criteria of an enterprise telecom environment identify a realistic target for TEM savings.  The state meets the criteria, which include:

· Lack of a formal telecom inventory management system

· Annual telecom expenditures over $10M

· Lack of proactive auditing of telecom billing 

· Imminent expiration of carrier contracts

· Poor telecom spend visibility

The current understanding of the state’s telecommunications environment is that the annual telecom spending is approximately $12.5M, $3.7M of which is contained within the scope of the CNIC project.  Based on this, and our experiential estimates of a 10%-20% savings, we estimate that the state could gain the following financial benefits via a TEM initiative:

· Annual savings within the CNIC scope of $370K-$740K (savings of $370K was included in the CNIC business case due to TEM)

· Annual savings outside of the scope of CNIC of $1.25M-$2.5M (these savings have not been considered in the CNIC business case)

A TEM engagement consists of a Diagnostic Phase and a Transformation Phase.  The Diagnostic Phase is a 4-6 week detailed assessment, including a review of the state’s telecom infrastructure, contracts, and billing.  This phase provides a business case to benchmark the telecom savings and the scope of the transformation work.  The cost of this phase could be credited back to the state if the project moves into the Transformation Phase under a gain-sharing contract.

The Transformation Phase is a 3-6 month implementation based on the findings of the Diagnostic Phase.  This phase delivers immediate savings and the process/organizational means to effectively manage telecom expenses going forward.  Activities in the Transformation Phase may include contract review/renegotiation, process redesign, organizational redesign, and automation.  The TEM Transformation Phase is typically contracted on a gain-share basis, according to actual savings realized.

27.3. Directory Services Consolidation Project

Directory Services is an integral component of the solutions an enterprise data center should offer its clients.  It is advisable to initiate a project to migrate and consolidate the CNIC agencies’ existing directory services, including Windows, Netware, and any others.  It is recommended to consolidate all directory services to a single platform, like Microsoft Active Directory. The goals of this project are:

· Reduction in the number of directory services domains to manage and maintain (Potential Cost Saving) 

· Potential reduction in the total cost of ownership of agency desktops and servers when utilizing Active Directory services such as Group Policies for software distribution and policy management, integrated dynamic DNS, file and print services including directory published printers, application integration with AD for single sign on, and many more (Potential Cost Saving) 

· Allow for a consolidation of messaging (email)) services onto a single platform (Potential Cost Saving) 

· Fewer servers are needed to support the directory services infrastructure (Cost Saving and Cost Avoidance)

Based on previous experience with directory services consolidations and migrations, a reduction of 75% of domains is likely, along with a reduction of the associated hardware for those domains.

The current spending on directory services and its upkeep are unknown to the CNIC project team.  A complete assessment of the state’s current directory services environment including a business case to quantify potential savings would take approximately 4-6 weeks.  Typical annual cost savings for this type of effort range from 10% - 20%.

The high-level approach to consolidating directory services would consist of the following steps

· Inventory the existing Windows and Novell directories and collect requirements 

· Assess current directory services environment, build business case 

· Review assessment with Program Managers and make “go/no go” decision 

· Design the new directory services structure 

· Execution plan for directory services build out, consolidation, and migration 

· Plans for Retirement/repurpose of unneeded infrastructure servers

Once the directory services are consolidated, an email consolidation can be performed that will further reduce maintenance and support costs. See the next section Messaging (Email) Consolidation Project for details on this effort.

27.4. Messaging (Email) Consolidation Project

In conjunction with the directory services consolidation project, the state will also benefit from a messaging (email) consolidation effort.  Consolidating to a single messaging platform, likely Microsoft Exchange 2003, across agencies provides many benefits and cost savings.  This effort will tie in very closely with the directory services project in that Exchange 2003 relies heavily on a solid Windows 2003 Active Directory infrastructure.  A consolidated messaging platform can provide the following benefits:

· Consolidated application licenses and required middleware 

· Reduced help desk costs 

· Reduced maintenance costs 

· Improved communication among employees, customers, partners 

· Increased customer satisfaction with stability (vs. unplanned downtime) 

· Minimized “frustration factor” among employees who can now communicate easily 

· Improved productivity among mobile/remote users who now have access to “real-time” information while away from the office

Consolidating to Exchange 2003 specifically will provide the following benefits:

· Microsoft Outlook and Exchange is the predominant messaging environment in the marketplace 

· Stop paying for high-paid support resources due to short supply in a niche product 

· Easy to train your existing staff and maintain their knowledge and motivation through the Microsoft Certified Professional program 

· The market has a large supply of trained and experienced Exchange and Windows support engineers 

· Integration with Microsoft Office 

· Powerful information management tool (calendaring, tasks) 

· Consolidation – new features and performance of Exchange 2003 Server (Storage Groups and multiple databases) 

· New hardware (disk, backup and recovery) technologies allow more users per server and better Service Levels 

· Ability to scale-up – Exchange 2003 supports a greater number of users per server (up to 5 times as many as Exchange 5.5) which means you can cluster your Exchange servers for high availability and still use far fewer servers (yielding lower total cost of ownership)

· Utilize the application benefits of Active Directory by maintaining system and user information in a common directory 

· Better/Centralized Administration 

· Reduces the overall administration required for users, since user information is maintained in AD 

· Centralize administration based on Active Directory benefits (one AD forest vs. many NT domains and Exchange Sites)

· Much improved Outlook Web Access – simplifies access for employees without dedicated workstations; enables email access from any web browser 

· Secure Instant Messaging server – for companies that rely on instant messaging for business communication and want strong security 

· Backup and restore capability greatly improved – seconds not hours – means virtually no downtime and no impact to the end user 

· New deployment and troubleshooting tools that will make it easier for the state  to get Exchange and AD up and running

· Built on the same code base as Exchange 2000 Server, ensuring a smooth upgrade from Exchange Server 5.5 or 2000

A complete assessment, with business case, of the state’s current messaging environment would take approximately 4-6 weeks.  The messaging consolidation assessment should occur in conjunction with the directory services assessment as information and results from these efforts will feed each other.  Typical annual cost savings for a messaging or email consolidation effort range from 10%-20%.

27.5. Help Desk Consolidation Project

The help desk consolidation project will start with an assessment of the existing Help Desk structure, and include the collection of the current staffing model, organization chart, the flow and management of incidents and reporting, review of the tiered support model, review of the volume and types of incidents, review of the amount of time for closing incidents, the incident management tool being used, and other metrics to help determine the efficiencies of the service being delivered by the Help Desk.

The benefits typically encountered with Help Desk Consolidation projects include:

· Alignment of new processes to the consolidated environment

· Improved and more efficient staffing model (head count, organization, workflow)

· Improvements of incident management under the new organization

· Assessment of the current toolset and its ability to provide proper workflow

· Improvement of reported metrics including incident response, lowered number of incidents

This project has direct ties to the operating procedures and governing procedures that will be developed and delivered by the new data center.  End-user satisfaction and business unit satisfaction will have a higher degree of confidence when contacting a Help Desk that has aligned its processes with the new data center.  Typical annual savings seen in the industry for help desk consolidation efforts range from 15%-25%.

27.6. Shared Application Development and Testing Environment Project

The availability of a shared application development and testing environment will provide agencies parallel production-like environments without having to maintain and purchase equipment for the agency sites.  Multiple standard environments can quickly be provisioned into a server partition in less than 15 minutes (based on predefined server builds and the proper tools) and can be tested on platforms that will closely imitate production without the risk of actually hitting a production environment.  Testing will be a major component moving forward and the creation of a shared testing environment will enable multiple agencies to utilize a test environment that will parallel production and be loaded with the necessary tools to help expedite the functional and performance required prior to moving in production.  The move towards a higher utilized production environment dictates that thorough testing is a must in order to avoid any unnecessary outages due to applications that do not behave.  Part of the new processes for promoting new applications or upgrades to code should be a review or certification of the new/updated code in a parallel testing environment to production.  After receiving sign-off from the system administrators that run the data center, the new/updated applications can be promoted to production during the next logical maintenance window.  Application profiling tools may also be considered to accelerate the testing and troubleshooting aspects of application development.  Performance tests and scripting capabilities will greatly enhance the state’s capabilities to truly capture metrics that are not being captured today.

Benefits of creating a shared application and testing environment are the following:

· Shared tools and development environments will greatly decrease the costs for support, tools, and hardware 

· Provide a common known environment that is parallel to production resulting in a consistent view of functional and performance metrics of applications

· Create a standard for which applications must be developed therefore decreasing time to deployment

· Provide tools that are not available today that will accelerate the time required and the strict new standards that play a much bigger role in a consolidated production environment

· Reduces the number of errors by providing a parallel production environment.

· Eases the process in which applications can be promoted into production.

· Provides a more secure environment for which web and other portal applications can be tested

This project will provide an environment that agencies can begin testing and making the necessary adjustments for applications that may not adhere to good programming standards.  Additionally, developers will be able to become more familiar with the new production environment processes and code promotion activities necessary for a consolidated production environment.  Typical annual savings seen in the industry for this type of effort range from 15%-25%.

27.7. Application Server Consolidation

Application consolidation refers to the detailed profiling of a group of applications for the purpose of co-residence on one server.  Collection of the application profile details are facilitated by using a toolset designed to capture this type of information.  This type of tool will capture baseline measurements from the end users’ perspective regarding critical applications’ performance and availability.  It also provides a network perspective related to application traffic each server is managing and their current traffic patterns. This provides the ability to target servers that may need to be considered for consolidation or elimination. Any consolidation project includes maximizing use of the remaining servers.

The first pass of application consolidation is geared to groups of servers containing similar core commercial applications.  Examples include:

· Database Servers (Oracle, SQL, DB2, etc)

· Web / Portal Servers (WebSphere, iPlanet, IIS, etc)

· Security Servers (DNS, LDAP, Authentication, Firewall, Intrusion Detection, etc.)

· File / Print / Utility Servers

The next pass of application consolidation would be aimed at the Agency custom applications.  Custom applications usually take considerably longer to consolidate due to lack of development standards across entities that have multiple computing departments.  The tools mentioned above will also greatly benefit the custom application group.  Benefits from purchasing and utilizing this type of tool include:

· Ability to provide a more predictable and dense application consolidation which will result in a further reduction of server footprint

· Save time and money by accelerating costs savings through deeper consolidation

· Lower the risks involved in a higher density of applications per server in a consolidated environment

· Provides the metrics to assist in developing a measurable adherence to SLAs

· Provides a deeper level of troubleshooting leading to quicker resolution

The goal of application consolidation is to reduce the server footprint and improve maintenance of agency applications.   Typical annual cost savings resulting form application server consolidation range from 15% - 25%.   

27.8. Network Convergence 

Due to the state of Oregon’s aging voice network infrastructure, the state would benefit from a network convergence initiative.  This project would replace the state’s voice infrastructure with equipment that enables the transmission of voice traffic over the state’s data network.  The primary benefits of such an initiative are:

· Reduction in platforms / asset costs due to consolidation 

· Reduction in maintenance of separate telephony and data networks 

· Reduction in voice telephony costs

· Reduction in voice network costs (i.e. toll bypass, administrative savings, MAC reductions) 

· New communications services like video conferencing, remote collaboration tools and distance learning 

· New messaging capabilities (i.e. unified messaging) 

· Ability to deploy new applications that enhance customer service operations 

· Enhanced revenue opportunities through advanced communications and contact center services 

 

The feasibility of a network convergence project and the associated business case would be analyzed during an assessment period.  The convergence assessment would last 6-8 weeks.  The network convergence assessment would include the following activities:

· Assessment of existing voice and data infrastructure 

· Investigation of calling patterns and volumes 

· Evaluation of relevant capital and operational expenses 

· Identification of State-specific value propositions 

· Creation of business case and deployment roadmap 

 

Upon the completion and acceptance of a positive business case, a network convergence implementation project would be initiated.  This project would deliver the converged network environment and realize the benefits and efficiencies outlined in the business case.  Typical annual savings resulting from Network convergence projects range from 20% - 30%.
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